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Abstract 

Large non-residential buildings can contain complex and often inefficient water 

distribution systems. As requirements for water increase due to water scarcity and 

industrialization, it has become increasingly important to effectively detect and diagnose 

faults in water distribution system in large buildings. For many of these faults, if water 

supply is not impacted, water loss can go unnoticed for long periods. This can lead to 

unnecessary increases in water usage and associated energy losses arising from water 

pumping, treating, and heating. The majority of fault detection and diagnosis (FDD) 

studies in the water sector are limited to municipal water supplies and leakage detection. 

The application of FDD in building water networks remains largely unexplored. While 

considerable attention has been given to data driven methods that analyse and control 

energy systems in buildings, the same cannot be said for building water systems. This is 

a relatively complex and challenging research area, as the non-stationarity (variations in 

statistical properties over time) of water usage in non-residential buildings makes it 

challenging to distinguish between routine (normal) and non-routine (anomalous) water 

uses. As a result, methodologies which support enhanced efficiency in building water 

consumption are somewhat underdeveloped, particularly in industrial settings.  

In such scenarios, FDD methods that leverage multivariate statistical process control 

with, for example, principal component analysis can be successfully used to identify 

faults. This research leverages two case-studies, to develop and demonstrate a 

methodology based on component analysis (PCA) and a multi-class support vector 

machine (SVM) to detect and classify faults for non-residential building water networks. 

In the absence of a process model (which is typical for such water distribution systems), 

PCA is proposed as a data-driven fault detection technique for building water distribution 

systems for the first time herein. PCA detection indices (T2-statistics and Q-statistics) 

were employed to detect faults in the incoming data, and a multi-class SVM was trained 

for fault classification. 

However, even with these methodologies, the non-stationarity of water uses can lead to 

false alarms being generated. Historically, issues such as false alarm prevalence has led 

to a relatively low industry uptake of FDD systems. Thus, to efficiently detect and 

diagnose faults in non-residential building water distribution systems in a manner which 
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is practical, false alarms should be controlled through false alarm moderation approaches 

so that building managers/operators only need to focus on true faults.  

This research utilises two statistical non-parametric false alarm moderation approaches 

(namely window-based, and trial-based) that generate a second control limit for T2-

statistics and Q-statistics. The implementation of these false alarm moderation 

approaches was combined with PCA to detect true faults. Using both the window-based 

and trial-based approaches false alarms were reduced greatly, and the overall 

performance and reliability of the overall approach was improved. The PCA model with 

the window-based approach was shown to be particularly effective in reducing false 

alarms during fault detection process.  

Despite the relatively limited training data available from the case-studies (which can 

often reflect the situation in many buildings), meaningful faults were detected. The 

designed FDD methodology (FastDetect) proved successful in discriminating between 

various types of faults in the case-studies. The effectiveness of FastDetect was compared 

to a conventional univariate threshold technique through comparison of their respective 

performance in the detection of faults that occurred in the case-study sites. FastDetect 

demonstrated promising capabilities when compared to the conventional, in-situ, fault 

detection systems. The multi-class SVM also allowed these faults to be classified, 

providing a greater level of information to building managers, which may avoid 

unnecessary emergency shutdown in industrial applications.  

Finally, a comprehensive investigation of the energy and economic impact of water use 

in the case-study site 1 was conducted. This assessment was then used to develop a cost-

benefit analysis for the implementation of FastDetect in industrial settings. Given the 

links between water and energy systems, faults in a water distribution system can impact 

overall building energy use and associated carbon footprint. Thus, addressing water and 

associated energy losses resulting from faults and inefficiencies in water distribution 

systems can positively impact upon the overall sustainability of non-residential buildings, 

reducing life-cycle carbon footprint.  
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1 Introduction 

1.1 Background 

Increasing water consumption worldwide is primarily due to population growth, 

increased economic activities and improved standards of living (Ociepa et al., 2019). 

Water abstraction has increased at double the rate of population growth and presently 

one-third of the world’s population lives in countries, experiencing medium to high water 

stress (Makaya and Hensel, 2015). By 2025, it is believed that three billion people will 

suffer from water stress or scarcity, and by 2050 this number will rise to four billion 

which is about 40% of the expected world’s population (San Antonio Water System, 

2017).  

Many countries worldwide are grappling with the problem of increasing water demand 

and diminishing water resources. The irony is that the world’s water resources are finite 

and can no longer sustain this increasing water demand unless used wisely. These 

challenges are exacerbated by water loss from water distribution systems (Mutikanga, 

2012). Globally, the amount of water lost through water distribution systems is estimated 

at 48 billion m3/year. This generally results from poor management and the condition of 

water distribution systems (Ociepa et al., 2019).  

In Europe, water is also becoming a critical issue and a point of concern. Water stress 

and scarcity progressively affect several regions of Europe with climate change and 

population growth predicted to exacerbate the issue directly and through increases in 

agricultural water uses and industrialization (Eurostat, 2019; British Water, 2019). 

According to the European Commission, more than half of the European cities are 

extracting water more rapidly than it can be replenished (European Commission, 2012). 

By 2030, it is estimated that in Europe water consumption by industries, municipalities, 

and agriculture will increase by 16% when compared to 2010 figures (European 

Commission, 2013).  

In a water distribution system, water loss is primarily related to the leakage. However, 

other factors can lead to water loss or inefficient water usage in water distribution 

systems. These include metering errors, inadequate operational and maintenance 

practices, high pressures, aging infrastructure, network pipeline corrosion, etc. Water loss 
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through leakage and inefficient operation of water distribution systems often leads to 

service interruption and can also result in the excess usage of energy resources (Ociepa 

et al., 2019; Makaya and Hensel, 2015). Operating problems associated with water 

distribution systems can also include consumer behaviour, degraded equipment, faulty 

sensors or actuators, poor quality installations, poor maintenance, and improperly 

implemented controls. These issues can all lead to inefficient operation and the wastage 

of resources (water and energy) with consequent economical loss and increased 

equipment wear that can reduce reliability and equipment life (Cugueró et al., 2016).   

1.2 Challenges in developing fault detection and diagnosis methods for building 

water distribution systems 

As requirements for water increase due to water scarcity and industrialization, it has 

become crucial to effectively detect and diagnose faults in water distribution systems in 

large buildings. Fault detection and diagnosis (FDD) typically utilise inference processes 

to map system alarms (non-routine water uses or faults) in industrial processes (Zhao et 

al., 2019). FDD is an area of system engineering which has become essential in the 

management of many processes, systems, and technology. In the water sector, FDD has 

focused mainly on leak detection at a municipal water supply network level (Seyoum et 

al., 2017), while application of FDD in building water distribution systems remains 

largely unexplored. A range of detection approaches have been studied at municipal level 

and considered accurate for leak detection (Robles et al., 2016; Escofet et al., 2016; Pérez 

et al., 2015; Makaya and Hensel, 2015). These approaches are not suitable when it comes 

to building water distribution systems due to being relatively high cost, labour-intensive 

and time consuming. In many cases, existing studies in the literature utilise generated or 

experimental data sets. Due to the presence of non-stationarity and uncertainties in non-

residential building water distribution systems, producing such models (building water 

models) is often difficult and expensive. Non-stationarity may be a feature that exists in 

residential building water distribution systems, usually linked with the seasonal variation 

in water consumption and can also be a challenge in non-residential buildings due to 

season factors, production variations, occupancy variations, etc.  

Building water distribution systems are relatively complex systems that comprise pipe 

networks, meters/sensors, actuators, controllers, and other devices such as control valves 

and are generally equipped with some (though often the minimum necessary for overall 
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public supply consumption) metering and sensing equipment. For most building 

managers/owner’s initial investment costs of sensors/meters is always a concern and 

generally install essential equipment required for system monitoring. In most cases, such 

as non-residential water distribution systems, existing meters/sensors are insufficient to 

perform FDD and for performance monitoring purposes (Patabendige et al., 2018). The 

key gaps in developing FDD methodologies for buildings water distribution systems can 

be summarized as. 

• Data availability has been identified as an obstacle to achieve satisfactory 

operation and maintenance strategies in building water distribution systems. 

Generally, high-level water use statistics are used to drive alarms which are often 

not logged to building management systems - unlike energy monitoring for 

example. Also, historical data can have a significant portion of missing data for a 

range of reasons including malfunctioning of monitoring equipment and often 

comprise outlier measurements which can results in unreliable or false detection 

during the process.  

• Developing FDD methodology for non- residential buildings is a relatively 

complex and challenging research area, as the non-stationarity (variations in 

statistical properties over time) of water usage makes it challenging to distinguish 

between routine and non-routine water uses and can incorrectly report one-off or 

non-routine water uses as faults. The non-stationarity of water usage can also 

drive false alarms or lead to poor FDD.  

• Sensors/meters can be of inadequate accuracy due to the limitations of initial 

capital investments and poor maintenance. Thus, sensor/meter faults along with 

the water network faults need to be considered, which adds complexity in 

developing FDD methodologies (as those same sensors/meters provide the data 

to drive the FDD process). 

• Building water distribution systems are generally equipped with sensors, 

controllers, meters, and equipment from different manufacturers. There are no 

such standards for installing sensor/meter exists, which makes much more 

difficult to develop generalized FDD methodologies for building water 

distribution systems. 
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1.3 Research objectives 

There has been limited work to date specifically targeting the development of FDD 

methodologies for non-residential building water distribution systems. However, 

methodologies have been developed for other engineered systems that can be leveraged 

in the development of FDD methodologies to improve the reliability and efficiency of the 

building water distribution systems. The specific aims undertaken to address these 

research objectives are listed below. 

• Investigate the use of temporally sensitive unsupervised and supervised learning 

models (namely PCA and SVM), capable of identifying non-routine water uses 

and faults of different types such as equipment malfunctioning, high or low-level 

imperceptible process faults in addition to water leakage. These approaches have 

the potential to address the shortcomings in the literature associated with 

conventional methods, addressing industry needs.  

• Combine the proposed above FDD methodology with an outlier localization 

approach, which can robustly identify outliers within the water time series and 

considers the non-stationarity of water use as state of things rather than process 

disturbances.  

• Demonstrate the use of non-parametric false alarm moderation approaches which 

can detect true faults while maintaining a low false alarm probability to limit false 

detection. The addresses the high incidence of false alarms during FDD process. 

• Demonstrate the above using two case-study sites and investigate the costs and 

benefits associated with implementing these approaches into building water 

networks. 

• Develop an overall framework for the implementation of the above fault detection 

and false alarm moderation approaches into building water networks. 

1.4 Structure of dissertation 

The Thesis is organised into seven chapters and one appendix. Chapter 1 presents an 

introduction to research, an overview of some of the important challenges in existing 
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knowledge in this area, the research objectives, and the structure of dissertation are 

presented. 

Chapter 2 provides essential background information relating to water consumption by 

different sectors and by different building types with a focus on FDD and its role in 

sustaining water resource. Finally, Chapter 2 presents a detailed and focused discussion 

on the FDD approaches used in the literature for the performance monitoring of water 

distribution systems to improve the water efficiency. The shortcomings in the existing 

literature are presented and the way in which these shortcomings helped form the research 

questions themselves is discussed.  

Chapter 3 provides comprehensive discussion on the methodology development of 

FastDetect for non-residential water distribution systems which gives an overall 

understanding of the more sophisticated machine learning models used in this research. 

Chapter 4 of this thesis presents the FDD methodology developed (FastDetect) based on 

the machine learning models. The primary aim of this chapter is to assess the efficacy of 

the designed FDD methodology in detecting and diagnosing among different types of 

faults in a case-study building water systems. Subsequently, the FDD results are 

discussed in detail and the results are compared to known faults in the building and the 

results from a conventional FDD approach. This chapter has been published as a peer 

reviewed journal paper (see Chapter 1.5.1). 

Chapter 5 of this thesis presents the utilization of non-parametric false alarm moderation 

approaches to control the prevalence of false alarms during fault detection process. The 

work in this chapter is aimed at addressing the issue of false alarms usually resulted due 

to non-stationarity of water use in non-residential buildings. Again, this is done through 

utilising real case-study sites data. Subsequently, the false alarm moderation and FDD 

results are discussed, before being compared to a conventional monitoring system output. 

Chapter 6 of this thesis presents the discussion on the economic aspect of water-energy 

interaction linked with faults in non-residential water distribution systems and 

quantifying the energy use for pumping water. The first section of this chapter analyses 

the energy and economic impact of water use in the case-study 1. The later section utilizes 

the analysis and develop a cost-benefit analysis to assess the cost and benefits associated 

with the implementation of the FastDetect in industrial settings.  
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Chapter 7 of this thesis presents the discussion on the potential benefits from application 

of the FastDetect in the water industry with a focus on applying the FastDetect at a 

national level in an Irish setting.  

Chapter 8 concludes the thesis by outlining how the work presented in this thesis has 

addressed the research questions. In addition, recommendations, and some promising 

future directions for research are presented.  

1.5 Contributions to knowledge 

1.5.1 Invention disclosure  

Designed performance monitoring methodology build on data-analytics and machine 

learning approaches for non-residential water distribution systems (FastDetect) – 

Invention Disclosure Form # Tech-2020-014.  

1.5.2 Journals 

Hashim, H., Clifford, E., Paraic R., 2021. False alarm moderation for performance 

monitoring in industrial water distribution systems. Journal of Advanced Engineering 

Informatics (under review). 

Hashim, H., Paraic R., Clifford, E., 2020. A statistically based fault detection and 

diagnosis approach for non-residential water distribution system. Journal of Advanced 

Engineering Informatics (https://doi.org/10.1016/j.aei.2020.101187). 

Nair, S., Hashim, H., Hannon, L., Clifford, E. 2018. End use level water and energy 

interactions: A large non-residential building case study. Journal of Water 

(https://doi.org/10.3390/w10060810). 

1.5.3 Conferences 

Hashim, H., Paraic R., Clifford, E., Principal component analysis-based fault detection 

and isolation for building water distribution system: A case-study. Civil Engineering 

Research in Ireland, Cork, Ireland, 27-28 August 2020. 

https://doi.org/10.1016/j.aei.2020.101187
https://doi.org/10.3390/w10060810
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Hashim, H., Paraic R., Clifford, E., An event-triggered fault detection for non-residential 

water distribution system: A case-study. ENVIRON 2020 conference, Dublin, Ireland 20 

October 2020. 

Hashim, H., Paraic R., Clifford, E., An event-based fault detection and isolation approach 

for non-residential water distribution system: A case-study. 9th International Young 

Water Professionals Conference, Toronto, Canada 23-27 June 2019. 

Hashim, H., Paraic R., Clifford, E., An event-triggered fault detection for non-residential 

water distribution system: A case-study. ENVIRON 2019 conference, Carlow, Ireland 

15-17 April 2019. 

Nair, S., Hashim, H., Mulligan, S., Ryan, P., Keane, M., Clifford, E., Hannon, L., 

Quantifying energy losses associated with faults in building water networks using a novel 

fault detection, diagnosis, and optimization approach. 12th SDEWES Conference, 

Dubrovnik, Croatia 4-8 October 2017. 

1.5.4 Industry article 

Fault detection and diagnosis in building water systems: Overview of challenges and the 

application of supervised and unsupervised learning models for two case-study buildings, 

2021 

(https://issuu.com/patlehane/docs/building_services_engineering_may_june_2021_web

_fi).

https://issuu.com/patlehane/docs/building_services_engineering_may_june_2021_web_fi
https://issuu.com/patlehane/docs/building_services_engineering_may_june_2021_web_fi
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2 Literature Review 

2.1  Overview 

Water is essential for life and a fundamental resource for human development (Houngbo 

et al., 2018). Water is not only necessary for everyday human needs, but also for 

economic development, energy production, and for industrial and agricultural processes 

(UNESCO, 2015) and is conveyed through municipal water supply network to end users 

(Figure 2.1). It is well known in the municipal sector that water losses through leakage 

is a substantial barrier to sustainable water uses (European Commission, 2019). This has 

been the subject of significant research. However, much of this water is destined for non-

residential buildings which in themselves can be a significant source of inefficient water 

use (Patabendige et al., 2018). Water distribution systems (and end uses) within this 

sector have received significantly less attention (Mannan and Al-Ghamdi, 2020).   

 

Figure 2.1: Municipal water supply network. 

There are numerous factors that can lead to water losses or ineffiicient water use in water 

distribution systems such as metering errors, inadequate maintenance practices, leakage, 

end-user behaviour, high pressures, etc. Since water losses are inevitable, various tools 

and methods have been developed and implemented for reducing this in water 

distribution systems with a particular focus on municipal water supply networks and 

domestic water uses. However,  perhaps due to their complexity, non-residential water 

distribution systems such as large-scale buildings or industrial facilities have received 

limited attention (Prabuchandran et al., 2019; Mannan and Ghamdi, 2020). Thus, the 

development of a sustainable and robust performance monitoring methodology for non-
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residential water distribution systems is required to tackle the issues linked to water losses 

(faults), and to ensure the optimal operation of the non-residential water distribution 

systems. This is a necessary step towards maintaining and improving water resource 

management in non-residential buildings.  

This chapter outlines the present state of non-residential building water distribution 

systems performance monitoring strategies and how this research aims to contribute to 

its development. To establish context for this research, the initial sections discuss 

challenges with water resources globally and in Europe and the extent to which water is 

used by sectors and by different buildings in Europe with a emphasizes on fault detection 

and diagnosis (FDD) in sustaining water resource. The topic of FDD is introduced and 

the FDD approaches used at a municipal and building level water systems reviewed and 

provide a background for the gaps in existing literature and practice. Later sections then 

provide discussion on the FDD methods utilized in context of performance monitoring of 

building water distribution systems. 

2.2 Water use by sectors globally and in Europe 

Water use has increased globally by an annual rate of about 1% since the 1980s 

(Houngbo, 2019). By 2050, global water demand is projected to rise by 55% compared 

to 2000, primarily due to growing demand from energy generation, industrial processes, 

and domestic water uses (UNESCO, 2015).  Indeed, the agricultural sector through 

irrigation, livestock husbandry, and aquaculture is considered to be the largest water 

consumer, accounting for about 69% of annual water abstraction (Figure 2.2). The non-

residential sector is considered to be one of the major water consumers worldwide 

ranking only second to the agricultural sector (Seiler et al., 2019; WWAP, 2018). The 

non-residential sector including manufacturing, energy generation, etc. accounts for 

about 19% and domestic for around 12% - Figure 2.2 (Houngbo, 2019; UNESCO, 2015). 

Managing the efficient use of water is an increasingly challenging, yet urgent task 

worldwide as inefficient water use can bring various adverse economic, and 

environmental impacts (Makaya and Hensel, 2015; Washali et al., 2020).  
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Figure 2.2: Global water abstraction per sector (Houngbo, 2019). 

Work to improve the efficiency of water abstraction and consumption generally focuses 

on two areas i.e., reducing the water use by end-users and improving the efficiency of 

infrastructure that supplies water including rapidly detecting and resolving faults that can 

appear within water distribution systems (UNESCO, 2015; European Commission, 

2019). Globally in water distribution systems, faults can lead to leakage within the 

network and are projected to account for up to 30% of the total water extracted (Gertler 

et al., 2010; Makaya & Hensel, 2015; Farley & Trow, 2003). In Europe it is estimated 

that 20% of water abstracted is wasted through leakage which could be reduced by 

improving the water efficiency by 10-30% through technological advancement 

(European Commission, 2019). Indeed, for water distribution systems leakage is 

considered to be the main source of water loss (European Commission, 2019; Gupta and 

Kulat, 2018).  

Water loss through leakage varies widely among European nations (Figure 2.3), ranging 

from 4% to nearly 44%, with an average value of 23% (EurEau, 2017). The Netherlands 

and Germany have the lowest leakage rates in Europe of between 5-7% (EurEau, 2017;  

European Commission, 2019). While Ireland’s leakage is one of the highest at 41% (Irish 

Water, 2019; EurEau, 2017). Improvements in leakage rates are not only a prerequisite 

for making water distribution systems sustainable but also an environmental necessity. 

Leakage poses a risk to public health and safety (e.g., leaking flow may damage the 

foundations of a building). In fact, it is not only a matter of an efficient use of water 

resource but also of energy, since a water distribution system with reduced water loss 
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requires less pumping energy to serve end-users (Cavazzini et al., 2020; Ociepa et al., 

2019).  

 

Figure 2.3: Average leakage rates among European countries (Irish Water, 2019;  

European Commission, 2019; EurEau, 2017). 

2.2.1  Water uses by sectors in Europe 

In Europe, the non-residential sector consumes about 28% of total water withdrawn 

(European Commission, 2012) – this being part of the 55% withdrawn for industrial uses. 

More recently, it has been estimated that about 30% of water withdrawn is consumed by 

non-residential buildings in Europe (Mannan and Ghamdi, 2020). While the agricultural 

and domestic sectors represent 24% and 21% of the total abstracted water, respectively 

(Figure 2.4a).  
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Figure 2.4: (a) water abstraction per sector within Europe, and (b) water 

abstraction per sector within Ireland (European Commission, 2012; European 

Commission, 2013). 

However, the water abstraction of each sector varies greatly depending on the location 

and economic development of a country as does whether water is ultimately returned to 

a water body. For instance, in Ireland, the non-residential sector (including manufacturing 

processes, and energy generation) returns most of the abstracted water (74%) directly to 

a water body, while in the domestic and agricultural sector it is not the case. The domestic 

sector represents 16% and agricultural sector represents 10% of the total abstracted water, 

respectively - Figure 2.4b (European Commission, 2013). The increased water 

abstraction in non-residential sector could be due to manufacturing activities, as Ireland 

is home to 18 of the world’s top 25 medical device manufacturers and is considered as 

the second largest country for exporting medical devices in Europe (Irish Medtech 

Association, 2019). Strategies to manage water uses have been developed in many 

European countries, and have focused mainly on municipal water supply networks 

(Washali et al., 2020; European Commission, 2019). However, due to the increased 

pressure of urbanization and improved living standards, the amount of water use in all 

buildings is also projected to rise substantially but this has received considerably less 

attention (Ociepa et al., 2019; European Commission, 2019).  

2.2.2 Water uses by buildings in Europe 

In general, data and research has focused on the residential sector which is more uniform 

than the non-residential sector due to the array of different non-residential building types 
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(Figure 2.5) which are a function of consumer needs and production processes (EurEau, 

2017; Alsaydalani, 2017).  

 

Figure 2.5: Non-residential building types (BIS and Cranfield University, 2009). 

Water use in non-residential buildings can be categorized under various headings as 

summarised in Figure 2.6. For instance in an Irish context, toilet and urinals in office 

buildings consumes about 37% of their water use, while restaurants and cafés use about 

52% mostly in kitchen/dishwashing activities (Ireland Environment, 2016). This is 

somewhat in contrast to European wide reports which estimate that in non-residential 

buildings, toilets and urinals account for 70-95% of the total water use (European 

Commission, 2012; EPA, 2013). 
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Figure 2.6: Water usage in non-residential building (Mannan and Ghamdi, 2020; 

European Commission, 2013). 

There is limited data on the quantity of water which is lost in non-residential buildings 

due to leaks or other faults or simply inefficient operation (Ihasalo and Karjalainen, 

2014).  To the best of the author’s knowledge there are no widespread statistics available 

in the literature regarding the prevalence or impact of inefficient water use specifically in 

non-residential water distribution systems. A small number of studies have respectively 

estimated that in non-residential buildings leaks account for up to 28% of total water use 

(Sydney Water, 2011) or that between 10-30% of water is lost through the building water 

distribution system which includes pipe network, plumbing fixtures, etc. (Aşchilean et 

al., 2017; EPA, 2013). It has also been reported that water loss in buildings is primarily 

linked to leakage within the building water distribution systems (Datta & Sarkar, 2016; 

Skworcow et al., 2013). However, even in systems without significant losses due to 

leakage, building water distribution systems particularly in developing countries continue 

to operate in an inefficient manner resulting in water and revenue losses (Mutikanga, 

2012).  This has resulted in a growing focus on optimising water (and associated energy) 

usage across all building types using building management system to detect problems 

(Sousa et al., 2019), particularly given the water scarcities impacting many countries 

today (Irish Water, 2017). Water is often an ignored resource in terms of research in the 

building sector; while there has been a significant body of research regarding embodied 
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and recurring energy use in buildings, limited attention has been drawn to water use in 

buildings particularly in case of non-residential buildings (Ociepa et al., 2019; Coelho et 

al., 2014) - indeed, there are on average 80% more studies on energy use in buildings 

than water use in buildings on Scopus for instance1.  

Furthermore, there have been a number of recent regulatory and policy interventions 

including BREEAM (Building Research Establishment Environmental Assessment 

Method), LEED (Leadership in Energy and Environmental Design) which are designed 

to ensure improved sustainability of water consumption in buildings. Sustainability 

criteria usually include different aspect of water efficiency and management such as 

water usage, water use reduction, monitoring leakage and inefficient water use, use of 

high-performance water-using fittings, and recycling or harvesting water, etc. (Al-

Qawasmi et al., 2019). This sustainability drive is resulting in a growing focus on 

optimising water (and associated energy) use across all building types by detecting and 

diagnosing faults at an early stage (Sousa et al., 2019). It is also important to note that 

data availability for non-residential building water distribution systems represents a 

significant and persistent challenge when compared to municipal water supply networks 

(Matos et al., 2020). In many such cases reliable and objective information about water 

use and network performance is poor, lacking or otherwise unavailable (Houngbo, 2019). 

This underlines the need of a robust performance monitoring methodology which is 

capable of operating under these practical data constraints (poor data quality, missing 

data, etc.) and assessing the effectiveness of a designed FDD methodology in identifying 

the faults of different nature in addition to leakage. Where possible data from non-

residential water distribution systems is used, however, much of the literature has focused 

on municipal water supply networks and given its relevance this has also been reviewed 

(Coelho e al., 2014; Mulligan et al., 2020; Cody and Narasimhan, 2020).  The application 

of fault detection approaches developed for municipal water supply networks may be 

limited within non-residential buildings as key faults not only involve leaks but also 

comprise system related faults such as equipment malfunctioning, operational errors, etc. 

or non-routine water uses caused by inefficient water usage and infrequent sudden 

changes in demand such as hosting a one-off event or increased production for a short 

 
1 Search term used (2016 - 2020): 

Fault detection and diagnosis in building water distribution systems 

Fault detection and diagnosis in water supply networks 

Performance monitoring of water distribution systems 
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period of time, etc. (Patabendige et al. 2018; Prabuchandran et al., 2019). While these 

can occur at a municipal level they may not be as prevalent when compared to the overall 

capacity of the system.  

2.2.3 Broad impacts of leakages in water distribution systems 

Water loss resulting from leakage and inefficient use has been considered as a serious 

issue since of the 1980’s. (Gupta and Kulat, 2018). Leakage issues in building water 

networks  can result from aging infrastructure and inadequate maintenance practices 

which in turn cause undesirable service disruptions and significant water losses 

(European Commission, 2012; Merzi and Özkan, 2015). Inefficient operational 

performance of the water distribution systems can result directly in leakages but also in 

poor infrastructure condition. This is the case when water distribution systems are not 

protected against pressure surges (unusual pump start-ups) which cause significant 

pressure fluctuations within a network and lead to network pipe degradation causing leaks 

and burst pipes (Arregui and Carlos, 2012). Water loss through leakage can cause damage 

to the building itself (e.g., if low-level leakage is not get detected and remains there for a 

period of time it can result in structural damage to a building foundations). Leakage not 

only cause added operating cost but also has negative social and ecological impact 

(European Commission, 2018). Currently available methods for detecting and identifying 

leaks in buildings are often not considered economical and require detailed information 

about the water use and network performance (Matos et al., 2020). Non-residential 

building water distribution systems are usually studied in either assessing water 

efficiency performance or providing financial assessment, limited attention has been 

given in detecting leaks in buildings. (Mannan and Ghamdi, 2020; Sousa e al., 2019; Kern 

et al., 2016;  Gois et al., 2015; Cook et al., 2014; Matos et al., 2013). This is in contrast 

to municipal water networks where considerable work in detecting and identifying leaks 

targeted at municipal water supply networks has been carried out (Cavazzini et al., 2020; 

Seyoum et al., 2017; Robles et al., 2016; Escofet et al., 2016; Makaya and Hensel, 2015; 

Moors et al., 2018; Abdulshaheed et al., 2017; Moser et al., 2015).  

In building water distribution systems, energy cost linked to pumping water represent a 

significant fraction of the overall operational cost of the system (Fletcher et al., 2018). A 

number of studies have explored the interaction between water and energy use in 

municipal water supply networks (Ercole et al., 2016; Siddiqi and Weck, 2013; 
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Skworcow et al., 2013; Colombo & Karney, 2005; Colombo & Karney, 2003). For 

example, Colombo & Karney, (2003) published an initial approach to analyse the impact 

of leaks on municipal water supply network performance (impact on design, cost, and 

performance). This study discussed the cost and trade-off of water and energy use 

associated with typical municipal water supply networks by highlighting the key elements 

(water demand, treatment, and pumping capacities), interactions, and life cycle 

assessment issues. At a laboratory scale, a single leaky pipe segment was considered to 

analyse the impact of leaks on energy and water consumption and the energy efficiency 

of a leaky pipe was studied with respect to leak location and size. A follow-on study by 

(Colombo & Karney, 2005) analysed various topological configurations of the domestic 

water network, and leak intensities by analysing the energy influence of leakage on 

pumping with and without storage and associated energy cost. In the study five distinct 

scenarios of different leakage levels were evaluated and it was concluded that the relative 

increase in energy cost was found to be greater than the cost incurred due to leakage when 

identical pressure requirements were considered.  

More recently a model-based study was performed by Ercole et al., (2016) to analyse 

municipal water supply network performance using resource input-output analysis. A 

water balancing approach (i.e., ensuring that water input is equal to the water output) was 

used to reduce the water losses through leakage and reduce energy use within the water 

supply network. Additionally, the associated environmental impact and the cost involved 

in optimising the water supply network management were also estimated. Siddiqi & 

Weck, (2013) proposed an analytical framework that can be utilized at the planning stages 

of new municipal developments to assess future building level water demand and 

associated energy use such as for heating water, recycling water and on-site pumping. 

The study focused on the water and energy uses in residential buildings and found that 

the energy intensity in the water end-use segment (WES) can be significant in households 

and buildings. It was estimated that for every unit reduction (in litre/person/day) of indoor 

residential water use up to 225 MWh could be saved annually. Specifically, the energy 

requirement for water heating dominates when compared to on-site booster pumping and 

grey-water recycling systems. However, it is still challenging to obtain comprehensive 

information on water and associated energy use in non-residential buildings, since it 

entails more detailed monitoring and measurements than what is often available (Kern et 

al., 2016; Bylka and Mroz, 2019). In non-residential buildings energy cost related to 
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water distribution systems can rise non-linearly with the faults (e.g., leakage) 

(Abdulshaheed et al., 2017). In this manner, improvements in performance monitoring of 

non-residential water distribution systems can result in substantial water-energy resource 

conservation.   

2.3 Leak detection in water distribution systems - state-of-the-art  

Faults in water distribution systems mainly arise due to leaks in transmission/distribution 

mains, leak/overflow in storage facilities or leak in service connections up to the point of 

meters at user-end (Bernieri et al., 2017; European Commission, 2019). Conventionally, 

water authorities conduct assessments and audits periodically at a municipal level to 

estimate leakage from water distribution systems. High level audits are supplemented by 

targeted leak detection and identification to validate the presence of leaks (Puust et al., 

2010).  

Several leak detection approaches have been formulated and studied to help identify leaks 

with research, almost exclusively, focusing at municipal water supply network level 

(Seyoum et al., 2017). A range of hardware-based and software-based leak detection 

approaches such as leak-noise correlation, acoustic sensing, water balancing, pressure 

management, etc. have been studied for these municipal systems, for both steady-state 

and transient-state water flow conditions - Figure 2.7 (Xing and Sela, 2019; Zhou et al., 

2019; Aghda et al., 2018; Robles et al., 2016; Escofet et al., 2016; Pérez et al., 2015; 

Makaya & Hensel, 2015). The hardware-based approaches are usually linked to physical 

aspect of leak detection (i.e., instruments used for leak detection), while software-based 

approaches rely on computing and data acquisition techniques (Stevenson, 2020). 

 

Figure 2.7: Leak detection approaches. 



 

39 

 

In a number of studies leak detection approaches were also categorised either as direct 

means of detecting leaks (hardware-based) and indirect means of detecting leaks 

(software-based) (Merzi and Özkan, 2015). Direct methods generally involve the use of 

commercially available leak detection tools (instruments or sensors) such as acoustic 

devices, leak noise correlation devices and ground penetrating radar imaging devices (Lai 

et al., 2018; Moser et al., 2015; Liu and Kleiner, 2013) - discussed further in Section 

2.4.1. These methods rely on the noise or vibration signals resulting from leakage within 

a network. Whereas indirect methods (which are the focus of this research) are based on 

the mathematical/software-based techniques. Software-based approaches can be divided 

into model-based approaches, signal-based approaches, and process history-based 

approaches. Model-based approaches are typically more straightforward, and use 

mathematical operations to detect fault from pressure measurements (Meseguer et al., 

2015; Soldevila et al., 2016) whereas signal-based approaches and process history-based 

approaches rely on various types of data  which depend on the method employed. These 

approaches then use mathematical and computational techniques used to extract the leak 

information from the measured data such as flowrate data, pressure data, etc. (Stevenson, 

2020).  

Two commonly used model based approaches include district metered area and water 

balancing, which can be categorized as steady-state approaches (Moser et al., 2015). 

District metered area (or “step testing”) is a conventional technique utilized by water 

authorities in detecting leaks in which the water network is subdivided into smaller 

sections and by systematically closing valves and the variation in water flow in each 

section can be analysed. Any inconsistent drop in water flow can be indicative of a leak 

in a water supply network (Boulos and Aboujaoude, 2011). The principal of water 

balancing is to audit the water supply network to force equality between the water input 

to the water distribution system and end uses (Moseret al., 2015). Whereas transient-state 

approaches generally refer to those in which pressure measurements from the water 

network are used to measure pressure fluctuations. These techniques such as inverse 

transient analysis, pressure residual vector method, etc. use measured transient signals to 

detect leaks within a water supply network (Makaya and Hensel, 2015).  

Each leak detection approach has a certain degree of performance efficiency depending 

on the condition of the water distribution system and limitations of the approaches itself. 
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Recent studies have focused on addressing on leveraging the above techniques to locate 

potential leak-causing faults and thus improve the structural reliability of the water supply 

networks through preventative maintenance (Wong et al., 2018). 

2.3.1 Hardware-based approaches 

Due to the size and complexity of building water distribution systems it can be 

challenging to monitor their condition physically and can mean temporary interruptions 

to supply or require some level of on-site works. Hardware-based approaches usually 

employ non-intrusive or external devices including acoustic sensors, fiber optic sensors 

and ultrasonic flow meters which were some of the first types of methods developed for 

leak inspection in municipal water supply networks (Silva et al., 2011). External devices 

detect leaks within a water supply network by sensing specific properties such as acoustic 

signals, vibration signals, etc. from the pipeline outer surface based on different principles 

of operation (Cataldo et al., 2014). These devices can be permanently installed within a 

network or can be used temporarily when needed. Among various hardware-based 

approaches, the acoustic leak detection approach is the most used approach in the water 

sector at a municipal level (Perez et al., 2014; Wong et al., 2018). Acoustic leak detection 

devices capture changes in acoustic properties due to leaks in the pipeline which travel 

along the pipe wall or escape through the cracks. These devices generally perform 

reasonably well in detecting leaks in metal pipes but have limited capability of detecting 

leaks in plastic pipes (Silva et al., 2011). Although these approaches are considered the 

most accurate for leak detection, they are not suitable when it comes to large-scale non-

residential building water distribution systems due to being relatively high cost, labour-

intensive and time consuming. Furthermore, the use of hardware-based approaches can 

be time consuming and require skilled and experienced human resources to operate, 

detect and identify leaks in the water supply network (Puig et al., 2017; Cody and 

Narasimhan, 2020). Moreover, faults which give rise to small leaks or inefficient water 

use such as low-level continuous flows in complex non-residential water distribution 

systems can remain undetected by using conventional hardware-based approaches 

(Tidriri et al. 2016). 
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2.3.2 Software-based approaches 

The presence of a leak within a water supply network can be assessed by employing 

steady-state approaches such as district metered area and water balancing which analyse 

the input flow data and end-user meter readings during low flow periods (typically night 

time) (Boulos and Aboujaoude, 2011). Software-based approaches have been suggested 

as a promising platform in this respect towards providing a near-complete solution for 

fault management of water distribution systems. A number of software-based approaches 

have been developed and studied at a municipal level for leak detection. However, these 

approaches are still not widely used in water sector as they are enormously data intensive 

and require  sensors/meters to be installed in the water distribution system in order to 

compile adequate information from the water distribution system (Makaya and Hensel, 

2015; Wu et al., 2016).  

A case-study performed by (Ruzza et al., 2014) leveraged a data assimilation technique 

(Kalman filter) combined with  a hydraulic model. A Kalman filter was used along with 

known end-user demand to calibrate a hydraulic model and to perform leak detection 

within a municipal water supply network. The hydraulic model combined with a Kalman 

filter was shown to be effective in monitoring and identifying leak locations and could 

be used for the calibration of the water supply network when considering pipe roughness 

and flow rate distribution. The operational performance of a municipal water supply 

network was evaluated by (Muranho et al., 2014) based on performance indicators (i.e., 

state variable slack, service pressure above required pressure and constraint violation) to 

identify problematic regions in a water supply network  and assist in mapping out the 

burst pipes. These performance indicators were coupled with a pressure-driven hydraulic 

model. The integrated model showed usefulness in identifying model elements such as 

inadequately functioning pipelines and in detecting burst pipe events within the water 

supply network. Similarly, Günther et al., (2014) conducted a comparative analysis of 

leak detection approaches based on a laboratory scale water supply network. The aim of 

the analysis was to develop and evaluate new approaches to hydraulic modelling of water 

supply networks and to validate a proposed algorithm for leak detection. Leakage in a 

single pipe section was analysed by measuring pressure within the pipe. During 

experiments measurement and demand uncertainties were considered to improve leak 

detection and localization within a water supply network. 
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Model-based approaches are usually preferred when detailed information from the 

physical water distribution system is readily available to develop a hydraulic model but 

day to day operational data may be less available. These approaches have relied on 

hydraulic modelling techniques such as transient analysis, pressure residual vector 

method, etc. which have been validated using modelled or synthetic data. These 

approaches have focused on comparisons of measurements with predictions obtained 

from hydraulic models (Moors et al., 2018; Abdulshaheed et al., 2017; Alsaydalani, 2017; 

Soldevila et al., 2017; Perfido et al., 2016; Moser et al., 2015; Sedki & Ouazar, 2012; 

Mashford et al., 2012; Salam et al., 2015). Creating such models is often difficult and 

expensive due to the presence of non-stationarity and uncertainties in complex non-

residential water distribution systems.  

Where process history data for the water distribution system is accessible but available 

resources and/or the system complexities make it difficult to model, process history-

based approaches are considered more appropriate to perform leak detection (Stevenson, 

2020; Yipeng Wu & Shuming Liu, 2017). In the subsequent section, a brief overview of 

the fault detection and diagnosis (FDD) is presented. Following that software-based 

approaches (model-based, signal-based and process history-based) are reviewed (Section 

2.5.2) in context of FDD in building water distribution systems.    

2.4 Fault detection and diagnosis 

FDD can be applied in various systems where faults can compromise system operation 

and/or efficiency (Frank et al., 2019). In engineering systems this can vary from small 

and simple to large-scale and complex systems and technological advancements have 

resulted in increasingly complex and interrelated systems. Therefore systems can suffer 

from wide variety of potential faults which can cause sub-optimal operation and result in 

performance deficiency, unnecessary downtime and whole-system malfunction (Zare, 

2018).  This increasing complexity of industrial systems such as non-residential water 

distribution systems and their related performance requirements. It is therefore critical to 

detect faults in their early stage and to diagnose their underlying cause, severity, and 

consequences (Lazarova et al., 2016). This need has driven the development of robust 

FDD methodologies to supervise systems. In this context, supervision involves 

performance monitoring tasks that aim to govern a system’s operational state in real-time 

or almost real-time. Various FDD methodologies have been developed for various 
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applications that depend on a system’s nature and operational/maintenance requirements 

(Bakdi and Kouadri, 2017; Chambers, 2017). 

In relation to municipal water supply networks FDD research is relatively well developed 

in the municipal water sector as comprehensively summarised in a recent review (Cody 

and Narasimhan, 2020). It is recognized that the non-residential building sector lags 

behind other industries where FDD is crucial such as nuclear power plants, manufacturing 

industries, etc. (Houngbo, 2019; UNESCO, 2015). Though a considerable amount of 

research has been carried out on energy use in buildings (and associated FDD 

methodologies), the implementation of FDD for non-residential water distribution 

systems is still sparse (Geng et al., 2019; Benndorf et al., 2018). Indeed, in a recent review 

aforementioned review (Cody, 2020), it is notable that there were no studies which 

focused on non-residential buildings. In the following discussion, FDD research in the 

water sector is discussed with a particular focus on statistical analysis and machine 

learning approaches. The quantitative performance evaluation of these approaches and 

their applicability to FDD in non-residential water distribution systems are studied. 

2.4.1 Overview of fault detection and diagnosis approaches 

FDD can be divided into two distinct but complementary steps (Tidriri et al., 2016). 

• Detection - identify the presence of fault or non-routine water uses in the system. 

This step involves fault detection and isolation phases, while reducing the 

prevalence of false alarms. 

• Diagnosis - determine the root cause of the detected fault. This step involves the 

classification phase which enable characterization of the fault type. 

In FDD literature, a system is defined as faulty when at least one of its characteristic 

feature or parameters deviates from its routine operating condition (Nowicki et al., 2012). 

During routine operation, all features (measurable characteristics) and parameters of the 

system operate in a tolerable range. From a data processing perspective, FDD based on 

software-based approaches (similarly to leak detection approaches)  can be classified into 

three distinct broader categories: (1) signal-based, (2) model-based, and (3) process 

history-based approaches (Dai and Gao, 2013). These approaches are summarised in 

Figure 2.8 and Table 2.1. 
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Figure 2.8: Outline of fault detection and diagnosis categories (Dai and Gao, 2013).  

Table 2.1: Brief overview of fault detection and diagnosis categories (Chambers, 

2017; Dai & Gao, 2013; Tidriri et al., 2016).  

Model-based • Requires a-priori known models. 

• Model-based approaches typically leverage mathematical functional 

correlations based on a fundamental understanding of the system.  

• These models use mathematical equations as the knowledge 

representation schemes to predict the output of the healthy system.  

• These models can be time intensive and computationally expensive 

to develop.  

• Algorithms within model-based approach continually monitor actual 

system behaviour with respect to the system model for inconsistency 

to detect and diagnose a fault.  

Signal-based • Signal-based approaches based on the analysis of the output signal 

and the knowledge of the system. 

• They do not involve an explicit input-output model. 
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• In a faulty condition, generated residuals fluctuate from those of 

healthy system.  

• Typically, these approaches analyse signals either in time-domain or 

frequency-domain. However, some methods utilise both time and 

frequency domains. 

Process 

history-based 

• Require sizable amount of historic data and can learn from empirical 

data to extract the underlying knowledge that represents the 

information redundancy among the system’s variable (correlation 

between the measurable characteristics - statistical features).  

• This approach is employed on systems which are too complex to have 

an implicit/explicit system model. 

• The performance of the system can be observed in real-time or almost 

real-time and compared with the knowledge obtained from the 

historical data to detect possible faults and conduct fault diagnosis.  

• This approach can be sub-divided into a qualitative method that rely 

on expert system which compare real-time data to a set of rules, which 

are typically derived from the knowledge of an expert human 

operator. Quantitative methods typically leverage pattern recognition 

for diagnosis and include statistical methods such as principal 

component analysis, support vector machine and neural networks. 

2.4.2 Fault detection and diagnosis approaches in water distribution systems 

In many sectors, FDD systems have been developed to optimise system operation and to 

detect and diagnose system abnormalities. Examples include heating ventilation and air 

conditioning (HVAC) systems, water and wastewater treatment processes, automotive 

industries, chemical and petrochemical processes, wind farms and some manufacturing 

facilities (Hu et al., 2019; Xu et al., 2017; Zhang et al., 2017; Naderi & Khorasani, 2016; 

Zhou et al., 2015; Yu et al., 2014; Bruton et al., 2014; Zhang et al., 2017). For example, 

the analysis of energy consumption in buildings as a key driver of FDD has been 

extensively studied (Hu et al., 2019; Gunay et al., 2019; Agostino et al., 2017; Balaras et 
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al., 2017; Danacova et al., 2016; Stavset & Kauko, 2015). As previously mentioned, due 

to the lack of awareness and complexity of water distribution systems, the 

implementation of FDD has received more limited attention (Stetco et al., 2019; Geng et 

al., 2018). This is particularly the case for non-residential buildings (Adeyeye, 2014; 

Cosgrove et al., 2015) where it is acknowledged significant challenges remain in 

developing FDD systems for building water distribution systems (Liu et al., 2016; 

Nezhad et al., 2014). FDD studies in the water sector have focused mainly on leak 

detection at a municipal water supply network level (Seyoum et al., 2017). Against this 

backdrop FDD in water distribution systems is, relative to FDD in other engineering 

systems, an emerging topic in the water sector and certainly in relation to building water 

networks. 

FDD generally depends on sensor input or derived measures of performance. In non-

residential building water distribution systems "sensors" typically include process 

monitoring instrumentation for flow, water level in tanks, pipe pressure, temperature of 

the distribution/purification equipment and energy use of the equipment (Stanley, 

2010).. However in non-residential building water distribution systems sensor failures 

are considered the most common equipment fault (Sharma et al., 2010). Thus, 

differentiating between faults associated with sensors and process faults is challenging in 

non-residential water distribution systems. The inherent system complexity and the 

increasing size of non-residential water distribution systems complicate the nature of 

faults, with faults occurring at different levels such as low-level leakage faults, excess 

usage faults, etc. and impacting the system with unique degree of severity (i.e., making 

it difficult to distinguish between routine and non-routine water uses, etc.) (Liu et al., 

2015).  

Basic fault detection systems comprise alarms which are triggered when relatively high 

levels of water is consumed (Mulligan et al., 2020; Clifford et al., 2018; Quevedo et al., 

2014; Perfido et al., 2016) and provide high level statistics on water consumption. 

Typically, in such systems when water consumption exceeds a predefined threshold, an 

alarm is sent automatically (Clifford et al., 2018; Chambers et al., 2015; Perfido et al., 

2016). While the alarm may not be designed to detect excessive water consumption due 

to improper use (e.g., a tap left running) or other non-routine water uses, it can be adapted 

to do so. However, such systems are unable to identify complex patterns of water usage 
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such as distinguishing between actual faults or anomalous/inefficient water uses. 

Furthermore, basic fault detection systems are embedded with alarm notification features 

but still require assistance from experts with day-to-day operational insights to choose 

thresholds for faults (Mulligan et al., 2020; Perfido et al., 2016). More effective FDD 

approaches must be capable of detecting inevitable deviations in water time series (flow 

deviations due to inefficient water uses). As mentioned earlier, the prediction of faults 

for non-residential building water distribution systems is made more difficult by the non-

stationarity of water usage (e.g., water consumption can vary between seasons and 

depend on working hours, holiday periods, etc.) (Prabuchandran et al., 2019). 

Furthermore, FDD methods must be cognisant with the real data related issues such as 

outlier measurements and data with incomplete/missing information that cause difficulty 

in identifying complex pattern of non-routine water uses or faults in non-residential 

building water distribution systems.   

In terms of software-based approaches model-based approaches are not only capable of 

detecting and isolating faults in real time but can also detect faults associated with lower 

flow readings (leakage). Model-based approaches which primarily depend on a process 

model and the analytical relationships among the measured variables (statistical features), 

can be used to obtain information about probable anomalies that may cause faults in a 

system (Ahmad et al., 2018; Tardioli et al., 2015). Model-based approaches typically 

consist of three fundamental phases - (i) model building, (ii) model calibration and 

validation and (iii) leak detection and identification (Stevenson, 2020). Model-based 

approaches rely heavily on a mathematical model for simulating the real water 

distribution system and their performance depends on how precise the model is. They 

require an explicit input-output model of the real water distribution system (a complete 

physical representation of water distribution system) which can make it difficult to obtain 

complete and accurate mathematical process model in case of a large-scale complex 

infrastructure such as non-residential building water distribution systems.  

In contrast, signal-based and process history-based approaches do not require an explicit 

input-output model of the system. Signal-based methods mainly focus on analysis of 

output signals from the system with less attention to the input dynamics of the system. 

For instance, in non-residential building water distribution systems, signal-based FDD 

may not be effective and may degrade FDD performance in the events of non-routine 
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water uses resulting from inefficient water use or infrequent sudden variation in water 

demand (e.g., varying production demand in manufacturing facility for a short period of 

time or a conference event in institutional building, etc.) (Hashemi et al., 2016). As it 

would not be able to distinguish between actual faults and inefficient water use and 

incorrectly report inefficient water use as fault.  That makes signal-based approaches less 

effective in distinguishing between non-routine water uses and faults in non-residential 

building water distribution systems.  

Process history-based approaches are relatively recent in terms of their application to 

process monitoring and control, have received significant attention in recent years (Xu et 

al., 2017; Gharsellaoui et al., 2020; Thomas et al., 2018; Zhang et al., 2016; Ammiche 

and Kouadri, 2017). Process history-based approaches employ a ‘learn by example’ 

approach and leverage process history data (Mulligan et al., 2018). In the context of 

building water networks, they would not require comprehensive information regarding 

non-routine water uses and faulty events of the water distribution system. Process history-

based approaches are often enabled by statistical analysis-based models (unsupervised 

learning models) and machine learning-based models (supervised learning models) 

which acquire knowledge from empirical data to determine routine operating conditions 

and subsequently monitor system anomalies.  

These approaches can overcome the technical complexities associated with the model-

based approaches and signal-based approaches. In process history-based approaches 

historical process data is needed to extract and map correlations between faulty features 

and operational modes of the system (e.g., water usage baseline and diurnal patterns in 

building water distribution systems) (Venkatasubramanian et al., 2003; Ahmad et al., 

2018). In contrast,  model-based approaches are based on physical a-priori information 

of the system (first principles and expert experience) and may provide less fault detection 

accuracy and lack in modelling inherent complexities of the system (Zhao et al., 2019). 

Process history-based models can always have advantages such as relative ease of 

implementation and higher FDD accuracy than the model-based and signal-based 

approaches (Bakdi and Kouadri, 2017). Moreover, process history-based models are 

always sensitive to minor deviations in patterns of monitored data and are more capable 

of distinguishing between non-routine water uses and faulty events when compared to 
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model-based and signal-based approaches (Garcia-Alvarez, 2014). Process history-based 

approaches typically comprise the following phases (Figure 2.9).  

 

Figure 2.9: Process history-based modelling phases. 

The structural and operational complexity of non-residential building water distribution 

systems do not impact process history-based approaches applicability. In this era of 

exploratory data analysis, rational as well as promising conclusions can be drawn from 

the process history data. In this regard, several process history-based approaches rely on 

statistical analysis such as principal component analysis (PCA), principal component 

regression (PCR), partial least squares (PLS), canonical correlation analysis (CCA), 

canonical variate and subspace state space models have been proposed.  

2.4.3 Supervised learning models  

Supervised learning models involve leveraging known information to learn existing 

patterns or distribution in the data under the supervision of practitioners or professionals. 

In this category, models are trained to predict the output based on the available 

information (Mao et al., 2019). Supervised learning models (machine learning-based 

models) include support vector machines (SVM), artificial neural network (ANN), partial 

least square (PLS) and auto regression models. In recent times, the use of SVM learning 

has increased relative to other methods such as ANN when modelling the relationship 

between the input and the output in classification and regression problems in various 

engineering sectors (Xu et al., 2020; Kouziokas, 2020; Gautam et al., 2020; Cody, 2020; 
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Akil et al., 2019; Grueiro et al., 2018; Liu et al., 2019; Samer et al., 2018). This is due to 

SVM’s strong fault diagnosis ability in multi-class classification problems, high training 

efficiency, and its effectiveness when working with low-dimensional (small sample 

dataset) process data (Xu et al., 2017). In contrast, ANN represents a more challenging 

pattern learning problem with random sampling of datapoints arising when working with 

smaller datasets (Kouziokas, 2020; Gautam et al., 2020). Supervised learning models 

such as SVM usually require labelled data or involves manual labelling steps (results in 

higher labelling cost in terms of time resources) to develop a FDD model. In case of non-

residential water distribution systems, it is difficult to anticipate a-priori information 

about all the possible conditions in which the fault can occur. Examples of the application 

of supervised approaches in water distribution systems are discussed below. It should be 

noted that previous applications are limited to municipal water supply networks with 

none, to the best knowledge of the authors, focusing on non-residential buildings. 

Mashford et al., (2009) presented a supervised learning-based methodology for leak 

detection within a modelled water supply network using pressure sensor data. This study 

examined some of the key drawbacks of hardware-based approaches - in this case 

incorrect detection of multiple leaks and undetection of leak with larger size using 

acoustic leak detection techniques. SVM was used as a supervised learning approach. 

The SVM was trained by using pressure values at a number of nodes within a water 

supply network. Several leaks were virtually generated through hydraulic modelling by 

assigning distinct emitter coefficients (coefficients related to the magnitude of a virtual 

leak) at multiple nodes to train the SVM. The trained SVM was then tested on the data 

obtained from the hydraulic model with different virtual leaks and showed accuracy in 

predicting leak size within the water supply network. A similar study based on  a SVM 

combined with the optical fibre interferometer sensing approach (hardware-based 

approach)  was presented by Qu et al., (2010) to detect underground pipeline leaks. 

Vibration signals from a real 35 km municipal water supply pipeline were used to train a 

SVM and test it against vibration data with known leaks. The SVM performed well in 

detecting pipeline leaks with an accuracy of 95% and identifying the location of leaks to 

an accuracy of ±200 m.  Nasir et al., (2014) proposed an approach for leak detection and 

identification, and for estimating the magnitude of leaks in municipal water supply 

networks. In this study a hydraulic model was developed, and simulated data was 

obtained using pressure sensors installed at various intervals along a pipe network and 
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with different leak magnitudes. The modelled data was then used to train two supervised 

learning approaches (SVM and ANN). A comparison of both supervised learning 

approaches was developed with the results showing that the SVM functioned well but 

was found to be less sensitive than ANN in terms of performance and robustness in 

analysing both routine and faulty conditions. Similarly, Salam et al., (2015) carried out a 

comparative analysis of supervised learning approaches, in which SVM and extreme 

learning machine (ELM) methods were used to perform leak detection and predict the 

magnitude of leaks in a municipal water supply network. In this case the input-output 

data to the SVM and ELM methods were obtained through hydraulic modelling (i.e., real 

data was not used). The prediction accuracy for the leak magnitude and location of each 

method was analysed by the value of normalized root mean square error (NRMSE), the 

lower the NRMSE value, the higher the prediction accuracy. The results demonstrated 

improved prediction accuracy of SVM over ELM supervised learning approaches. 

Comparative analyses by Grueiro et al., (2018) of different machine learning approaches 

such as SVM, ANN, nearest neighbours, etc. was conducted to detect leaks in a modelled 

municipal water supply network. Training and testing data were generated via a hydraulic 

model by introducing leaks virtually (i.e., no real data was used). The study showed the 

robustness and improved performance of SVM when compared to other approaches in 

identifying municipal water supply network leaks in the presence of different uncertain 

conditions such as non-stationarity of water use, sensor noise, etc. A similar study by 

Akil et al., (2019) in which an analysis-decision making methodology was developed for 

an institutional building by monitoring statistical features derived from meter readings. 

Water, electricity, and gas consumption data for one year was used to train SVM 

developed to detect anomalies in water, electricity, and gas consumption. SVM showed 

good performance in identifying atypical behaviour such as increased electricity or 

increased water uses, etc. within the building, though the study did not analyse or develop 

FDD strategies.  

2.4.4 Unsupervised learning models  

Unsupervised learning models attempt to extract the underlying measurable 

characteristics (statistical features) or distribution in the data without any prior knowledge 

of the existing pattern in the data. These can play a vital role in discriminating between 

routine, non-routine water uses, and faults in a system. Unsupervised learning models 
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(statistical analysis approaches) include principal component analysis (PCA), 

hierarchical clustering techniques (Dendrograms), non-hierarchical clustering techniques 

(K-means), etc. Unsupervised learning models have certain advantages in that they do 

not require a-prior information of the system being analysed (Mao et al., 2019).  

Unsupervised learning models such as PCA are a versatile and well-known technique for 

data analysis (Izem et al., 2018; Wei Li et al., 2018). It has been adopted in various 

disciplines such as in damage detection of civil engineering structures, data compression, 

face recognition, image analysis, visualization as well as in fault detection in 

petroleum/chemical industries (Laory et al., 2011; Saitta et al., 2005; Posenato et al., 

2008; Harrou et al., 2013; Abdi & Williams, 2010; Li et al., 2000). PCA is a vector space 

transformation predominately used to reduce data dimensionality by extracting 

correlation between variables in sets of independent variables that explain the trend of 

the process while optimising the variance of the original data in a reduced number of 

dimensions (Garcia-Alvarez, 2014; Laory et al., 2011; Villegas et al., 2010). A PCA 

model leverages process history data and extracts a linear combination of variables 

explaining the major trend of the process being analysed (Izem et al., 2018). Some 

examples of the PCA application in engineering systems given below provide insights 

into the wider applicability of PCA in diverse multivariate processes.  

Damage assessment of a piezoelectric sensor by means of the application of PCA and 

detection indices (T2 and Q-statistics) was studied by (Mujica et al., 2011), to detect and 

isolate structural damage using vibration signals. Known vibration signals were applied 

and their corresponding dynamical responses were analysed. A number of different 

damage conditions were experimentally analysed with an increased difficulty level (from 

low frequency to high frequency). A PCA model was built utilizing undamaged data as a 

reference base line. The results demonstrated the feasibility and potential of using PCA 

with detection indices (T2 and Q-statistics) in detecting and isolating piezoelectric sensor 

faults. Another study regarding FDD was performed by (Villegas et al., 2010) on two real 

plant water tanks based on PCA that works at different operating points. A PCA model 

was built considering normal operation data and tested under different faulty conditions 

such as tank outlet clogging, tank level sensor fault. The PCA model performed well in 

detecting variations across the operating point assuring PCA scheme robustness for 

system’s non-linearities. Ahmed et al., (2012) studied time domain vibration features for 
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detecting and diagnosing different fault types from a multistage reciprocating 

compressor. Several diagnostic features were extracted and a FDD method based on PCA 

was developed to detect various leakage faults in the system. The PCA model showed 

good agreement in detecting single and multiple faults in a reciprocating compressor. 

In a statistical FDD framework, the result statistics plays a central role in identifying 

potential variations in the process. Zhang et al., (2017) performed a study on detecting 

multiplicative and additive faults and was evaluated in terms of fault detection rate. A 

fault detection method based on PCA, and detection indices (T2 and Q-statistics) was 

developed to model process data and to detect faults (multiplicative and additive faults) 

in the system. Multiplicative faults are usually parametric faults resulted from 

malfunctioning of the internal factors such as excess usage or leakage within a network. 

Whereas additive faults are normally resultant of sensor faults or actuator related faults. 

The results demonstrated that T2-statistics performs better than Q-statistics in detecting 

multiplicative and additive faults as it contains explicit distribution information. While 

Q-statistics contained the approximate probability distribution. Similarly, a brief survey 

of PCA was conducted by (Zhang et al., 2016) for detecting multiplicative faults in 

multivariate statistical process monitoring. PCA detection indices (T2 and Q-statistics) 

and their extensions based on Wishart distribution and mutual information Kullback-

Leibler divergence were studied using numerical simulations to describe the 

measurement variance and covariance characteristics. Among different extensions 

studied, conventional PCA showed better performance in detecting multiplicative faults 

by reducing the measurement variance.  

In one of the first studies on the application of PCA to water distribution data, Gertler et 

al., (2010) leveraged PCA to develop a leak detection and isolation approach for water 

supply networks using pressure measurements. Fault-free system data was obtained 

through hydraulic modelling of a municipal water supply network. The developed model 

was tested by introducing leaks of known magnitude and location into a modelled water 

supply network. The PCA-based approach was found to be useful in detecting and 

isolating leaks and represent an alternative to other approaches such as district metered 

area approaches. A similar study by (Villegas et al., 2010) presented the application of 

the PCA for fault detection and isolation in a laboratory-scale water plant. In total, five 

PCA models were developed, one encompassing routine operating condition and four 
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with different faulty conditions (i.e., two faults related to each tank). Level sensor and 

outlet clogging faults were considered in this study. Fault detection and isolation was 

carried out by evaluating the detection indices results, for each faulty condition against 

the T2 and Q α-control limits calculated at a routine operating condition. Correct detection 

and isolation of different defined faults were obtained by using the PCA approach. 

Arregui and Carlos, (2012) proposed a methodology to prevent burst pipes by controlling 

inflow for a real municipal water supply network. The water supply network was divided 

into six independent regions using a district metering area technique. PCA with detection 

indices (T2-statistics) was used in this study. The T2 α-control limit was developed based 

on the real flow rate data. Evaluation of the developed PCA model was done by 

employing artificial fault scenarios (i.e., burst pipes or abnormal water flow). The PCA 

model showed effectiveness in detecting abnormal flow behaviour within 5% of the 

average flow with a probability of 30-95% depending on the hour of occurrence. Another 

study by (Quiñones et al., 2017) in which a demand model was developed for fault 

detection and isolation in a modelled municipal water supply network. PCA, independent 

component analysis (ICA), and support vector data description (SVDD) methods were 

used to develop separate fault detection and isolation models. Leaks of varying magnitude 

were simulated across each node of the hydraulic model to analyse the sensitivity of the 

fault detection and isolation model. The model based on components analysis (PCA and 

ICA) showed overall better performance than the SVDD based model in detecting leaks.  

At present, there are a small number of unsupervised learning model-based fault detection 

systems for water distribution systems that are commercially available, such as Outpost2 

and Greensense View3. These provide high level statistics on water uses and are designed 

to detect excessive water usage. Univariate systems are embedded with alarm notification 

features which trigger when water usage exceeds a predefined threshold, however they 

are unable to detect low-level imperceptible (low flow reading) faults such as tap left 

running, etc. and require assistance from experts to choose thresholds for faults.  

2.4.5 Summary of learning models  

It is evident from the published literature that there has been significant reseach into 

developing techniques to preserve the integrity of large-scale municipal water supply 

 
2 http://www.outpostcentral.com/. 
3 http://www.greensense.com.au/. 
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networks. Various forms of performance monitoring technologies have been developed, 

mostly using modelled data, to mitigate the effects of faults mainly leakage.  

Table 2.2 provides a comprehensive summary of relevant published studies on the 

various different approaches developed (i.e., hardware-based, software-based, supervised 

learning model-based and unsupervised learning model-based) for performance 

monitoring of water distribution systems (leak detection mainly at a municipal level).  

Previous literature has generally focused on stationary systems (with stationary water use 

pattern) and often utilized modelled data (i.e., testing and validation has usually been 

performed using hydraulic models or laboratory-scale water supply networks). In some 

cases, studies at municipal level have suffered from lack of data. Limited research has 

been done related to the area of performance monitoring of non-residential building water 

distribution systems (Stevenson, 2020; Xing and Sela, 2019; Seyoum et al., 2017). 
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Table 2.2: Literature review. 

References Objective Key features and outcomes of study 

Hardware-based studies 

Wong et al., 

2018 

Monitoring of underground municipal water supply 

network subjected to hydraulic pressure transient 

excitation  

Optical fibre sensors were used to detect the structural damage 

and the presence of leakage.  

Findings showed promising potential for the pipeline health 

monitoring using transient excitation.  

Li et al., 2018 

Study on leak detection of a municipal water supply 

network subjected to failure of socket joint based on 

acoustic emission and pattern recognition 

Acoustic features of leak signals in socket and spigot pipe 

segments were analysed. 

The extracted features were used to establish an artificial neural 

network-based classifier for leak detection.  

Gao et al., 2017 
Monitoring of buried plastic municipal water supply 

network using acoustic signals 

Leak noise signals were analysed using a cross-correlation 

function.  

Manual interpretation of leak signals, potentially restrict the 

practical application of acoustic leak noise correlation function. 

Cataldo et al., 

2014 

Analysis of an underground water pipe leak detection 

methodology utilizing time domain reflectometry, ground 

penetrating radar and electrical resistivity tomography 

techniques 

Comparative analysis of alternative techniques was performed 

for their application in leak detection. 

Time domain reflectometry technique allowed detection of the 

position of the leak with a very low error. 

Mooney and 

Johnson, 2014 

Review of robotic devices for municipal water supply 

network in-pipe inspection 

Reviewed in-pipe robotic devices suitable for performance 

monitoring of pipes within water supply network. 

Liu et al. 2013 

Review of pipe inspection technologies for condition 

monitoring of underground municipal water supply 

network 

Smart pipes and intelligent robotic methods are discussed.  

Reviewed suitable performance monitoring methods for 

different pipe materials.  

Software-based studies 

Moser et al., 

2015 

Performance comparison of modelled water supply 

network reduction strategies for leak detection 

A model-based data interpretation methodology was developed 

by using five different reduction categories to detect leakage in 

a water supply network.  

Up to 20% computational time can be reduced by using 

modelled water supply network reduction strategies  
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Colombo et al., 

2009 

Review of leak detection techniques based on transient 

and frequency domain methods for a municipal water 

supply network 

All major transient-based and frequency domain-based 

techniques were reviewed. 

Related mathematical schemes for analysis were also discussed. 

Makaya and 

Hensel, 2015 

Water loss management strategies for developing 

countries 

Integrated water leakage management framework using artificial 

neural network and district metering area.  

Artificial water demand pattern was used to simulate leakage in 

a water distribution network. 

Artificial neural network can be used to forecast flow with up to 

99% confidence. 

The study concluded that 33% of water loss through leakage.  

Yamijala et 

al., 2009 

Analysis of pipe break data of a real municipal water 

supply network 

Comparative analysis of statistical regression models to estimate 

the reliability of pipes in water supply network.  

The goal was to predict the likelihood of pipe breaks and linked 

parameters for future. 

Statistical methods are not exclusively studied. 

Sanz et al., 

2016 

Development of leak detection and identification through 

demand components calibration for a real municipal 

water supply network 

Pearson correlation method was used to predict the probability 

of leak by analysing pressure values. 

Performance of the proposed methodology was validated against 

real water supply network using synthetic data. 

Leak through burst pipe only considered in the methodology. 

Perfido et al., 

2016 

Development of leak detection system for the 

improvement of a real non-residential water supply 

network management  

Real time water flow and pressure data were used to infer 

performance and operational faults in a water supply network. 

Two simulated leak scenarios were used to validate the model 

performance.  

The model showed good detection rates, low false positives, and 

good leak detection accuracies. 

Anjana et al., 

2015 

Study of particle filter-based leak detection technique for 

real municipal water supply network 

Several anomalies within a modelled pipe network were 

simulated. 

Proposed method used for user-end flow estimation in the water 

supply network. 

Anomaly detection studied for application on burst pipes only. 
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Sun et al., 

2015 

Development of leak detection approach for drinking real 

municipal water supply network using pressure 

residuals and classifiers 

Proposed integrated fault detection approach based on the 

pressure sensors and classifiers.  

Hydraulic model of the water supply network was used to 

generate data for validation against sensor values. 

Meseguer et 

al., 2015 

Study of model-based monitoring techniques for leak 

detection in real municipal water supply network 

Hydraulic simulation was performed at a district metered area 

level.  

Simulated leak situations were used to assess leak detection 

model performance. 

Pressure sensor value from real water supply network were used 

to validate the leak detection model. 

Ferrandez-

Gamot et al., 

2015 

Study of leak detection in real municipal water supply 

network using pressure residuals and classifiers 

Leak detection approach based on the hydraulic model, pressure 

sensors and classifier were proposed. 

Modelled water supply network was used to generate residuals 

(difference between the real measurements and their estimation 

using hydraulic model). 

Generated residuals were validated against real water supply 

network using classifiers to detect leak. 

Perez et al., 

2014 

Development of leak detection and isolation in real 

municipal drinking water supply network 

Model-based leakage detection and isolation methodology was 

proposed using real pressure measurements. 

Hydraulic simulation was performed at a district metered area 

level to characterize fault situations in a water supply network. 

Ruzza et al., 

2014 

Study of leak detection in a real municipal water supply 

network 

Data assimilation (Kalman filter) technique used for the 

calibration of the hydraulic model. 

Artificially created leaks was used and compared with water 

audit analysis. 

Muranho et 

al., 2014 

Technical performance evaluation of municipal water 

supply network based on hydraulic modelling 

The operational performance of a water supply network was 

evaluated based on technical performance indexes to identify 

problematic regions in the water supply network. 

Pressure driven approaches were used to calibrate the model. 

Günther et al., 

2014 

Analysis of leakage outflow in municipal water supply 

network 

A comparative analysis of leak detection based on a simple 

laboratory water supply network was performed to validate 

hydraulic modelling approaches and the performance accuracy 

of leak detection algorithm (differential evolution). 
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Sophocleous et 

al., 2017 

Study of two-stage calibration for detection of leakage 

hotspots in a real municipal water supply network 

A Genetic Algorithm was used to calibrate a hydraulic model 

and detect leak hotspots in a water supply network. 

Leaks were modelled using a hydraulic modelling tool.  

Ercole et al., 

2016 

Development of an integrated modelling approach to 

optimize the management of a municipal water 

distribution system 

To optimize water distribution system management pressure 

driven approaches were used for hydraulic simulation.   

Pumping energy analysis was performed based on pipe failures 

such as burst pipes, leakage, etc.      

Almandoz et 

al., 2005 

Analysis of leakage through virtual municipal water 

supply network 

Water balancing approach used to identify the non-revenue 

consumption in water supply network.  

Analytical approach used to estimate the leakage and demand 

within a network. 

Colombo and 

Karney, 2005 

Study of leakage impacts on energy consumption in 

municipal water supply network 

Leakage impacts on pumping energy costs was analysed.  

Hydraulic simulations were performed to determine different 

parameters (i.e., system pressures, storage tank levels, energy 

cost, power consumption and leakage volumes) within a water 

supply network.  

Colombo and 

Karney, 2003 

Study of pipe breaks and the role of leaks in municipal 

water supply network from an economic perspective 

Analytical approaches presented to sizing and locating leaks in 

a pipe in relation to the energy consumption and hydraulic 

transients. 

Pressure management and life cycle analysis used to improve the 

leak detection and system efficiency. 

Seyoum et al., 

2017 

Development of Shazam-like household water leakage 

detection method 

Acoustic sound signals produced by water activities were 

analysed to detect leakages within a household water supply 

network. 

Unsupervised learning-based studies 

Horrigan et 

al., 2018 

Development of statistical fault detection scheme utilizing 

commercial building energy performance data 
Development of proposed statistical-based performance 

prediction model utilizing univariate data time series. 

Actual fault scenarios were not studied to validate the fault 

detection method. 

Fault detection methodology developed based on PCA and 

detection indices (T2 and Q-statistics).  

Li et al., 2018 
Development of sensor fault detection in a nuclear power 

plant using PCA method 

Zhang et al., 

2017 

Assessment of T2 and Q-statistics for detecting additive 

and multiplicative faults in multivariate statistical process 

monitoring 
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Ahmed et al., 

2012 

Development of fault detection and diagnosis approach 

based on PCA using vibration data from reciprocating 

compressor 

The efficiency of PCA in detecting additive and multiplicative 

faults was studied in the context of fault detection rates.  

It was found T2-statistics performs better than Q-statistics in 

detecting additive and multiplicative faults.   

Several diagnostic features were extracted and analysed by PCA 

to detect leakage faults in the system. 

The PCA model showed good accuracy in providing detected 

fault information.  

PCA model of the fault-free system is obtained from simulated 

data and tested against simulated faults.  

PCA methodology developed to identify changes across 

operating point, assuring model robustness for system’s non-

linearities. 

Arregui and 

Carlos, 2012 

Development of burst detection for municipal water 

supply network using PCA 

Gertler et al., 

2010 

Development of PCA-based approach for the detection 

and isolation of leaks in municipal water supply 

network 

Villegas et al., 

2010 

Study of PCA for fault detection and diagnosis, experience 

with a pilot plant (two-tanks system) 

Eliades and 

Polycarpou, 

2012 

Leakage fault detection in district metered areas of water 

supply network 

Periodic water usage and leakage dynamics were estimated 

using Fourier series.  

Simulated leak scenarios were used and compared with the real 

data measured in district metered areas. 

Proposed methodology demonstrated ability to detect leak with 

smaller magnitude. 

Jung et al., 

2015 

Study of burst detection based on statistical process 

control methods for a real municipal water supply 

network 

Comparative analysis of six univariate and multivariate 

statistical process control methods. 

Synthetic flow and pressure data were used for the model 

calibration.  

Results indicate that system pressure are more sensitive to 

disturbances and provide higher detectability than flow meters.  

Wu et al., 2016 
Development of burst pipe detection methodology for a 

real municipal water supply network 

Water supply network was divided into regions by using district 

metered area technique. 

Clustering algorithm was used to detect burst pipe and to cope 

with non-stationarity of water usage data. 

Artificial burst conditions (flushing with short duration) were 

implemented to evaluate the effectiveness of proposed approach.  
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Grueiro et al., 

2018 

Development of PCA-based leak detection and 

identification approach for a real municipal water supply 

network 

The study used measured data from a district metering area 

under normal operating conditions. 

Results showed good accuracy of detecting leak with a 

magnitude of 2.5% of the total water demand with an average 

detection rate of 72%. 

Supervised learning-based studies 

Escofet et al., 

2016 

Study of model vs. process history-based fault diagnosis 

approaches for a real municipal water supply network 
SVM based methodology developed for detecting leakage and 

to diagnose anomalies in a system.  

Use of simulated data rather than measured data. 

Support vector machines shows superiority over artificial neural 

network in terms of performance, robustness in both normal and 

noisy conditions. 

SVM exhibit insensitiveness in detecting leaks in a noisy 

environment as compared to artificial neural network.  

Measurement/modelling uncertainties were not studied.  

Signal decomposition techniques along with support vector 

machines to extract features for classification.  

Classification accuracies of discrete wavelet at different levels 

were calculated and compared. 

 

Silva et al., 

2011 

Development of computer aided leak location and sizing 

approach for real municipal water supply network using 

SVM and neural networks 

Muralidharan 

et al., 2014 

Analysis of SVM-based fault diagnosis for monoblock 

centrifugal pump  

Nasir et al., 

2014 

Analysis of measurement error sensitivity for detecting 

and locating leaks in modelled municipal water supply 

network using ANN and SVM 

Saberi et al., 

2011 

Study on performance comparison and robustness of SVM 

and ANN for fault diagnosis in a centrifugal pump 

Qu et al., 2010 
Analysis of SVM-based underground pipeline leakage 

detection and pre-warning system 

Mashford et 

al., 2009 

Development of leak detection approach based on support 

vector machine for municipal water supply network 

using monitored pressure values by  

Patabendige et 

al., 2018 

Development of detection and interpretation of anomalous 

water use for non-residential customers 
Nearest neighbour machine learning approach was used to detect 

anomaly in water usage from smart water readings. 

Validated against non-residential site water use data.  

Single leak scenario was considered under different leak size and 

complexity. 

Soldevila et al., 

2016 

Development of leak detection and identification method 

for real municipal water supply network using a mixed 

model-based/process history-based approach 
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Cody, 2020; 

Grueiro et al., 

2018 

Study on performance comparison and robustness of 

different classifiers for detecting leaks in water supply 

network 

SVM, ANN, nearest neighbours, and Bayes classifier were used.  

Use of simulated data rather than measured data. 

SVM shows superiority over other classifiers in terms of 

performance, robustness in in the presence of different uncertain 

conditions such as non-stationarity of water use, sensor noise, 

etc.   

Samer et al., 

2018 

Development of SVM-based leak detection model using 

accelerometers for pressurized municipal water supply 

network 

Use of experimental data at laboratory scale setup. 

Experiments were conducted using one inch and two-inch 

pipelines of material ductile iron and polyvinyl chloride (PVC). 

SVM performed with an accuracy of 98% in identifying leaks. 

Mounce and 

Machell, 2006 

Analysis of ANN-based burst detection using hydraulic 

data for real municipal water distribution systems 

Two ANNs (static and time delay) were developed to learn 

patterns of leak/burst. 

Both networks tested against data recorded from a real water 

distribution system were effective in classifying leak/burst 

events. 

The method requires sufficient leak/burst exemplars (training 

data points) to train the network. 

Akil et al., 

2019 

Monitoring of SVM-based of an institutional building 

using gas, electricity, and water use data 

Use of measured water, electricity, and gas usage data.  

SVM shows effectiveness in identifying atypical behaviour in an 

institutional building such as water leak, increased electricity 

use, etc.  

Gautam et al., 

2020 

Study of SVM-based monitoring and forecasting for leak 

detection in household water storage 

Use of measured water usage data.  

Comparison of actual value and predicted value to identify leaks. 
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Table 2.2 summarises the efficacy and applicability of the unsupervised learning model 

(PCA) and the supervised learning model (SVM) in various engineering domains 

(municipal water supply networks, nuclear power plants, rotary machines, etc.). A key 

challenge with the use of PCA is the presence of noise in the data. Principal components 

are often attracted towards outlying data points and may not be able to capture the realistic 

behaviour of routine variation in a non-residential water distribution system, resulting in 

unreliable fault detection. This can be improved by using robust approaches that can deal 

with biased uncertainties and non-stationarity of water use which are typical in non-

residential building water distribution systems. The major drawback of using SVM is that 

the trained classifier will only be able to deal with fault alarms that have been experienced 

by the non-residential building water distribution system previously. In practical 

applications, the available data can be limited to a subset of the potential fault alarms that 

the system has experienced. However, this could be improved by utilizing knowledge of 

experienced faults or anomalous situations to update the FDD model and provide a more 

reliable performance monitoring system. As the number of faults or anomalous situations 

in the FDD model database increases, the system becomes more valuable and reliable.   

Previous studies have tended to describe one FDD method at a time (either PCA or SVM) 

often formulated as an optimization task. For instance, PCA has been used to compress 

data or to identify the anomalies using detection indices (T2 or Q-statistics), whereas the 

goal of using SVM was to minimise the difference between the measurements taken on 

the system and predicted values from physics-based models (Grueiro et al., 2018; Escofet 

et al., 2016; Nasir et al., 2014). A significant challenge impacting the performance of 

these approaches is the time varying characteristics of real time processes such as change 

in mean, variance over time, process noise, etc. which can be a particular characteristic 

of water consumption in non-residential buildings. 

It can also be noted from Table 2.2 that a significant gap exists in published literature 

relating to FDD methods that utilize real case-study data. Existing studies in the literature 

tend to focus on the use of generated or experimental data sets (Cody & Narasimhan, 

2020; Grueiro et al., 2018; Moser et al., 2015; Villegas et al., 2010). The use of idealised 

data means the effect of random variations and outliers which undoubtedly occur in 

industry are not taken into account in the assessment of proposed methodologies. This 
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can lead to an over-estimation of the effectiveness of proposed approaches if applied to 

real case-studies.  

The authors did not find any studies which applied PCA and SVM methods to building 

water networks (or indeed industry facilities). The use of more advanced statistical 

techniques such as PCA in conjunction with SVM has not been widely explored in water 

sector. Given that building water distribution systems can often exhibit non-stationarity 

(change in statistical properties over time), the combination of PCA and SVM techniques 

has potential to offer robust applications in water distribution system in non-residential 

buildings. 

The findings underpin the objectives for this PhD and provide a focus for the remainder 

of the literature review. It is evident that if water resource management is to be improved 

within the built environment, then the performance monitoring methodologies which can 

detect and diagnose faults in building water distribution systems need to be developed. 

The following section reviews the area of statistical process control techniques and how 

it can be applied to building water distribution systems to design FDD methodology 

which will counteract the deficiencies outlined hitherto. 

2.5 Statistical process control 

2.5.1 Overview 

Application of the statistical methods to control and monitor process is commonly known 

as statistical process control (Yan, 2015). Statistical process control comprises the 

application of tools to increase the quality of a process by reducing its variability, thus 

making each process conform to a certain standard (Dong and Qin, 2018). Engineering 

process control problems such as large-scale non-residential water distribution systems 

are multivariate in nature since water distribution systems involve several statistical 

features (measurable characteristics). These statistical features may have collinearity that 

can be highly correlated. In practice, process data can often be recorded irregularly, may 

contain missing data points such as missing water use values caused by metering error or 

comprise some data that is corrupted by process and measurement noise such as 

equipment failure, operational error, etc. (Zhu et al., 2018).  
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Conventional statistical process control methods such as Shewhart chart, cumulative sum 

and exponentially weighted moving average have been widely used for monitoring 

processes based on univariate approaches that monitor and analyse a single variable at a 

time such as water use at a particular point in a water supply network (Jung et al., 2015). 

These conventional statistical process control methods do not function well when 

introduced to multivariable processes such as non-residential water distribution systems 

(Dhini and Surjandari, 2016). Other challenges associated with the application of 

classical statistical process control approaches to building water distribution systems 

include the considerable variation in water consumption levels in buildings, and the 

possible mismatches between the proposed statistical model and the process being 

monitored (Chen, 2010). In such cases multivariate statistical process control (MSPC) 

provides an alternative approach to conventional statistical process control and can 

overcome the limitation of univariate statistical process control methods (Yan, 2015). 

Most univariate statistical process control shortcomings can be addressed through the 

application of MSPC techniques which consider multiple variables of interest 

simultaneously and can extract behavioural information for each variable or characteristic 

relative to the others. MSPC research can thus add significant value in theoretical as well 

as in practical applications and is conducive to process FDD (Ragab et al., 2018; Damarla, 

2011). 

2.5.2 Challenges to multivariate statistical process control to non-residential water 

distribution systems 

MSPC was designed to monitor process variability and can offer several advantages to 

building water networks. A key advantage in the use of MSPC is its potential application 

in distinguishing between routine, non-routine water uses and fault events. Routine water 

uses are the events which are the deviations from the nominal pattern that usually present 

and are natural for the process to have. Non-routine water uses are the events which are 

not the results of faults but resulted from sudden and sporadic changes in water use due 

to specific events occurring in the building. On the other hand, fault events are the 

variations caused by some errors or malfunctioning in the building water distribution 

system which usually represents either equipment malfunctioning, metering error or 

operational errors. Though, MSPC poses some challenges in detecting critical faults at 

their early stage crucial to operational condition of the process such as low-level 
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imperceptible faults. These challenges need to be addressed in developing FDD 

methodologies for non-residential water distribution systems. 

•  Most MSPC methods were designed based on the assumption that data follows 

the normal distribution. The conditions in which non-residential water 

distribution systems operates are of varying nature such as diurnal, weekly, 

seasonal patterns, etc. often representing non-stationarity in water use and biased 

uncertainties (measurement errors, incomplete information) which tend to have a 

dominant effect on the process performance. These factors can cause 

complications and impede the ability of FDD model to distinguish between 

routine, non-routine water uses, and fault events. This can also drive false alarms 

(discussed in Section 2.6.3.) during FDD process due to the violation of model 

assumption (data normality) (Zhao et al., 2019). Therefore, these factors need to 

be considered as routine process variation rather than process disturbances to 

robustly detect and diagnose faults in non-residential water distribution systems.  

• Non-residential building water distribution systems may contain several 

measurable characteristics (statistical features) which are highly inter-dependant. 

That could produce collinearity in the dataset and result in modelling and 

interpretation errors. Thus, it is crucial to capture the main features that drives the 

building water distribution system operation.  

• In the presence of outliers within the data, MSPC methods may not be able to 

capture the realistic behaviour of routine variation in building water distribution 

systems. This can result in unreliable or false fault detection during the process. 

It is imperative that the FDD methodology is capable of considering process 

disturbances such as non-routine water uses which are typical in building water 

distribution system modelling challenges and is in practice seen as state of things. 

• The implementation of MSPC-based performance monitoring is complex and 

time-consuming. Several supervised learning models such as SVM for FDD have 

been proposed and have shown promising results in municipal water supply 

networks. The challenges linked to MSPC in predicting the hidden risk associated 

with faults can be overcome by integrating these supervised learning models. 

However, there are no studies yet that stated a specific supervised learning model 
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is suited or designed for any particular system (e.g., non-residential water 

distribution systems) (Dhini and Surjandari, 2016).  

• The derivation of control limits is more challenging and time-consuming when 

the data comprises a larger number of dimensions (increased number of statistical 

features) which increases the difficulty of theoretically estimating the distribution 

of data. The time required for deriving control limits could increase proportionally 

as the number of statistical features increases (dimensionality of data). Therefore, 

extraction of statistical features that could provide complete and useful 

information regarding a building water distribution system is critical and needs to 

be considered when developing a FDD model.  

2.5.3 Prevalence of false alarms during process monitoring 

Fault detection and diagnosis for water distribution system is made more difficult by the 

non-stationarity of water uses in non-residential buildings. This non-stationarity can lead 

a high prevalence of false alarms when conventional fault detection approaches are used 

which has led to a relatively low industry uptake of FDD systems. The prevalence of false 

alarms and the fault detection sensitivity and the prevalence of false alarms have not been 

thoroughly investigated in non-residential buildings (Touzani et al., 2019; Ihasalo and 

Karjalainen, 2014). A relatively high prevalence of false alarms will reduce confidence 

in any FDD system and cause unnecessary downtime and associated cost. Thus, can cause 

hesitation in building managers when responding to true faults (i.e., faults and non-

routine water usage events) during performance monitoring of non-residential water 

distribution systems. Setting up a balance between sensitivity in detecting faults and 

robustness in minimizing false alarms is a challenging task. There is a real risk of 

incorrect detection when faced with high levels of uncertainty, and the cost of failing to 

detect faults must be weighed against the cost of having to respond to a false alarm. 

Building managers may even turn-off or ignore the fault detection system if there are too 

many false alarms and may respond to faults based on existing knowledge or experience 

or only if the fault causes perceptible impacts. This may be exacerbated where the 

economic cost of water is relatively low and thus, for example, inefficient water use or 

leaks that don’t cause perceptible impacts may be ignored or not prioritised. Eventually 

this may lead to building managers ignoring alarms once their systems are operating 

(however inefficiently). It is difficult to specify the appropriate fault sensitivity, since the 
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conflicting economic cost of failing to detect a fault or having to deal with a false alarm 

is usually unknown (Dexter and Pakanen, 2017). This emphasises the need for false alarm 

moderation approaches to control false alarms and non-detection effectively, while 

retaining the capability of detecting and diagnosing faults in non-residential water 

distribution systems. 

A number of false alarm moderation methods that utilise machine learning-based 

classifiers such as ANN, SVM, decision trees, etc. have been applied in different 

engineering domains such as air handling units, ethylene cracking, medicinal informatics, 

etc. (Fernandes et al., 2020; Bruton et al., 2014; Kämpjärvi et al., 2008; Malsburg and 

Angele, 2017; Zhang et al., 2015; Wang et al., 2016; Hubballi and Suryanarayanan, 

2014). Although effective in some sectors, these methods usually require a considerable 

amount of training data with “false alarm” data points, resulting in higher computational 

and labelling cost (Zhao et al., 2019; Hubballi and Suryanarayanan, 2014). This may be 

impractical in non-residential water distribution systems, where data from known false 

alarm situations can be difficult to obtain due to the non-stationarity in water uses over 

time (e.g., variability in production activities over time). In contrast, statistical 

approaches like PCA have been shown to be effective in some sectors when dealing with 

false alarm issues where limited training data is available based on studies conducted in 

the context of health  monitoring systems and building energy systems (Xu et al., 2017; 

Zhao et al., 2019). However, the non-stationarity of water consumption in many non-

residential water distribution systems (or indeed in other large facilities such as large 

public buildings) can cause difficulties and impede the ability of PCA methods to 

distinguish between false alarms and true faults (Prabuchandran et al., 2019). Thus while 

the application of PCA as a FDD method for non-residential water systems can reduce 

false alarms when compared to more basic univariate methods, challenges relating to 

false alarms persist even with such improvements (Wei et al., 2017; Chen, 2010).  

These challenges and related false alarms can be due to a mismatch between the trained 

PCA model and the incoming data being tested (which in practice can be due to incorrect 

or inaccurate measurements) (Li et al., 2018; Chen, 2010). Borderline flow fluctuations 

which are close to the control limits in the developed PCA model to detect fault can also 

lead to false alarms or undetected faults (Wei et al., 2017). Finally, faults resulting in 

false alarms can be linked to the inherent definition of the control limit in process 
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monitoring (Chen, 2010). For instance, a 95% confidence level infers that 5% of routine 

operating data will exceed the control limit and could result in false alarms. While the 

importance of minimising false alarms from a building manager’s and water conservation 

perspective is clear, little work has been done in this area for the non-residential water 

sector.  

2.5.4 Conclusion 

FDD techniques have been applied (albeit relatively recently) to water distribution 

systems and studied extensively from leak detection perspective mainly at a municipal 

supply level (Escofet et al., 2016; Robles et al., 2016). Initial work in this area has mainly 

focused on leak detection based on software-based approaches using modelled data to 

detect leakage or burst pipes in water supply networks (Stevenson 2020; Wu et al., 2016; 

Almandoz et al., 2005). Currently, most building managers react to faults on an ad-hoc 

basis, responding to obvious faults and repairing infrastructure as required (Moser et al., 

2015). This can result in low-level imperceptible faults persisting within a water 

distribution system, compromising system’s efficiency. The application of existing 

approaches developed for municipal water supply networks may be limited within non-

residential buildings as key faults not only involve leaks but also comprise system related 

faults such as equipment malfunctioning, operational errors, etc. and non-routine water 

uses caused by inefficient water usage and infrequent sudden changes in demand. It is 

advantageous within buildings to distinguish between faults, inefficient water usage and 

non-routine water uses which may or may not be the result of a fault.  

Building water distribution system studies have not leveraged the more sophisticated 

FDD approaches used in other sectors such as PCA or SVM (Gharsellaoui et al., 2020; 

Zhao et al., 2019). PCA has advantages over classical statistical methods (Shewhart chart, 

cumulative sum, exponentially weighted moving average) which while accurate in many 

cases, have been shown to produce inaccurate results when introduced to multivariate 

systems such as non-residential building water distribution systems (Maione et al., 2019; 

Xiao et al., 2017). Thus, the development and validation of robust FDD systems that can 

detect system alarms, distinguish between faults and non-routine water uses in non-

residential water distribution systems is lacking, but such a system has the potential to 

significantly increase the efficiency of water consumption (Pelz, 2003; Danacova et al., 

2016). Thus, non-residential water sector can benefit from unsupervised and supervised 
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learning models (PCA and SVM). The present work aims to fill these gaps by developing 

decision models based on real sites data that can detect faults in non-residential buildings 

without the use of geometrical information. 

Customarily, modern non-residential buildings are commissioned with building 

management systems that can gather large amount of water use data in real-time which 

is generally only used at a macro level (high-level water use statistics such as daily flow) 

(Sousa et al., 2019). A question arises as to how to further improve building water 

efficiency by utilizing the monitored data. Performance monitoring based FDD has 

demonstrated to be one of the most effective ways to achieve such efficiency (Zhao et al., 

2019). It can play a crucial role in reducing equipment downtime, added water-energy 

use and associated maintenance cost in the non-residential water distribution systems. 

Older buildings may lack such systems but can often be relatively easily retrofitted with 

water meters. Thus, in many cases data (or potential for data) may exist to enable 

sophisticated and practical FDD with resulting improvements in water consumption 

efficiency if appropriate methodologies exits. 

This study utilizes PCA and SVM to develop a FDD methodology for non-residential 

building water distribution systems for the first time. To this end, PCA and SVM have 

not been applied to non-residential water distribution systems. To date the designed FDD 

methodology will not only detect and diagnose faults in the non-residential water 

distribution systems bridging the gap in the existing literature but will also comprise a 

robust means of identifying outliers within the water time series, leading to an 

advancement in use of these computational approaches without explicit knowledge of the 

system. The successful implementation of PCA and SVM in other engineering sectors 

motivates this research to adopt these approaches in water sector for the performance 

monitoring of large-scale water distribution systems in industrial setting. The following 

chapter describes the practical interpretation of the designed FDD methodology termed 

as “FastDetect”, and the steps involved in detail. 
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3 FastDetect Methodology Development 

3.1 Overview 

This chapter details the development of FastDetect for non-residential water distribution 

systems. FastDetect is based on PCA combined with false alarm reduction approaches 

and SVM techniques to reduce false alarms and categorise faults, respectively. The 

methodologies were developed and validated using leveraged time-series water flow data 

from case-study sites, which is discussed in Chapters 4 and 5. FastDetect was developed 

using MATLAB 2021a, a computer programming platform widely used among 

engineers, chemometricians, statisticians, etc. both in industry and academia. 

3.2 Principal Component Analysis 

PCA is based on an orthogonal decomposition of the covariance matrix of the original 

statistical features along the direction that explains the maximum variance within the 

dataset (Creaco et al., 2019). In principle, PCA linearly transforms input data to new 

orientations (a set of statistical features) known as principal components in such a way 

that they are uncorrelated (Silva et al., 2019; Mujica et al., 2011). The statistical features 

are measurable characteristics that are defined and calculated through statistical analysis 

(Qin and Chiang, 2019). The uncorrelated statistical features are created as a linear 

combination of the original statistical features ordered by an amount of explained 

variance in component direction known as principal components. Thus, the first principal 

component holds most of the inherent variance of the original data (Kamiel, 2015). The 

outline of PCA models is shown in Figure 3.1.  
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Figure 3.1: Outline of PCA model.  

Each principal component is orthogonal to the other principal components to explain the 

variation that is not already explained by other statistical features used to describe (in this 

context) baseline water usage and diurnal patterns and results in a set of transformed 

principal components. The reduced number of statistical features (data dimensionality) 

simplifies interpretation of the data, making the following analysis more convenient. It 

can also significantly reduce the computational cost depending on the data dimensionality 

(the lower the data dimensionality the more computational cost can be saved). Thus, 

leveraging the process history data by eliminating multicollinearity (inter correlation 

among the statistical features). 

PCA can not only be used for dimensional reduction of original datasets but also for FDD, 

through leveraging PCA detection indices namely Hotelling’s T2 and Q-statistics 

(Sgorbissa, 2018). T2-statistics measure the variability of a score matrix and can detect 

abnormality within new data by comparing it to variation in the parameters defined during 

baseline or “routine” conditions. Q-statistics evaluate the variability of a matrix which is 

the projection of the original data onto a residual subspace (Benaicha et al., 2013; Ahmed 

et al., 2012; Zumoffen & Basualdo, 2008; Sgorbissa, 2018).  

In the context of this work, the observations in Figure 3.1 could refer to mains daily 

water consumption data, the statistical features could refer to average daily consumption, 

minimum flow rate, maximum flow rate during the day (for example). PCA summarizes 

these statistical features (which can often be correlated) into a set of fewer uncorrelated 

statistical features (principal components) that define the majority of the original inherent 
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variation in the dataset. Thus, PCA eradicates the redundancy or correlation that could 

exist in the original dataset between several different statistical features.  

3.2.1 Interpretation of T2-statistics and Q-statistics 

To measure the variation of samples within the PCA model and detect the abnormality of 

the new incoming data, Hotelling T2-statistics, and Q-statistics (squared prediction error) 

have been applied in other engineering domains (Li et al., 2018; Horrigan et al., 2018; 

Zhang et al., 2017; Villegas et al., 2010). The concept underlying the use of PCA 

detection indices (Hoteling T2-statistics and Q-statistics) for fault detection (for a dataset 

with three dimensions (i.e., 3 features)) is shown as an example in Figure 3.2, whereby 

the data points lie primarily in a plane, described by two principal components. The first 

principal component aligns with the maximum variation in the data, where the second 

principal component aligns with the maximum variation (i.e., orthogonal to the first 

principal component) (Sgorbissa, 2018). In Figure 3.2, a fault is indicated by the red 

circles which are beyond the control limit boundary (black solid line) and can be detected 

by analysing Hoteling T2-statistics and Q-statistics. In the context of FDD, the range or 

normal operation of a system as defined by the T2-statistics α-control limit (Tα
2) is 

generally larger than that as defined by the Q-statistics α-control limit (Qα). Therefore, 

minor variations in a system can more easily result in Qα being exceeded, whereas T2-

statistics have large variance and require larger variance for Tα
2 to be exceeded. In the 

case of a non-residential water distribution system, low-level imperceptible faults such 

as continuous flow via low level leakage or a tap left running, etc. would result in minor 

variation of “routine” operating conditions and may be detected by Q-statistics. Whereas 

larger faults such as excess usage, metering error, larger leakages, etc. would result in 

more variation in the system and can be detected by T2-statistics.  
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Figure 3.2: PCA model of three dimensional data set showing  T2-statistic and Q-

statistic outliers (Sgorbissa, 2018). 

The overall layout of FastDetect developed for the non-residential water distribution 

systems is shown in Figure 3.3. The practical interpretation of FastDetect is discussed 

individually in five different phases below.  
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Figure 3.3: FastDetect layout. The red dashed lines indicate the key contributions 

to knowledge – letters denote connections between different stages of the FDD 

process. 
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3.3 Practical interpretation of FastDetect for non-residential water distribution 

systems  

Prior to statistical feature extraction, and for the purpose of model development, pre-

processing of the raw data can be done to resolve known data issues such as missing data 

(which may be confused with “zero” flow events) or overlap/repeated readings to ensure 

the quality of data used for FDD model development as these can have a significant 

impact on the resulting PCA model and thus reduce the performance of the resulting FDD 

model. To illustrate the methodology, as an example real raw water meter readings at an 

interval of 7.5 minutes are shown in Table 3.1 and used to show how the data is analysed. 

Prior to analyse the water data, the recorded water meter readings were aggregated into 

hourly flow traces (8 readings at 7.5-minute intervals averaged over one hour). 

Table 3.1: Example of a real raw water flow readings. 

Date Meter No. Water flow readings (7.5 minutes interval)  

Time 00:00 00:07:30 … 23:30:00 23:37:50 23:45:00 23:52:50 

07/01/2016 1024 0 0  1.6 4.8 0 7.2 

08/01/2016 1024 0.8 0 … 0 0 5.6 1.6 

09/01/2016 1024 0 0 … 0 0.8 4.8 0 

10/01/2016 1024 0 0 … 1.6 5.6 0 0 

11/01/2016 1024 1.6 8.8 … 0 4.8 4 0 

12/01/2016 1024 3.2 4 … 5.6 4.8 0 0 

13/01/2016 1024 0 7.2 … 0 0 6.4 0 

14/01/2016 1024 0 0 … 9.6 0 3.2 8.8 

 

3.3.1 Statistical features extraction 

Statistical features of the water distribution system (derived from flow meter readings) 

were extracted to analyse baseline water usage and diurnal patterns (or indeed patterns at 

any chosen time interval for which adequate data is available). Such features could 

include average daily flow, maximum daily flowrate (over a certain period), average 

flows over various parts of the day, etc. To extract statistical features for various time 

periods, knowledge of the site is preferable as these periods will likely coincide with 

working day hours, non-working day hours, daily production cycles, etc. The use of the 
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statistical features to describe overall patterns is a well-accepted approach where the data 

variation is non-stationary (and reflects the situation in many non-residential water 

distribution systems) (Fernández et al., 2018; Ding et al., 2019). The example of a 

statistical feature matrix and standardized statistical feature matrix are shown in Table 

3.2 and Table 3.3.  The goal is to extract the useful information which may be inundated 

in a large number of redundant water distribution system data and eliminate the influence 

of overlap or repetitive readings. Table 3.2 indicates the features extracted over a certain 

period such as maximum flow is the highest flow recorded in 24h (from midnight to 

midnight), minimum flow is the lowest flow recorded in 24h (from midnight to midnight), 

average flow is the average flow recorded in 24h (from midnight to midnight), working 

hours flow is the average flow recorded during the working hours (from 6 a.m. to 6 p.m.), 

non-working hours flow is the average flow recorded during the non-working hours (from 

6 p.m. to midnight), night time flow is the average flow recorded during the night time 

(from midnight to 6 a.m.) (discussed in Chapter 4 - Section 4.3.3.).  

Table 3.2: Example of a statistical feature matrix with water flow data (m3/day). 

Days Maximum 

flow 

Average 

flow 

Working 

hours flow 

Non-working 

hours flow 

Night time 

flow 

Minimum 

flow 

1 2.00 0.80 0.63 0.92 0.70 0.81 

2 3.10 1.93 2.70 1.56 0.73 0.97 

3 3.50 1.75 2.58 1.87 1.13 0.94 

4 3.20 1.83 2.23 1.63 1.25 0.87 

5 4.10 1.45 2.33 1.87 0.88 0.97 

 

Table 3.3 represent the standardized form of statistical feature matrix (Table 3.2) 

obtained by subtracting the population mean from each feature matrix value, divided by 

the population standard deviation. The values in Table 3.3 describes the position of a 

feature value in terms of its distance from the mean in terms of standard deviation. For 

example, negative value of maximum flow (-0.67) at day 1 (Table 3.3) indicates that it 

is at -0.67 standard deviation far from the mean. Likewise, positive value of minimum 

flow (1.00) at day 3 (Table 3.3) indicates that it is at +1 standard deviation far from the 

mean. 
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Table 3.3: Example of a standardized feature matrix. 

Days Maximum 

flow 

Average 

flow 

Working 

hours flow 

Non-working 

hours flow 

Night time 

flow 

Minimum 

flow 

1 -0.67 -0.90 -0.79 -0.29 -0.36 -1.11 

2 -0.74 -1.39 -1.09 -1.04 -0.97 -1.07 

3 0.04 0.89 0.66 -0.48 -0.73 1.00 

4 0.32 0.76 0.66 0.83 0.77 0.68 

5 0.11 0.37 0.18 0.42 0.57 0.82 

 

The statistical features matrix X comprises n rows x m columns, where n rows represent 

the values for all features within a single day and m columns represent a single feature 

such as maximum flow, average flow, etc. over the number of days. The statistical 

features matrix is then used as an input to build the PCA model for fault detection. A 

standardised statistical feature matrix is developed that transformed data to have zero-

mean and unit-variance which comprised the time-series data for each of these statistical 

features (as per Table 3.3). The matrix is then standardized using a mean (μ) and a 

standard deviation (σ) calculated for each feature to give equal influence of original data 

on the PCA model and eliminate bias that can occur due to the use of different units (e.g., 

one statistical feature measured in m3/hour, while other is in litre/minute, etc.) (Appendix 

A-Eq. 1-4). The standardized parameter vectors (the mean and standard deviation 

outlined above) were stored for later use (for standardizing new incoming data in the fault 

detection process – Section 3.3.3.). The steps involved in obtaining the statistical feature 

matrix from raw water data are shown in Figure 3.4. 
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Figure 3.4: Statistical feature extraction process – letters denote connections 

between different stages of the FDD process (see Figure 3.3).  

3.3.2 Fault detection model development 

The standardized statistical feature matrix obtained was used to initialize the PCA 

modelling process. The statistical feature matrix was then transformed by utilizing 

singular value decomposition (Appendix A-Eq. 5) to calculate the loading matrix P of n 

rows x m columns and eigenvalues vector λ of 1 rows x m columns containing the true 

variation in the standardized dataset. Where each column of loading matrix P is populated 

by the eigenvectors associated with the covariance matrix. The covariance matrix 

quantifies the amount of linear correlation between all possible combinations of statistical 

features within the dataset (Appendix A-Eq. 6-7). The diagonal of the covariance matrix 

defines the variance explained by those statistical features and non-diagonal elements are 

the pairwise covariance. The decomposition of standardized datasets to PCA model is 

shown in Figure 3.5.  
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Figure 3.5: Decomposition of data to PCA model space (Appendix A-Eq. 5). 

The computed eigenvalue vector is then further transformed into diagonal matrix Λ of m 

columns x m rows square matrix containing non-negative eigenvalues on the main 

diagonal. The loadings describe how much each feature contributes to a particular 

principal component. The sign (positive or negative) of a loading indicates whether a 

feature and a principal component are positively or negatively correlated (Jolliffe, 2002). 

The eigenvalues in the main diagonal represent variance correspond to the eigenvalues 

vector (statistical features in data matrix). Hence, arranging the eigenvalues in the order 

of highest to lowest provides an ordered orthogonal basis (greatest variance to smallest 

in the original dataset). The example of a loading matrix P and eigenvalues vector λ is 

shown in Table 3.4. 

Table 3.4: Example of a loading matrix (left), and eigenvalues vector (right). 

0.36 -0.23 0.03 0.11 0.28 0.75 

 

6.07 1.17 0.78 0.39 0.25 0.16 

0.38 -0.13 0.23 -0.22 -0.01 -0.04 

 
0.36 -0.25 0.12 0.11 0.55 -0.29 

0.35 -0.09 -0.31 0.52 -0.14 -0.47 

0.35 0.07 -0.44 0.06 -0.54 0.30 

 

3.3.2.1 Outlier localization  

Measurements in water distribution systems contain outliers arising from issues such as 

sampling, measurement, and data logging issues or from faults. PCA is based on the 

covariance structure of the data in PCA space and is sensitive to outliers (Rousseeuw et 
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al., 2018; Hubert et al., 2016). Such data points may not represent realistic process 

behaviour and can have an adverse influence on the accuracy of the model output when 

developing the model. Caution should be exercised when removing outliers and an 

understanding of the process being modelled will help ensure that outliers are removed 

carefully at this stage (Xu et al., 2020; Hubert et al., 2016). For example, some non-

routine water use events may result in higher-than-expected water usage such as 

conferences hosted by a facility, short-term increases in product production, unscheduled 

cleaning activities, etc. and may be thought of as outliers and removed at model 

development stage. However, these may contain valuable information which could be 

lost if the outlier is removed and can improve the sensitivity of the PCA model. 

In this research outlier localization was carried out by combining PCA with a distance-

distance approach for outlier localization which computes the distances in the PCA plane 

and orthogonal directions of each data point to the centroid of the dataset in the PCA 

space (Appendix A-Eq. 10 & 11). In this context, data points can be categorized into four 

data types as (i) routine data points, (ii) good leverage data points, (iii) orthogonal outliers 

and (iv) bad leverage data points (Rousseeuw and Hubert, 2018; Harris et al., 2014).  

• The data points with low score and orthogonal distance values are considered as 

the routine data points that follow routine water use: illustrated in Figure 3.6 

using a green dashed line.  

• The data points with a large score distance but a low orthogonal distance (data 

points 1 & 4 shown in Figure 3.6 using a blue dashed line), can be considered as 

good leverage points such as non-routine water uses. These data points lie close 

to the PCA space and not far from the routine pattern. This implies that they differ 

from the majority of the routine data points. These data points can be attributed 

to non-routine water uses resulting from an event during that period, could contain 

useful information and may improve the accuracy of the PCA model.  

• The data points (2 & 3 shown in Figure 3.6 – red dashed line) with a large score 

and orthogonal distance values represent outliers (orthogonal outliers). These data 

point’s statistical properties differ significantly from the other data points in the 

dataset. These data points can have a strong influence on the PCA model output 

and can be eliminated during the PCA model development.   



 

83 

 

• The data points with a low score distance but large orthogonal distance (data point 

5 shown in Figure 3.6 - orange dashed line), can be expressed as bad leverage 

data points. These data points lie far from the PCA space and could be caused by 

the noise in the data and could affect the accuracy of the PCA model.  

The outlier localization process is shown in Figure 3.6 by means of distance-distance 

plot using artificial data.  

 

Figure 3.6: Distance-distance plot. 

3.3.2.2 Selecting principal components  

Selecting the number of principal components that represents the original dataset is one 

of the key characteristics in PCA model development as it can affect PCA model 

adaptability and sensitiveness to the borderline flow fluctuation which are close to the α-

control limits (Tα
2 and Qα). For example, selecting too many principal components can 

trigger system alarms even in the case of routine water use and thus reduce the reliability 

and limiting the applicability in of FastDetect in industrial settings. It should also be noted 

that previous modelling experience and process knowledge of water distribution systems 

can also be used to make decisions on the number of principal components to select. 
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In literature, the most widely used techniques to choose number of principal components 

are the Eigenvalue-One-Criterion, Scree Test, and Cumulative Percent Variance (Silva et 

al., 2019). To illustrate the techniques, the eigenvalues, and their corresponding 

percentage variability for datasets from the case-studies used in this research are given in 

Table 3.5. The nine eigenvalues each correspond to a statistical feature (maximum flow, 

average flow, average flow during working or non-working hours, etc.). They are shown 

in order of the variability (from highest to lowest) of the original dataset. In other words, 

Table 3.5 shows the variance distribution in the original dataset for each statistical 

feature. 

In Eigenvalue-One-Criterion, the number of principal components is usually selected as 

those which have eigenvalues greater than one. Since in the covariance matrix obtained 

during the decomposition process, the variance of each statistical feature is one. 

Therefore, principal components having a variance of less than one are presumed to have 

less information than the original dataset and are generally ignored in principal 

components selection. Based on Eigenvalue-One-Criterion, case-study 1 (Alice Perry 

Engineering building NUI Galway) has two principal components with values greater 

than one. These account for about 80% of the total variability (see cumulative variance 

column - Table 3.5). Case-study 2 (Irish food and drinks company) has three principal 

components with values greater than one and these account for about 74% of the total 

variability.  
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Table 3.5: Eigenvalues and associated variance for case-study 1, and case-study 2. 

Case-study 1  Case-study 2  

PCs Eigenvalues 

Component 

variance 

(%) 

Cumulative 

variance 

(%) 

Eigenvalues 
Component 

variance (%) 

Cumulative 

variance (%) 

1 6.0704 67.449 67.45 3.6236 40.263 40.263 

2 1.1726 13.029 80.48 1.8392 20.436 60.699 

3 0.7777 8.641 89.12 1.2051 13.390 74.088 

4 0.3850 4.278 93.40 0.9139 10.155 84.243 

5 0.2486 2.763 96.16 0.6078 6.753 90.996 

6 0.1649 1.833 97.99 0.3889 4.322 95.318 

7 0.1039 1.155 99.15 0.2722 3.025 98.342 

8 0.0628 0.697 99.84 0.0968 1.076 99.418 

9 0.0140 0.156 100 0.0524 0.582 100 

This can be visualised using a Scree Test, whereby eigenvalues of principal components 

are plotted in descending order. The number of selected principal components are 

generally those that occur before the elbow (Liliana and Ordóñez, 2008; Silva et al., 

2019). The Scree plot for two case-study sites is shown in Figure 3.7. As can be seen 

from Figure 3.7, in case-study 1 (Alice Perry Engineering building NUI Galway) an 

elbow occurs at principal component 2 and in case-study 2 (Irish food and drinks 

company) an elbow occurs at principal component 2 or 3, hence one can pick either 2 or 

3 principal components for case-study 2.  
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Figure 3.7: Scree plot for non-residential case-studies (Alice Perry Engineering 

building NUI Galway, and Irish food and drinks company). 

In this research, the number of principal components that had practical significance was 

determined by using Cumulative Percent Variance (CPV) technique to account for as 

much of the variance as possible (when compared to other techniques), while retaining 

the defined amount of variation of the original dataset having the first r largest 

eigenvalues (Appendix A-Eq. 8). One of the simple but arbitrary rules-of-thumb is to 

consider the principal components that explain greater than 80-90% of the CPV as having 

practical significance (Silva et al., 2019). In the context of this work different CPVs (80-

95%) were checked for both case-study sites by virtue of faults detected and sensitiveness 

to variation in the system. Having CPV 80%, the model triggered alarm on minor 

variation of “routine” operating conditions and resulted in increased false alarms. 

Whereas having CPV 95%, the model overlooked low-level variation resulted from non-

routine water uses which could be due to inefficient water usage, infrequent sudden 

changes in demand or due to low-level imperceptible fault and triggered on significant 

variation in the system. To retain the maximum variability of the process, the cut-off of 

having CPV greater than 90% has been set in this research - CPV(r) ≥ 90%; where r is 

the retained principal components. 
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3.3.2.3 Principal component analysis model formation  

Once the number of principal components to be retained were defined, the loading matrix 

P and eigenvalue matrix Λ were reduced – i.e., the original loading matrix P of size n 

rows x m columns was reduced to n rows x r columns, where r < m and r are the retained 

principal components in the PCA model (Appendix A-Eq. 9). Similarly, the eigenvalue 

matrix Λ was reduced to r rows x r columns. The reduced loading matrix and reduced 

eigenvalue matrix were denoted P̂̂ and Λ̂̂ matrix, respectively. To compute monitoring 

statistics (Hoteling T2 and Q-statistics) score matrix U of n rows x r columns was obtained 

by multiplication of statistical feature matrix X and reduced loading matrix P̂̂. The score 

matrix represents the projection of each day on each of the retained principal components 

(Fuentes-García et al., 2018). 

The α-control limits (Tα
2 and Qα) for PCA detection indices (Hoteling T2 and Q-statistics) 

were obtained by means of F-distribution and approximate distribution respectively 

(Appendix A-Eq. 13,15-18). Lastly, the T2 and Q-statistics were calculated (Appendix A-

Eq. 12, 14) and further analysed to obtain a second control limit k. The second control 

limit was developed as part of the false alarm moderation approaches and is further 

discussed in Chapter 5. The PCA model development process is depicted in Figure 3.8. 
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Figure 3.8: PCA model development process – letters denote connections between 

different stages of the FDD process (see Figure 3.3). 

3.3.3 Fault detection model testing 

After projection, statistical feature matrix of testing data X (n rows x m columns) 

transformed into the reduced loading matrix 𝑃̂ ̂ of n rows x r columns. The scores matrix 

T of n rows x r columns was obtained by the multiplication of statistical feature matrix X 

and 𝑃̂ ̂ of the testing data. The score matrix U was then used to compute the monitoring 

statistics (Hoteling T2 and Q-statistics) and analyse testing data in relation to FDD. The 

steps encompass testing new data are summarised in Figure 3.9.   
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Figure 3.9: Projection of testing data to PCA model – letters denote connections 

between different stages of the FDD process (see Figure 3.3). 

The T2 and Q-statistics based on the score matrix U were then calculated. The monitoring 

statistics were then compared with the (Tα
2 and Qα) α-control limits calculated during the 

FDD model development – Section 3.3.2. If (T2 > Tα
2 or Q > Qα) then the samples are 

considered as system alarms (warning stage) or alarms (Chapter 4) and if (T2 or Q > k) 

(where k is the second control limit designed to control false alarms during fault detection 

process), system alarms were confirmed to have occurred (discussed in Chapter 5 in 

detail). In the last step, if (T2 > tlimit or Q > tlimit), where tlimit is the time series nature 

of the data designed in a way that when system alarms persist over two or more 

consecutive days fault alarm in the water distribution system is triggered (discussed in 

Chapter 4 in detail).  
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Figure 3.10: False alarm moderation and fault isolation – letters denote connections 

between different stages of the FDD process (see Figure 3.3). 

3.3.4 Fault diagnosis 

Once the system alarms were detected, the last phase of FastDetect was to classify the 

system alarms based on a trained classifier. Multi-class SVM was used in this study and 

has been used in different engineering sectors such as thermal power plants, centrifugal 

pumps, bearing, etc. in the context of classification (Sabri et al., 2017; Xiao, 2016; Bayar 

et al., 2015; Chen et al., 2011, Hmeidi et al., 2008). To date, PCA and SVM have not 

been applied to water distribution systems. In this work the multi-class SVM has been 

trained by considering labelled flow water data (data points with different faulty 

conditions outlined in the Table 4.2) (Appendix A-Eq. 21-22). The goal of the multi-

class classifier was to classify the sample data into classes which can include “routine 

operation” or various fault headings (Zhao et al., 2019). Data with different system alarm 

labels were obtained from the training data (it should be noted that fault data may be 

limited in the training data due to lack of occurrence of faults in that period). The fault 

diagnosis process is summarized in Figure 3.11.  
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Figure 3.11: Fault diagnosis – letter denote connection between different stages of 

the FDD process (see Figure 3.3). 

3.4 Conclusion 

The literature review in Chapter 2 established that very limited research has been carried 

out to date within non-residential buildings in context of performance monitoring of 

water distribution system. This is likely due to the fact that the literature is dominated by 

basic fault detection systems which are not effective when introduce to non-stationarity 

and complexity of non-residential water distribution systems such as distinguishing 

between true faults or non-routine water uses, presence of outliers in real water usage 

data, prevalence of false alarms, etc. The objective of FastDetect was to obtain an 

alternative approach to physics-based models and reduce the complexities linked with the 

hydraulic modelling of non-residential water distribution systems. The key contribution 

of FastDetect is an improvement in the performance monitoring of non-residential water 

distribution systems through the identification of true faults at an early stage for building 

managers under realistic conditions. FastDetect introduces distance-distance approach 

combined with PCA that provides unsupervised localization of outlying data points. 

FastDetect also introduces false alarm moderation approaches that control false alarm 

occurrences during performance monitoring without the need for labelled “false alarms” 

data points. The datasets used in this study are typical of what is available in non-

residential buildings, and thus the aim was to develop a FDD methodology which is 

capable of operating under these practical data constraints and assessing the effectiveness 

of FastDetect under these practical data constraints. Moreover, by utilizing multi-class 

SVM classification the faults can be classified quickly and effectively with a relatively 

small amount of training data.   
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4 A Statistically based Fault Detection and Diagnosis Methodology for Non-

residential Water Distribution Systems 

4.1 Overview  

The aim of the chapter was to quantify the efficacy of FastDetect. Regardless of the 

relatively limited training data available from the case-study (which would reflect the 

situation in many buildings) meaningful faults were detected and the technique proved 

successful in classifying among different types of faults in the water distribution system. 

The effectiveness of FastDetect is compared to a univariate threshold technique by 

comparison of their respective performance in the detection of faults that occurred in the 

case-study site.  

The study has been published in Advanced Engineering Informatics (Hashim, H., Paraic, 

R., Clifford, E., 2020) (https://doi.org/10.1016/j.aei.2020.101187). This chapter is 

arranged as follows. Section 4.2 provide an overview of conventional fault detection 

systems and key aspect of FastDetect to deal with the different faults in the non-

residential water distribution system. In Section 4.3 materials and methods are presented 

which include the case study and pumping system details, measurable characteristics 

followed by a fault alarm reduction scheme is outlined. Later results and discussion are 

presented in Section 4.4. Section 4.5 summarizes the study and provides conclusions. 

4.2 Introduction 

Conventional fault detection systems in water distribution systems comprise alarms 

which trigger when relatively high levels of water are being used (Mulligan et al., 2020; 

Clifford et al., 2018; Quevedo et al., 2014; Perfido et al., 2016) and provide high level 

statistics on water consumption. Such systems are unable to identify complex patterns of 

water usage such as differentiating between actual faults or non-routine water uses. In 

non-residential building water distribution systems key faults not only involve leakage 

but also comprise system related faults such as equipment malfunctioning, operational 

errors, etc. or non-routine water uses (Figure 4.1).  

https://doi.org/10.1016/j.aei.2020.101187
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Figure 4.1: System alarm characterization. 

FastDetect involves analysing water time series and monitoring inevitable changes in a 

system without the use of geometrical information. In the context of performance 

monitoring, to differentiate between features of routine and non-routine or anomalous 

water uses and to limit false detection. Moreover, to address the issue of outlying data 

points, the FDD methodology combines PCA with a distance-distance approach for 

outlier localization (as discussed in Section 4.3.2.1) creating a robust approach where 

principal components are not influenced by outliers. FastDetect was assessed using real 

site water distribution system data with associated outliers and process noise leading to a 

more robust assessment of the machine learning techniques suitability to detect and 

diagnose faults in water distribution system.  

This chapter leverages a case-study building with real-time water consumption data to 

illustrate the effectiveness of using PCA detection indices (Hotelling T2-statistics and Q-

statistics) in identifying faults in a non-residential building water network. FastDetect 

applies the PCA technique to measured time-series water data to (i) identify faults and 

(ii) classifying the faults into various categories represented by prediction model output 

data to reset and guide operational performance.  

4.3 Methods and materials 

4.3.1 Case Study 

The case-study site was the Alice Perry Engineering Building at the National University 

of Ireland, Galway (NUI Galway) (Figure 4.2). The building is one of the most state-of-

the-art university buildings in Ireland and has been operational since 2010. The building 
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is located on the west coast of Ireland in an area with a temperate marine climate. The 

building houses approximately 1,100 students and 100 staff during teaching and exam 

terms (approximately 26-28 weeks a year in total) and about 150 research, academic, 

administrative, and technical staff and 50-100 postgraduates during the rest of the year. 

The building includes lecture halls, classrooms, offices, laboratory facilities, a café, and 

shower and toilet facilities spread across 14,000 m2 of floor space on four storeys. Thus, 

it has a variety of end-uses of its water and hot water systems. The building is managed 

through a building management system that collects data on building performance and 

operational efficiency - including 11 water meters and a number of energy meters. Some 

of the key water uses include showers and hand wash basins, grey water from a rainwater-

harvesting system for toilets and urinals and potable water for the water fountains and the 

café. This study deals primarily with mains water usage within the building (i.e., hot 

water system is not considered). 

 

Figure 4.2: Alice Perry Engineering Building at the National University of Ireland, 

Galway (NUI Galway). 

4.3.2 Building Pumping System 

The mains water system (MWS) in the building is divided into a cold-water system 

(CWS) and a potable water supply for drinking fountains and for the café. There are two 

sets of booster pumps (Figure 4.3), that deliver (i) the cold-water system and (ii) potable 

water supply. The cold-water system water is then divided into water for grey-water 
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system (GWS) applications and water for other uses such as laboratories, hot water 

mixing in showers and faucets and non-potable uses in the café. The grey-water system 

supplies water to toilets and urinal flushing as required by gravity. The building has a 

large rainwater-harvesting system (RWHS) for supplying grey water. When the 

rainwater-harvesting system cannot supply sufficient grey water, two holding tanks 

located on the roof of the building (8 m3 capacity each) are topped up by the cold-water 

system. During the study period, the building rainwater-harvesting system utilised the 

cold-water system even during periods when rainwater was available due to system faults 

that remained undetected prior to this study.  

 

Figure 4.3: Simplified schematic of water network in the building. The dashed line 

indicates systems not considered in this study. 

4.3.3 Statistical feature extraction 

To perform FDD in water distribution systems, measurable characteristics can play a vital 

role in discriminating between routine and abnormal events in the water network. The 

characteristics of the system, derived from meter readings, can be used to analyse the 

water usage baseline and diurnal patterns. For instance, analysing night time flow can 

assist in detecting continuous flow which can be due to leaks; analysing peak flows can 
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assist in detecting exceptional events. Analysing water consumption at specific daily 

intervals (working and non-working hours) can help in identifying disruptions to normal 

routines. The details of the features utilized in this study are listed in Table 4.1. The daily 

flow and maximum flow features summarize the water usage over a 24-hour period from 

midnight to midnight. Whereas the remaining features (working hours, non-working 

hours, and night time flow) focus on water consumption for particular periods of the day 

which are linked to how the building is used. In this case, these periods comprise of four 

working hour time intervals, two non-working hour time intervals and a night time 

interval. Medium resolution data recorded at 7.5-minute intervals was collected in the 

case-study building from an inline displacement water meter equipped with a magnetic 

pulse output and analysed in developing the FDD methodology. 

The selection of the historical data to train the FastDetect model can be a factor in 

optimizing the model sensitiveness to true alarm detection. For instance, if the building 

has a significant amount of historical data this may include previous faults or non-routine 

water uses which can be used to enhance the training of the FastDetect model. The 

information regarding faults or non-routine water uses can be obtained by conducting a 

preliminary water audit (described in detail in Section 7.2.1 - Chapter 7) which can be 

used in developing the FastDetect model. Such information provides in-depth description 

of non-routine water use events and the nature of faults that had occurred. This can also 

ensure FastDetect will be more robust in identifying unseen or new types of faults.  

Table 4.1: Statistical features (measured in m3/hr) used to characterise daily water 

demand. 

 Feature  Description 

Total 
Daily flow Average flow in 24 h 

Maximum flow Highest flow in 24 h 

Time of day 

Working hours 

Average flow between 6 a.m. – 9 a.m. 

Average flow between 9 a.m. – 12 p.m. 

Average flow between 12 p.m. – 3 p.m. 

Average flow between 3 p.m. – 6 p.m. 

Non-working hours 
Average flow between 6 p.m. – 9 p.m. 

Average flow between 9 p.m. – 12 a.m. 
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Night time flow Average flow between 12 a.m. – 6 a.m. 

For a given year the case-study monitoring period data was divided into Semester 1 - 

September to December, Semester 2 - January to May and a summer period (June-

August). In general, water consumption would be higher in Semesters 1 and 2 than during 

the summer periods as undergraduate students would not be present during the summer 

periods. Figure 4.4a demonstrates the flow pattern at different intervals (Table 4.1) 

during Semester 2 and the summer period under the routine operating condition 

considered for PCA model training. Limited variation can be observed between working 

and non-working hour water usage in the summer due to reduced building occupancy as 

compared to Semester periods. In Figure 4.4b water consumption patterns are visualized 

during the summer period. The flow pattern during night time, when the building was not 

in use, is primarily due to the routine urinal flushing which operate irrespective of the 

building occupancy. These patterns derived from the water time series, can assist in 

analysing different faults in the water distribution system. 

 

Figure 4.4: Flow characteristics within the periods of interest (a) Average 7.5-

minute interval flow pattern during the 12 working hours and the 6 non-working 

hours, (b) Maximum, 7.5-minute interval average over 24 hours and night time flow 

pattern over 6 hours.  

This study utilises multivariate statistical approaches (PCA and SVM) to attempt to detect 

patterns in data, to develop a new FDD methodology for non-residential building water 

distribution systems. The theory behind the statistical methods used are outlined in the 

next section. It is noted that the primary advantages of the combined PCA and SVM 

approaches are the ability to compress large data sets without losing data definition. In 
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this case it can enable analysis of faults across a number of water usage features, both of 

which reduce the likelihood of false positives and false negatives within the FDD system. 

In addition, SVM facilitates classification of faults, providing a greater level of 

information to building managers.  

4.3.4 Fault alarm reduction 

To isolate actual fault alarms from system alarms and subsequently reduce false alarms 

in the FDD system, the time series nature of the data over periods of two days or more 

were considered. Non-residential public use buildings such as the one explored herein, 

are occasionally used for large events which result in significant increases in water 

consumption such as conferences, seminars, etc. on a given day. Thus, fault alarms in the 

proposed framework are raised only when system alarms persist over two or more 

consecutive days. Thus, when the analysed data exceeded the α-control limits (Eq. 23) 

for more than two days a fault alarm is triggered. The two-day time period was selected 

based on a historical analysis of the events within the building (conferences, seminars, 

workshops, etc.). The nature of the time series alarm system could vary for different 

buildings based on water consumption patterns and event patterns and can be established 

from a high-level water audit. It is also noted that this framework step can be removed 

for buildings where occasional large occupancy events do not occur (i.e., food processing 

facilities, manufacturing facilities, etc.).  

{
 𝑡𝑎𝑐𝑐𝑒𝑝𝑡𝑎𝑏𝑙𝑒 < 𝑡𝑙𝑖𝑚𝑖𝑡 −− −  𝑁𝑜𝑟𝑚𝑎𝑙                        

𝑡𝑎𝑐𝑐𝑒𝑝𝑡𝑎𝑏𝑙𝑒 ≥ 𝑡𝑙𝑖𝑚𝑖𝑡 −− −  𝐼𝑛𝑑𝑖𝑐𝑎𝑡𝑖𝑣𝑒 𝑜𝑓 𝑓𝑎𝑢𝑙𝑡 
 (23) 

In this case a classification accuracy of 80.95% was achieved during training. The 

summary of the FDD methodology is outlined in Figure 4.5.    
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Figure 4.5: Summary of the designed fault detection and diagnosis methodology. 

4.4 Results and discussion 

4.4.1 Training 

The water usage data was aggregated into hourly flow traces (8 readings at 7.5-minute 

intervals averaged over one hour) to analyse the usage characteristics at the pilot site. In 

a number of cases, data points had overlapping timestamps due to metering errors, and 

these were removed from the training dataset. Real water time series data often contains 

values that exhibit atypical usage characteristics and do not follow expected or routine 

patterns. Such data points are normally identified as outliers (Harris et al. 2014). These 

outliers can be due to measurement error, variation in the water use, and process noise, 

but could assist in stabilizing the sensitivity of the PCA model. Thus, some outliers in the 
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dataset may contain valuable information which could be lost if all outliers are removed, 

while others (i.e., measurement error and process noise) can negatively affect the model 

accuracy and could be removed. To localize outliers in this context, the dataset was 

analysed by plotting distances (score and orthogonal distances) from the centroid of the 

covariance data structure (Figure 4.6). The score distance was measured  within a PCA 

space, while the orthogonal distance was measured between data each point and its 

projection in the  r-dimensional space (Rousseeuw et al., 2018).  

 

Figure 4.6: Distance-distance plot for the training dataset. 

To localize the outliers within the dataset, the training dataset was analysed by computing 

the distance values from each data point to the centroid of the dataset in the PCA space.  

The basic idea of distance-distance plot is to map the outlying data points that exhibit 

unusual correlation with respect to the covariance structure of the data, results in larger 

distance values. As can be seen from the Figure 4.6, during training period a number of 

data points breached the score distance cut-off constituting to larger score distance values, 

indicative of non-routine water uses data points that do not follow the routine pattern. On 

further manual inspection of the training dataset exhibit that the average flow at the data 

points with large score distance values was around 48 m3/day which was higher than the 

routine average flow (i.e., ~43 m3/day). Where no orthogonal data points were observed 

during training period. The average flow at data point detected as outlier was recorded 
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around 56 m3/day, which was higher than the routine average flow, hence ignored during 

the PCA model development.  

The PCA model and the SVM model were trained using six months of data from January 

to June (which incorporated a Semester of teaching and exams); the calculated PCA 

monitoring statistics (T2-statistics and Q-statistics) are shown in Figure 4.7 (dashed 

lines). As can be seen from Figure 4.7, a number of points lie above the α-control limits, 

constituting system alarms. These are due to a combination of non-routine water uses in 

the building (e.g., event at 122 days) and routine statistical variation related to the 

inherited definition of the α-control limit, which is linked to false alarm probability (Li 

et al., 2019). Importantly, none of these system alarms in the training data would trigger 

a fault alarm in the FDD framework as none of the system alarms occur on consecutive 

days (as discussed in Section 4.3.4). It is also noted that metering fault data and one 

obvious fault data point were removed from the training data set, in line with standard 

threshold development procedure. 

 

Figure 4.7: The time evolution of T2-statistics and Q-statistics on a semi-logarithmic 

scale for the training data (PCA model). 

4.4.2 Validation 

Having trained the PCA model, a model validation was conducted on academic Semester 

1 water consumption data (September-December) to assess the model’s ability to detect 

faults. Importantly, it was known that this Semester 1 data contained an actual fault in 

the building water distribution system. A previous study (Clifford et al., 2018) focused 

on the use of low-resolution meter data to detect various flow signatures associated with 
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different end-use cases in this building. This study demonstrated faults had occurred in 

the rainwater-harvesting system, which was eventually found to be due to a faulty valve 

on the inlet to one of the storage tanks on the roof top of the building. Further inspection 

of meter data from the period concerned indicated that the fault caused excess metered 

water consumption of 3.5 m3/day in the building (as the cold-water system supply was 

engaged to fill the rainwater top-up tanks even though rainwater was available). Figure 

4.8a illustrates the total daily usage of water over the training period and during the 

Semester 1 period (validation period) where the fault occurred. Figure 4.8b & c show 

the PCA model output for the validation period which utilised the Hotelling T2-statistics 

and Q-statistics α-control limits calculated during the training phase. 

 

 

Figure 4.8: (a) Daily usage of total water use in the building, (b & c) The time 

evolution of T2-statistics and Q-statistics on a semi-logarithmic scale for the testing 

data (PCA model validation). 

As can be seen from the plots, the T2-statistics for the Semester 1 data breach the α-

control limit Tα
2 for a large portion of the monitoring period, resulting in a significant 

number of system alarms. As many of these system alarms occurred on consecutive days, 

fault alarms were triggered in the PCA FDD framework in accordance with the false 

alarm reduction step (Section 3.2.3). While the T2-statistics were effective in detecting 
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the water distribution system faults (Figure 4.8b), the Q-statistic did not pick up the fault 

in question with few Q values breeching Qα. This is due to the fact that the T2-statistics 

is more suited to detecting faults relating to higher flows, while the Q-statistics is targeted 

towards detecting lower flow reading faults. To gain further insight into the PCA model 

performance, the results were compared to those obtained using the univariate method in 

(Clifford et al., 2018). The PCA model outperformed the univariate model over the 

validation period, detecting 25% more system alarms and triggering four more fault 

alarms. When these additional system alarms were checked back against the historical 

records for the building, they correctly corresponded to known faults or known non-

routine water uses. Comparisons between the performance of the univariate FDD 

approach and the PCA and SVM FDD approach proposed herein is explored in more 

detail in Section 4.4.4. of this chapter.   

4.4.3 Evaluation 

Having trained and validated the fault detection model, its performance was evaluated by 

considering data for the year following the validation period. As can be seen in Figure 

4.9, a large number of data points (2 2 data points) exceeded the α-control limit and were 

thus labelled as system alarms (i.e., non-routine water uses or due to faults in the system). 

Of these 272 system alarms, sixteen sets of fault alarms were raised (dashed line boxes 

in Figure 4.9). As per the Section 3.2.3, these fault alarms occur when system alarms 

(caused by values above the α-control limit) persisted for two consecutive days or more. 

Several non-routine water uses were also observed over the 1-year period (whereby there 

was a single 1-day above α-control limit). These high usage peaks raised system alarms 

but did not trigger a fault alarm in this FDD methodology.  
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Figure 4.9: The time evolution of T2-statistics and Q-statistics on a semi-logarithmic 

scale for the new testing data (PCA fault detection). 

Having detected the system alarms using the PCA approach, the model then used SVM 

to classify each system alarm. The SVM classifier checked system alarms to ensure they 

were not in fact routine flow events (i.e., some events which are close to the α-control 

limit may be classified as routine flow). The remaining system alarms were classified as 

1) non-routine water uses (non-consecutive system alarms), 2 metering error, or 3) excess 

usage indicatives of fault. This is shown in Table 6. It is noted that, in this case, the SVM 

could not be trained to classify continuous flow events for this case study as no such 

events occurred during the training data period. 

Table 6: System alarm classification labels. 

S.No. Labels Description 

1 Non-routine water 

uses 

Unusual water uses in working or non-working hours 

2 Metering error Error due to equipment malfunctioning / zero water 

use during the time period 

3 Excess usage Exceptional water uses during the time period 

indicative of water distribution system fault  

 

Importantly, the SVM classification identified fifteen of the sixteen fault alarm sets 

(sequential α-control limit breeches). Of sixteen fault alarm sets detected, one fault alarm 

set was due to excess usage, this was due to a fault in the rainwater-harvesting system 
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which had been previously undetected. This significant fault resulted in additional mains 

water usage to maintain a constant supply of cold-water to the roof top tanks for the grey-

water uses. Fifteen were due to metering errors (the previous fault identified with the 

rainwater-harvesting system was explored as a possible issue but was found to have been 

resolved). Metering error faults were verified by manual interrogation of data sets to 

ensure the correct detection of metering error faults that had occurred. On further 

investigation the “metering error” was in fact found to be the result of flow data not being 

logged and thus there was no data for these periods (which in this approach are equivalent 

to “zero” flow days). For days with system alarms these were attributed to workshops, 

infrequent laboratory events, conferences, etc. that occurred on the given days. In 

retrospect it was not possible to identify the exact nature of the error. 

These results are reflective of situations where such data sets can have a significant 

portion of missing data for a range of reasons including malfunctioning of monitoring 

equipment (the replacement of which is seldom a short-term investment priority), lapses 

in monthly or annual contracts between building owner and third-party data monitoring 

companies, etc. It is noted that if FastDetect was in place over the evaluation data period 

the faulty meter would have been identified and subsequently replaced.  

Figure 4.10 represents the performance of the classifier across the three system alarm 

classifications via a confusion matrix. Confusion matrices (aka contingency tables) reveal 

how the classifier mislabels (or confuses) system alarms and can be used to summarise 

the performance of a classifier with respect to test data (Vitter and Webber 2018). In this 

matrix, the main diagonal elements represent how often a certain system alarm label is 

classified correctly (green), while the other boxes show the classification results for 

misclassification. It is noted that the correct classification of the data for this comparison 

was determined from time consuming manual interrogation of the historical test data for 

all system alarms over the monitoring period. In general, Figure 4.10 shows that the 

classifier performs well given the relatively short training dataset of six months. The 

extent of error in classification is a function of a) the difficulty in identification of a 

particular class, and b) the small sample sizes of the different system alarms present in 

the training data. For instance, the training data contained only three metering errors. The 

classifier can be easily trained for this error however, as metering error readings nearly 

always show zero flow or a series of days with the same flow (which is generally highly 

unlikely). This results in 100% correct classification for metering error as shown in 
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Figure 4.10. The training data also contained three non-routine water use events; 

however, this data set was only sufficient to ensure 50% classification accuracy for non-

routine water uses. This is due to the fact that many non-routine water use events are 

borderline flow events, which are close to the T2 and Q α-control limits and are thus 

highly susceptible to misclassification. For excess usage, which is perhaps the most 

important classification as it is indicative of a fault in the water distribution system, the 

classifier was 67% accurate. This success rate was obtained with only two excess usage 

data events in the training data. This is partially due to the fact that excess usage events 

tend to have easily distinguishable characteristics such as high flows and are thus easier 

to distinguish from routine operation than say non-routine water uses. While overall 

classifier performance was good, the analysis clearly indicated that a greater number of 

system alarms in the training data would facilitate improved classification going forward. 

Thus, from a practical viewpoint, a classifier can be continually improved during the 

performance monitoring period, through continued updating of the system alarm training 

dataset. It should be noted that missed alarms were included in the fault diagnosis process. 

During the fault detection process, fewer missed detected events were observed which 

were classified as non-routine water uses in the fault diagnosis process. These system 

alarms did not persist over two consecutive days as verified by manual interrogation of 

the historical data. Moreover, the metering error and excess usage are considered as real 

faults where excess flows were not considered faults as it is indicative of high flow on 

any given day.    
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Figure 4.10: Confusion matrix of an actual and predicted system alarm labels.  

4.4.4 Effectiveness of fault detection and diagnosis  

In order to gain further insight into the performance of FastDetect, the results over the 

evaluation period were compared to those obtained from the univariate approach which 

have been recently reported widely in water sector (Gois et al.,  2015; Mulligan et al., 

2020; Sousa et al., 2019) as presented in Section 2.4.2 and Section 2.5.1 – Chapter 2. The 

results were further verified by manual interrogation of data set and through discussion 

with technical staff to investigate if the correct detection of faults had occurred. For any 

new non-residential building, a validation process will be required to ensure good 

performance of FastDetect and appropriate accuracy in identifying faults. The findings 

from this comparison are presented graphically in Figure 4.11a. As discussed, 272 

system alarms were detected by FastDetect. As shown in Figure 4.11, 248 of these 

mapped directly onto the univariate model results, meaning the PCA approach detected 

an extra 24 system alarms over the univariate method. Manual interrogation of the 

historical data revealed that of these 24 additional system alarms, 13 corresponded to 

non-routine water uses, while 11 constituted false system alarms (i.e., examination of the 

historical data indicated the water distribution system in the building was operating 
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correctly at the time of the system alarm). As shown in Figure 4.11b however, the 

performance of FastDetect was further enhanced by the SVM component of the model. 

The SVM classification resulted in 11 of the false system alarms being re-classified as 

routine flow. Consequently, overall, the method proposed herein identified all the 

univariate model system alarms, detected 13 additional system alarms successfully, and 

revealed 3 were found to be false alarms. FastDetect also facilitated accurate 

classification of the system alarms (over 90% accuracy), providing a greater level of 

information to the building manager. Again, it is noted that continuous flow alarms could 

not be classified due to a lack of these faults in the training data, and while FastDetect 

has been shown to have advantages over the standard univariate approach, its 

performance would be even further enhanced through provision of larger training data 

sets.   

 

Figure 4.11: Description of (a) system alarm detection results, and (b) system alarm 

diagnosis results. 

As mentioned earlier, FastDetect detected additional alarms (9% additional system 

alarms) when compared to the univariate approach, out of which 5% were true system 
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alarms and 4% were false alarms (verified by manual interrogation of the data set). As 

can be seen from Figure 11, 91% of FastDetect detected alarms were mapped directly 

onto the univariate approach results (99% univariate approach results were matched with 

FastDetect results). However, FastDetect resulted in comparatively more false alarms 

(4%) than univariate approach but outperformed in detecting true low-flow alarms which 

the univariate approach failed in. These low-flow system alarms could cause 

imperceptible faults in the building water distribution system, compromising the system’s 

efficiency. Hence, there is a trade-off associated with the number of false alarms that can 

be tolerated by the building manager and the accuracy of detecting true system alarms.  

A significant advantage of FastDetect over univariate approaches is that these approaches 

tend to detect faults that have distinguishable characteristics such as high flows which are 

easier to identify from routine water uses. This could lead to faults, resulting from low 

flow readings, remaining undetected. FastDetect showed excellent capability in detecting 

faults with distinct characteristics such as high flow fault, low-level imperceptible faults 

and equipment malfunctioning faults. Moreover, FastDetect can identify the root cause 

of the detected faults which a univariate approach cannot.  

4.5 Conclusion 

PCA together with a multi-class classifier SVM were found to be useful in detecting and 

diagnosing faults in building water networks. Classical and advanced approaches have 

resolved many FDD problems in water networks, but when it comes to building level 

multivariate systems or special cases (for instance substantial variation in the water 

consumption data), these approaches are not entirely effective. This study investigated a 

FastDetect for non-residential building water distribution system which combines the 

detection indices (T2 and Q-statistics) and multi-class SVM. Hotelling T2-statistics and 

Q-statistics  were used to detect system alarms in the incoming data and the latter multi-

class SVM along with error-correcting output code was trained for system alarm 

classification. The results demonstrated promising capabilities of FastDetect. When 

compared to the standard univariate approach, a greater number of system alarms were 

detected and found to have occurred. The multi-class SVM also allowed these system 

alarms to be classified, providing a greater level of information to building managers, 

which may avoid unnecessary emergency shutdown in industrial applications. Thus, the 

comparative study has shown that FastDetect performs better than standard univariate 
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approach. While FastDetect has good capability in detecting and diagnose faults in 

complex non-residential water distribution systems.  
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5 False Alarms Moderation for Performance Monitoring in Industrial Water 

Distribution Systems 

5.1 Overview 

The aim of this chapter was to address the issue of high prevalence of false alarms during 

fault detection process leading to low industry uptake of FDD systems developed, or 

where in place, alarms can be ignored. To efficiently detect and diagnose water 

distribution system faults, false alarms have to be controlled through false alarm 

moderation approaches so that building managers/operators only need to focus on critical 

system alarms or system alarms with high risk levels. In this part of work two statistical 

false alarm moderation approaches (window-based, and trial-based) were presented that 

generate a second control limit for monitoring statistics (T2-statistics and Q-statistics). 

The implementation of these false alarm moderation approaches was combined with PCA 

and SVM to detect and diagnose faults with real water time series data from two non-

residential case-study sites. 

The study has been submitted in Advanced Engineering Informatics (Hashim, H., 

Clifford, E., Paraic, R., 2021) This chapter is arranged as follows. Section 5.2 provides 

an overview of false alarm moderation approaches used in the context of performance 

monitoring followed by the details of two case-study sites and their pumping systems are 

outlined in Section 5.3. In Section 5.4, the false alarm moderation approaches were 

integrated into a PCA-based fault detection discussed in detail. The methodology applies 

the PCA technique combined with false alarm moderation approaches on two case-study 

sites. The results which showed improved performance of PCA-based fault detection 

through the application of false alarm moderation are presented in Section 5.5. Section 

5.6 summarises the study and provides conclusions. 

5.2 Introduction 

Modern industrial facilities require large-scale and complex water distribution systems 

which in turn experience faults that produce undesirable water consumption within a 

facility that can often go undetected (Hashim et al., 2020). A relatively high prevalence 

of false alarms will reduce confidence in any fault detection and diagnosis system and 

cause unnecessary downtime and cost. Thus, can cause hesitation in building managers 
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when responding to true system alarms (faults and non-routine water usage events) during 

performance monitoring of industrial water distribution systems (Figure 5.1). This study 

seeks to address this important gap in the literature through application of two false alarm 

moderation approaches to the PCA fault detection methods for the first time. 

 

Figure 5.1: System alarm characterization. 

Having established a PCA-based fault detection approach for industrial buildings 

(Chapter 4 & Hashim et al., (2020). This paper builds on this work through utilization of 

false alarm moderation techniques using real sites data. The two false alarm moderation 

approaches used in this study are the window-based, and the trial-based methods. These 

are non-parametric statistical approaches that apply false alarm moderation for 

monitoring statistics (T2-statistics and Q-statistics) in the developed PCA model. These 

approaches do not require additional information from the training data and can be 

integrated into the developed PCA model without any computational and labelling cost 

(making them ideally suited to non-residential water usage applications). For the trial-

based approach, probabilities of the monitoring statistics are analysed based on 

independent trials. This approach was originally proposed for binary integration in radar 

and electronic warfare problems to detect contiguous or successive signals (Bell, 1996; 

Gilliam et al., 2012). The work herein represents the first application of the approach to 

performance monitoring. For the window-based approach, false alarms are controlled by 

employing an “observation window”. The window-based approach originates within 

time-series outlier detection research developed to isolate the occurrence of randomly 

induced outliers resulting from systematic process variation (Abraham and Chuang, 

1993; Chen et al., 2008; Singhal and Seborg, 2000). It was initially proposed by (Li et 

al., 2018; Chen, 2010) in performance monitoring of modelled chemical processes, but 
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has not been used with real site data to date. Existing false alarm moderation approaches 

for water distribution system in the literature utilise generated or trial data sets. The use 

of idealised data means does not facilitate examination of the effect of random variations 

and outliers, which undoubtedly occur in industry. This can lead to an over-estimation of 

the effectiveness of false alarm moderation approaches when testing against generated 

data (Blázquez-García et al., 2021; Hu et al., 2021; Jung et al., 2015). However, in this 

study the proposed approaches are assessed using real case-study site data (described in 

detail in Section 5.4.2) for the first time in the literature, with associated outliers and 

process noise. This leads to a more robust assessment of the false alarm moderation 

technique’s ability to reduce false alarms in water distribution systems. The dataset used 

in this study is directly from operational industrial water distribution systems, facilitating 

achievement of the aim of developing and evaluating false alarm moderation approaches 

within the practical data constraints frequently encountered in industry. Evaluation 

metrics were defined to study the effects of these approaches on the PCA model 

performance. This study proposes and demonstrates that with the application of the false 

alarm moderation approaches, false alarms can be controlled greatly, enhancing the fault 

detection and diagnosis performance of the PCA model. Overall, the goal of the proposed 

false alarm approaches was to obtain a simpler integrable method to control false alarm 

occurrences during performance monitoring without the use of labelled “false alarms” 

data points.  

5.3 Case-study sites data 

The case-study 1 industrial water distribution system (within an Irish food and drinks 

company) supplied water to production and distribution facilities, offices, cleaning 

facilities, a canteen and toilet facilities spread across 9,300 m2 of floor space (Figure 

5.2). The case-study site is one of the most modern and highly automated production 

facilities in Ireland. The company is located near the west coast of Ireland in an area with 

a temperate marine climate. The company operates six days a week (closed Sundays). 

The mains water supply (public supply) is currently monitored using a third-party 

monitoring system that collects data, provides high level usage statistics, and sends 

notifications when water usage exceeds a predefined threshold based on a univariate 

approach. Some of the key water uses include transport vehicle washing, scheduled 

cleaning activities, toilets and urinals, and potable water for the water fountains and the 
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canteen. The case-study site is managed by a third-party monitoring system which is 

based on a conventional threshold system which triggers alarms when relatively high 

levels of water are being used. 

 

Figure 5.2: production facilities - within an Irish food and drinks company. 

The case-study 2 water distribution system was the within Alice Perry Engineering 

Building at the National University of Ireland, Galway (NUI Galway) (Figure 4.2 – 

Chapter 4). The building is located on the west coast of Ireland in an area with a temperate 

marine climate. The building is one of the most state-of-the-art university buildings in 

Ireland and has been operational since 2010. The building includes lecture halls, 

classrooms, offices, laboratory facilities, a café, and shower and toilet facilities spread 

across 14,000 m2 of floor space on four storeys. Some of the key water uses include 

showers and hand wash basins, grey water from a rainwater-harvesting system for toilets 

and urinals and potable water for the water fountains and the café. The building is 

managed through a building management system that collects data on building 

performance and operational efficiency - including 11 water meters and several electricity 

meters. This study deals primarily with the overall mains water usage within the case-

study sites. 

To initialize the false alarm moderation process for this study, statistical features from 

the mains meter readings of two case-study sites were derived to describe baseline water 

usage and diurnal patterns (or indeed patterns at any chosen time interval for which 

adequate data was available). The daily flow and maximum flow features summarize 
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water consumption over a 24-hour period from midnight to midnight. Whereas the 

remaining features (working hours, non-working hours, and night time) focus on water 

consumption for specific periods of the day which are linked to how the case-study sites 

are used. These periods comprise four working hour time intervals, two non-working 

hour time intervals and night time interval. For the case-study 1, water flow data recorded 

at 30-minute intervals, was collected from the on-site third-party monitoring system, and 

analysed in developing the integrated methodology with false alarm moderation 

approaches. Case-study 2 applies fault moderation to the application of PCA based fault 

detection previously published (Hashim et al., 2020). For the case-study 2, medium 

resolution data recorded at 7.5-minute intervals was collected in the case-study building 

from an inline displacement water meter equipped with a magnetic pulse output and 

analysed in developing the integrated methodology with false alarm moderation 

approaches.  

5.4 Methodology 

In this study, PCA and detection indices namely, Hotelling T2-statistics and Q-statistics 

were applied to extract the useful information from the dataset by identifying the data 

noise and thus distinguishing between the features of routine, non-routine, and faulty 

operation.    

5.4.1 Principal component analysis and detection indices 

PCA is used to extract the correlation between variables in sets of independent variables, 

that explain the trend of the process while optimizing the variance of the original data in 

a reduced number of dimensions. PCA determines the orthogonal vectors which are 

defined by a linear combination of the original features ordered by an amount of 

explained variance in component direction known as principal components. Moreover, 

to detect the anomaly of the new incoming data and to measure the variation of the 

samples within the PCA model detection indices (namely, Hotelling T2-statistics and Q-

statistics) are utilized in this study. A more detailed explanation of PCA and detection 

indices can be found in (Hashim et al., 2020).  
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5.4.2 False alarm moderation approaches  

5.4.2.1 Window-based approach 

In this false alarm moderation approach, when the number of system alarms s (data points 

beyond α-control limit) in a particular observation window v of length w is greater than 

a second control limit k, a fault is confirmed (not a false alarm). In the ongoing analysis, 

the monitoring statistics (T2 or Q-statistics) are referred as Mi, where i is the ith value (i = 

1, 2,  …n). A “sliding” observation window v (moving linearly at a fixed interval) is 

considered along the full length of the monitoring statistics such that w < n. For instance, 

if window “1” = v1 and has a window length “w” then v1 starts at i = 1 and encompasses 

data points from x1 to xw. For window “2” = v2, the observation window then slides 

forward by one position to start at i +1 (v2 starts at i = 2) and encompasses data points 

from x2 to xw+1 and the process continues till all Mi are checked in probable observation 

windows. The outline of the window-based approach is shown in Figure 5.3. 

 

 Figure 5.3: Outline of window-based approach. 

According to probability theory (Papoulis, 1980), if Mi are independent and identically 

distributed, then Mi can be approximately regarded as obeying Bernoulli distribution. 

Thus, the sum s is a binomial random variable which is the summation of si which 

represents Mi beyond the α-control limit with a probability density distribution which can 

be expressed as (Chen, 2010; Li et al., 2018; Smith & Aretxabaleta, 2007; Barczy et al., 

2010). 
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 𝑝(𝑠;  𝛼, 𝑤) = (
𝑤

𝑠
) 𝛼𝑤−𝑠(1 − 𝛼)𝑠  (24) 

A key parameter of the window-based approach is the length of the observation window 

which is selected at the training data stage. Where possible the selection of window length 

w should enable as many windows as possible to have at least one system alarm. 

However, if the selection of a suitable window length w is based on the frequency of 

system alarm occurrence. If the window selected is too large there will be increased 

likelihood of false alarm occurrence. For instance, a large observation window could 

contain a number of false alarms, thus increasing the potential for total system alarms s 

to be greater than the second control limit k (s ≥ k), triggering a true system alarm. Thus, 

too large a window length could result in the FDD system incorrectly reporting true 

system alarms, reducing the system’s reliability and performance. However, if the 

window length selected is too small there may be an insufficient number of time 

dependent monitoring statistics within the window to facilitate detection of true system 

alarms in practice (s cannot rise above k) (Li et al., 2018; Chen, 2010). Given the 

challenges associated with window length selection, extensive trials and subsequent 

analysis was conducted in the training data stage of this study to identify the most 

appropriate window length. 

For a given data point xi, the second control limit k for an observation window v can be 

computed by a cumulative distribution function (Abraham and Chuang, 1993; Chen et 

al., 2008; Chen, 2010).  

 𝐹(𝑘;  𝛼, 𝑤) =∑(
𝑤

𝑖
)

𝑠

𝑖=1

 𝛼𝑤−𝑖 (1 − 𝛼)𝑖  < 𝛽  (25) 
 

where 𝛽 is the confidence level for a second control limit k. In accordance with the 

multivariate fault detection in process industries, 𝛽 is usually set between 0.9 and 0.99 

(Chen, 2010; Li et al., 2018). Therefore, it can be concluded that if the system alarm 

number is within the second control limit k in the observation window v, the time 

dependent monitoring statistics can be assumed to be representative of the routine system 

operating condition (not resulting from a fault or non-routine water uses). It is noted that 

the steps above for determination for the control limit k and window length w were 

completed in the training data stage and are thus not required for the implementation 
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phase. In this approach, the number of system alarms s in each observation window v was 

compared to the second control limit k to detect true system alarm. Overall, the 

application of the window-based approach can be summarised as follows.  

1. Calculate monitoring statistics Mi with n observations from the training dataset. 

2. Selection of a suitable observation window length w.  

3. Compute a second control limit k utilising a cumulative distribution function. 

4. Generate sliding observation windows.  

5. If Mi is beyond the α-control limit at a given timestep i, then the corresponding 

system alarm si is set to be 1 for that time step, otherwise si remains zero. 

6. All time dependent monitoring statistics Mi in the current observation window are 

examined using the approach Step 5.  

7. s is then calculated as s = Σ si for the observation window. 

8. s is then compared to the second control limit k.  If s ≤ k, then the starting data 

point in the observation window be considered to be representative of routine 

water usage. 

9. The window then slides forward by one position and the process starts again from 

Step 5.   

5.4.2.2 Trial-based approach 

In this approach, false alarm probabilities were analysed based on T independent trials. 

Under the prior assumption of monitoring statistics can be regarded as obeying Bernoulli 

distribution (Section 5.3.2.1), false alarm detection in each individual observation is an 

independent Bernoulli trial with probability θ. This can be referred to as the ratio of 

number of successes to the total number of trials. The outline of the trial-based approach 

is shown in Figure 5.4 and a detailed description of this can be read in (Papoulis, 1980; 

Bell, 1996).  
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Figure 5.4: Outline of trial-based approach.  

The false alarm probability can be determined by a sufficient number of trials based on 

the confidence level often defined as the binomial probability mass function or the 

binomial discrete density function. The number of successes in T independent trials 

conforms to a binomial distribution, if in each trial either success or failure stage is 

achieved with a predefined confidence level. The minimum number of trials T can be 

determined as (Gilliam et al., 2012).  

 𝑇 =
log(1 − 𝛼)

log(1 − 𝜃)
 (26) 

where α is the confidence level and θ is the estimated false alarm probability of the system 

alarms. According to binomial binary integration rule, at a specified confidence level the 

sequence of probabilities of an individual observation can be interpreted as the binomial 

cumulative distribution function (Papoulis, 1980).  

 𝐹(𝑠𝑖;  𝜃, 𝑇) =∑𝑝(𝑠𝑖;  𝜃, 𝑇)

𝑠

𝑖=1

  (27) 

where si represents the system alarm in T independent trials with (0 ≤ θ ≤ 1) given that 

the probability for success is predefined. By analysing the minimum number of trials 

adequate results can be obtained at a specified false alarm probability and at a desired 

confidence level (Gilliam et al., 2012). The false alarm probabilities for si events can be 

attained by computing cumulative the distribution function of the monitoring statistics. 

Thus, the second control limit k can be determined at the maximum value of the computed 
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false alarm probabilities, such that k ≥ 1. In this approach, the individual system alarm si 

was compared to the second control limit k to detect true system alarm. The trial-based 

approach can be summarized as follows.  

1. Calculate monitoring statistics Mi with n observations from the training dataset. 

2. Analyse the system alarms si (data points beyond α-control limit).  

3. Estimate the false alarm probability θ from the system alarms. 

4. Determine the number of independent trials T with a predefined confidence level.  

5. Compute false alarm probabilities p(si) with a predefined confidence level. 

6. Calculate the second control limit k at a false alarm probability, such that k ≥ 1.  

7. si is then compared to the second control limit k. If si ≤ k, then the data point can 

be considered to be representative of routine water usage. 

5.4.2.3 Evaluation indices 

The performance of the proposed false alarm moderation approaches was evaluated in 

terms of (1) the false alarm rate (PFAR) during the fault detection process and (2) 

misdetection rate (PMDR) of system alarms of the PCA model. The false alarm rate (PFAR) 

– for monitoring statistics in the PCA model can be expressed as (Li et al., 2018).  

 𝑃̂𝐹𝐴𝑅 = 
𝑁𝑓𝑎𝑙𝑠𝑒.𝑎𝑙𝑎𝑟𝑚

𝑁𝑛𝑜𝑟𝑚𝑎𝑙
 (28) 

where 𝑁𝑓𝑎𝑙𝑠𝑒.𝑎𝑙𝑎𝑟𝑚 is the number of data points falsely identified as system alarms during 

the fault detection process and 𝑁𝑛𝑜𝑟𝑚𝑎𝑙 is the number of data points resulting from routine 

operating conditions (within the α-control limit). Lower values of PFAR demonstrate that 

a greater number of false alarms are controlled by the false alarm moderation approach 

indicating better performance of the proposed approach.  

Misdetection rats has previously been used to compare the fault detection performance 

of various detection methods (Gajjar et al., 2018; Qin and Chiang, 2019; Zhao et al., 

2019; Bakdi and Kouadri, 2017). The misdetection rate can be expressed as the ratio of 

system alarms that are not detected as system alarms (identified as normal - 

𝑁𝑚𝑖𝑠.𝑎𝑙𝑎𝑟𝑚) to the total system alarms 𝑁𝑠𝑦𝑠.𝑎𝑙𝑎𝑟𝑚. It can be expressed as (Bakdi and 

Kouadri, 2017).   
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 𝑃̂𝑀𝐷𝑅 = 
𝑁𝑚𝑖𝑠.𝑎𝑙𝑎𝑟𝑚
𝑁𝑠𝑦𝑠.𝑎𝑙𝑎𝑟𝑚

 (29) 

Lower values of PMDR indicate that fewer system alarms go undetected during the fault 

detection process. The objective of an industrially reliable fault detection and diagnosis 

approach is to achieve the lowest PFAR and PMDR values (Zhao et al., 2019; Qin and 

Chiang, 2019). While limiting the prevalence of false alarms during fault detection and 

diagnosis processes.  

The F1-score has previously been utilised to evaluate the machine learning-based model 

performance in different sectors such as construction, cybersecurity, neuroscience, etc. 

(Zhao and Obonyo, 2021; Zhao and Obonyo, 2020; Jung and Lee, 2019). The F1-score 

is defined as the harmonic mean of precision which is given by 

𝑁𝑠𝑦𝑠.𝑎𝑙𝑎𝑟𝑚 (𝑁𝑠𝑦𝑠.𝑎𝑙𝑎𝑟𝑚 + 𝑁𝑓𝑎𝑙𝑠𝑒.𝑎𝑙𝑎𝑟𝑚)⁄  and recall which is given by 

𝑁𝑠𝑦𝑠.𝑎𝑙𝑎𝑟𝑚 (𝑁𝑠𝑦𝑠.𝑎𝑙𝑎𝑟𝑚 + 𝑁𝑚𝑖𝑠.𝑎𝑙𝑎𝑟𝑚)⁄  (Zhang et al., 2021). It can be expressed as (Zhao 

et al., 2021). 

 
𝐹1−𝑠𝑐𝑜𝑟𝑒 =

𝑁𝑠𝑦𝑠.𝑎𝑙𝑎𝑟𝑚

𝑁𝑠𝑦𝑠.𝑎𝑙𝑎𝑟𝑚 +
1
2
 (𝑁𝑓𝑎𝑙𝑠𝑒.𝑎𝑙𝑎𝑟𝑚 + 𝑁𝑚𝑖𝑠.𝑎𝑙𝑎𝑟𝑚)

 
(30) 

5.4.3 Fault detection 

To identify faults within the true system alarms category (see Figure 5.1), the time series 

nature of the data over periods of two days or more was considered. This practical 

approach, which was also used by (Hashim et al., 2020), recognises the fact that industrial 

facilities such as the one explored herein are occasionally used for events which result in 

significant increases in water consumption such as transport vehicle washing, scheduled 

site cleaning activities, etc. on a given day. The two-day time period was selected based 

on a high-level water audit of historical data (12-month period prior to the data used in 

this study) within the facility which demonstrated that events such as vehicle washing, or 

site cleaning occurred on a single day (sometimes scheduled and sometimes not) but did 

not occur on consecutive days. Thus, an unusual water pattern might be observed for one 

day due to vehicle washing but was highly unlikely to be observed for two consecutive 

days (this is highlighted in Figure 5.6 - red solid data points). Thus, faults in the proposed 

framework were raised when true system alarms persisted over two or more consecutive 

days. The nature of the time series alarm system could vary between industrial sites based 
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on water use event patterns within the facility and can be established by a high-level water 

audit. The summary of the false alarm moderation is outlined in Figure 5.5. 

{
    tacceptable < tlimit −−−  Normal                        

tacceptable ≥ tlimit −−− Indicative of fault 
 (31) 

  

 

Figure 5.5: Summary of PCA with false alarm moderation approaches. 

5.5 Results and discussion 

5.5.1 Training and model development – Case-study 1 

Water usage data was aggregated into hourly flow traces to analyse the usage 

characteristics and to facilitate application of the methodology for false alarm moderation 

at the case-study 1 site (the original data comprised a volume reading every 30 minutes). 
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In a number of cases data points had overlapping timestamps due to sensor and/or 

communication errors and these were removed from the training set. The PCA model was 

trained using nearly six months of data (174 data points). The calculated PCA monitoring 

statistics (T2-statistics and Q-statistics) are shown in Figure 5.6a. It is noted that the water 

usage data does not reflect normally distributed data. It can be seen from Figure 5.6a that 

a number of data points lie above the α-control limits, constituting system alarms (12 

system alarms constituting 7% of the data points). These were due to a combination of 

on-site non-routine events (which inevitably form part of the training data) and routine 

statistical variation related to the inherited definition of the α-control limit, which is 

linked to false alarm probability (Hashim et al., 2020; Li et al., 2019). While none of 

these system alarms in the training data would result in a fault in this integrated fault 

detection and diagnosis framework (even prior to false alarm moderation), as none of the 

system alarms occur on consecutive days (as discussed in Section 5.4) - they would result 

in alarms at the case study 1 facility’s current third-party monitoring system. To identify 

the false alarms in the training data, these 12 system alarms were examined manually 

against the facility records for the training period. Examination indicated that of the 12 

system alarms, 8 were false alarms events (events at days 46, 53, 91, 131, 133, 137, 143, 

151) at which the water distribution system in the facility was operating normally 

(checked against the historical record for the site) but alarms were raised (shown in 

Figure 5.6a - black solid data points). The system alarms at days 19, 88, 104, 162 days 

resulted from non-routine events (cleaning activities at site) which were manually 

checked against the historical record for the site to ensure they were not in fact routine 

flow events (shown in Figure 5.6a - red solid data points). Thus, only one third of 

detected alarms were true alarms (170 of 174 data points were routine data points). It 

should be noted that a manual check of the data, for verification purposes, showed the 

PCA-based fault detection detected all of the system alarms (those 4 system alarms were 

the only ones within this dataset). 

5.5.1.1 Determination of observation window length w (window-based approach) 

A key factor in applying the window-based approach is the choice of the appropriate 

observation window length w, which can be somewhat subjective. In this study, the 

impact of an observation window length w on both the sensitivity to true system alarm 

detection and the prevalence of false alarms, was studied. Six different observation 

window lengths were analysed to select a sensible length w of an observation window 
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(Table 5.1). For observation window lengths of w = 20 and w = 25, false alarms were 

reduced by 50% (4 of 8 false alarms eliminated); for w = 30 false alarm occurrence was 

reduced by 25% (2 out of 8 false alarms eliminated).  However, in each of these cases the 

true system alarms were not reported, and thus these window lengths were not suitable.  

For observation windows of length w = 5 to w = 15 all system alarms were correctly 

reported. However, there was a significant difference in the reporting of false alarms. For 

w = 5 the number of false alarms increased to 10 (from the original figure of 8) – thus 

providing no advantage over the based PCA-based method. A marginal reduction of 1 

false alarm was observed for w = 10 but for w = 15 the number of false alarms reduced 

by 37.5% (from 8 to 5 false alarms). It should be noted that the final number of false 

alarms reported for each window length is the sum of the original false alarms that are 

now correctly categorised (as routine data points) and the new false alarms “created”. For 

example, in Table 5.1, for w = 15, 5 of the original false alarms were correctly categorised 

through implementation of the window-based approach, but 2 “additional” false alarms 

arose. In this case, the detection of true system alarms is the key criterion and thereafter 

the ability of a method to reduce false alarms. The selection of the appropriate observation 

window length w can be further enhanced through provision of larger training data sets – 

particularly so where a dataset contains more system alarms. The above analysis would 

be specific to any building/scenario, but the same steps could be followed to establish the 

appropriate window length regardless of the building.    

Table 5.1: Selection of an observation window length w (Case-study 1). 

 Observation window length w PCA 

only 
w=5 w=10 w=15 w=20 w=25 w=30 

 Data point considered 174 

 Number of routine data points 170 

 Number of true system alarms* 4 

a Number of original false alarms 8 

 Number of system alarms detected 4 4 4 4 0 0 0 

b Number of original false alarms 

reduced 
N/A 4 5 5 6 6 6 

c False alarms produced by method 0 6 4 2 2 2 0 

(a+c)-b Final number of false alarms N/A 10 7 5 4 4 2 

 *Verified by manual analysis 
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5.5.1.2 Application of window-based and trial-based approaches. 

To reduce the prevalence of false alarms, the second control limit k for false alarm 

moderation was determined, for both the window-based and trial-based methods (see Eq. 

25 and 27), using the basic-PCA results (Figure 5.6a). False alarm probability was 

calculated from the false alarms identified in the training data during the PCA modelling 

process in comparison to those identified subsequently from manual interrogation (8 false 

alarms from a total 12 system alarms). The specific procedures involved in determining 

the second control limits based on false alarm probability presented in Section 5.4 were 

utilised. Having identified the appropriate k-values, the false alarm moderation 

techniques were implemented. The results are shown in Figure 5.6, with the output from 

the basic PCA model presented in Figure 5.6a, and the output from the PCA model with 

the trial-based approach and the window-based approach shown in Figure 5.6b and 

Figure 5.6c, respectively. Table 5.2 provides further insight into the performance of false 

alarm moderation approaches through presentation of the false alarm rate - PFAR. As can 

be seen from (Table 5.2), the application of PCA with trial-based approach resulted in a 

16.7% reduction in false alarms. The PCA with window-based approach resulted in a 

false alarm reduction of reduction of 37.5%. 
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Figure 5.6: (a) The time evolution of T2-statistics and Q-statistics in basic PCA, (b) 

PCA with trial-based approach, and (c) PCA with window-based approach for the 

training period. 

Table 5.2: False alarm rate for PCA with false alarm moderation (training period). 

 Basic PCA PCA with trial-

based 

PCA with window-

based  

 System 

alarms 

False alarms False alarms False alarms 

PFAR  12 8 16.7% less (i.e., 

7 false alarms) 

37.5% less (i.e., 5 false 

alarms) 

 

5.5.2 Testing period: effectiveness of false alarm moderation 

Having trained the basic PCA model and integrated the false alarm moderation 

approaches, the performance of the window-based approach and trial-based approach 

were compared to the basic PCA model using 12 months of data (date from the 12-month 

period following the training data period). As can be seen in Figure 5.7, a significant 

number of data points (181 data points) exceeded the α-control limit and resulted in 

system alarms (non-routine events or faults in the system for the basic PCA model). It is 
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noted here that the majority of system alarms over the monitoring period resulted from a 

recurring fault at the case-study site. This will be discussed and analysed in detail in 

Section 5.5.3. The focus of this sub-section is however to compare the performance of 

the basic PCA model to the PCA model with false alarm moderation. To do this it was 

necessary to manually check the 181 system alarms detected using the basic PCA model 

to identify which of these were false alarms. In total 13 of the 181 system alarms were 

found to be false alarms (indicated in Figure 5.7a - solid data points). These false alarms 

were generally due to PCA modelling inaccuracies or due to borderline flow fluctuation 

(flow events close to the α-control limits, and thus more likely to present as a false alarm). 

Having obtained this information, the effectiveness of the PCA model with false alarm 

moderation approaches was represented graphically, as shown in Figure 5.7b and  

Figure 5.7c. It can be seen from the plot that both the trial-based approach and the 

window-based approach resulted in the reduction of false alarm prevalence. 

 

 

Figure 5.7: (a) The time evolution of T2-statistics and Q-statistics in basic PCA, (b) 

PCA with trial-based approach, and (c) PCA with window-based approach for the 

testing period.  

Table 5.3 facilitates further comparison through presentation of the three evaluation 

indices: false alarm rate - PFAR, misdetection rate - PMDR and F1-score. As can be seen, 
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the PCA with the window-based approach performed best, with a 53.8% reduction in 

false alarms, and only a 2.4% missed detection rate (i.e., 4 of the 168 system alarms went 

undetected), when compared to the basic PCA approach. The PCA with trial-based 

approach was also effective, resulting in a 23.1% reduction in false alarms, but an 11.9% 

misdetection rate when compared to the basic PCA approach. This means that the trial-

based approach had three less false alarms (compared to the basic PCA approach), but 

this came at the expense of 20 missed system alarms. In addition, the F1-score for the 

PCA with window-based approach yielded the highest F1-score of 97% when compared 

to PCA with trial-based approach (91%). Considering this, the following sections focus 

on the performance of the window-based approach model in more detail. 

Table 5.3: Evaluation indices for PCA with false alarm moderation approaches 

(testing period).  

 Basic PCA PCA with trial-

based 

PCA with window-

based 

 System 

alarms 

False alarms False alarm reduced False alarm reduced 

PFAR  168 13 23.1% less (i.e., 10 

false alarms) 

53.8% less (i.e., 6 

false alarms) 

PMDR - - 11.9% (20 system 

alarms not detected) 

2.4% (4 system 

alarms not detected) 

F1-score   91% 97% 

 

5.5.3 Detailed results evaluation for PCA with window-based approach 

As mentioned above, the monitoring period data obtained for the industry partner 

represented a period over which a recurring fault occurred at the case-study site. 

Consultation with the building manager revealed that these faults had occurred due to 

leakage in the water network in one of the mains underground transmission pipes for a 

period of five months (from 10th May 2018 (day 146) to 10th October 2018 (day 310)) as 

indicated in Figure 5.8 (fault period). The fault initially occurred in one of the mains 

water pipes and was repaired in mid-June 2018 (day 184) as can be seen in Figure 5.8 

(fault repaired initially). Approximately two weeks later the fault re-occurred at the same 

location (indicated in Figure 5.8 - ‘fault occurred again’ (day 19 )). This failure was 

caused by heavy truck loads in the area over the weakened repaired section. For the 
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second repair the whole pipe section was replaced, with no further faults occurring to 

date in this area of the site.   

The occurrence of this actual fault over the monitoring period provided an excellent 

opportunity to conduct a detailed analysis of the efficacy of the PCA model with window-

based approach. As mentioned in Section 5.4.2 there were 174 system alarms over the 

360-day monitoring period. As per the model protocol (Section 5.3.3), system alarms that 

occurred on consecutive days triggered faults in the FDD framework. Of the 174 system 

alarms in the testing dataset, twelve sets of faults were triggered by the T2 α-control limit 

(dashed line boxes in Figure 5.8a) and nine sets of these faults were also triggered by Q 

α-control limit (dashed line boxes in Figure 5.8b). Two additional sets of faults (low 

flow faults) were detected by Q α-control limit. These would not have been detected by 

a conventional threshold FDD system.  

The pipework fault which occurred at the site, resulted in nonstop lower flow volume 

loss, and thus went undetected for some time by the facility’s existing third-party 

monitoring system, which is based on the conventional univariate FDD approach. By 

contrast the PCA with window-based approach detected the pipework fault almost 

immediately and triggered an alarm at Day 146, over two weeks earlier than the third-

party data monitoring system at the site, which triggered fault at Day 162, as illustrated 

in Figure 5.8. For the pipework fault re-occurrence event, the model proposed herein 

again significantly outperformed the facility’s third-party data monitoring system, 

detecting the fault at Day 196, 9 days earlier than the facilities existing FDD system 

(which triggered a fault alarm at Day 205). Inspection of metered data from the period 

concerned, confirmed that the fault occurred. To contextualise the water loss caused by 

the delayed detection, it is noted that during the fault period the facilities water 

consumption increased by of 3.4 m3/day.  
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Figure 5.8: The time evolution of T2-statistics and Q-statistics on a semi-logarithmic 

scale for the testing data (PCA with window-based approach). 

An additional comparative study was also conducted over the testing period contrasting 

the output of the various models examined herein (basic PCA, PCA with trial-based 

approach, and PCA with window-based approach), with a conventional univariate 

approach, which forms the basis for the fault detection and diagnosis system currently in 

use at the first case-study site. The findings from this comparison are presented in Table 

5.4. As previously mentioned, 181 system alarms were detected by the basic PCA 

approach. Of these, 132 mapped directly onto the system alarms from the univariate 

approach (i.e., the basic PCA approach detected 49 additional system alarms or 27% 

additional system alarms). Interrogation of the data and site records revealed that of these 

49 additional system alarms detected through PCA analysis, 13 were false alarms and 36 

were system alarms comprising of either non-routine events or faults (Table 5.4). 

Importantly, 7 of the 13 additional false alarms arising from the PCA method were 

removed by the window-based approach (53.8%), as discussed in the previous section. It 

should be noted that in Figure 5.7 each point represents the monitoring statistics (results 

in PCA space). Only the data points above the control limit are considered as system 

alarm; these in turn can be due to the non-routine water uses or faults. The monitoring 

statistics below the control limit represent the routine variation in the data set. In practice, 

if FastDetect was in place over the testing period, fault alarms would have been raised 

when system alarm persisted over two consecutive days. The fault would have been 

subsequently fixed at an earlier stage, which would in turn, result in fewer false alarms 

and less system alarms that had occurred in the remaining testing period.    
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Table 5.4: Comparative analysis of detected system alarms (case-study 1). 

System 

alarms 

Matched 

alarms 
Additional alarms 

False alarm 

reduced 

False 

alarm 

remains 

  
True 

alarms 

False 

alarms 
  

181 132 36 13 

Trial-based approach 

3 (23.1%) 10 

Window-based approach 

7 (53.8%) 6 

 

5.5.4 Verification of false alarms moderation approaches - Case-study 2 

In a previous study on case-study 2 (Hashim et al., 2020), a basic-PCA fault detection 

model was trained using flow data over a 162 day period. The resulting PCA-based fault 

detection model was then tested on data from the following 360-days. For the purposes 

of this fault moderation study, Days 111 - 360 from that testing period were excluded due 

to an ongoing long-term fault (which resulted in daily system alarms until the fault was 

eventually fixed). Thus, Days 1 - 110 were analysed herein in the context of fault 

moderation using the window-based approach only.  

As with case-study 1, the observation window length (w) for the window-based approach 

data was optimised using the data from the (162-day) training period. The training data 

comprised 162 data points of which the original PCA model detected 9 system alarms. 

Of these 9 system alarms, 6 were false alarms and 3 were true system alarms meaning 

that 159 of 162 data points were routine data points. The PCA model combined with the 

false alarm moderation approaches for the case-study 2 site were developed by utilising 

the protocols outlined in Section 5.4. The selection of an observation window w for 

window-based approach was carried out as described in Section 5.5.1.1 and an 

observation window of length (w = 15) was also found to be most appropriate for case-

study 2 (Table 5.5).  

For observation windows of length w = 5 and w = 10, false alarms were reduced by 66% 

(2 out of 6 false alarms); for w = 20 false alarm occurrence was reduced by 50% (3 of 6 

false alarms).  However, in each of these cases all 3 true system alarms were not reported 

and thus these window lengths would not be suitable. For observation windows of length 

w = 15, w = 25 and w = 30 all system alarms were correctly reported. However, there was 

a difference in the reporting of false alarms. For w = 25 and w = 30, the number of original 
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false alarms reduced by   % (from   to 4 false alarms) but 1 “additional” false alarm was 

created. For w = 15 the number of false alarms reduced by 83% (from 6 to 1 false alarm) 

with no “additional” false alarm was created. In view of these facts an observation 

window of length w = 15 was selected for case-study 2. For both case-study sites, the 

impact of an observation window length w in detecting true system alarms and reducing 

false alarms were discussed in Section 5.5.1 and Section 5.5.4, respectively. Based on 

that, an observation window of length (w = 15) was found most appropriate for both case-

study sites with a detection delay of about 2 to 7 hours. A window length that can raise 

alarms within 12-hour period of time or less can be used as an initial value when selecting 

length of an observation window for other industrial sites. However, the exact length of 

the window may need to be amended to reflect (i) the frequency of data inputs to the PCA 

model (and thus the windows-based fault moderation system), (ii) the delay that can be 

tolerated by the user and (iii) the level of false alarms that is considered acceptable. With 

further research it may be possible to generalise this for various types of water distribution 

systems.   

Table 5.5: Selection of an observation window length w (Case-study 2). 

 Observation window length w PCA 

only 
w=5 w=10 w=15 w=20 w=25 w=30 

 Data point considered 162 

 Number of routine data points 159 

 Number of true system alarms* 3 

a Number of original false alarms 6 

 Number of system alarms detected 3 1 2 3 2 3 3 

b Number of original false alarms 

reduced 
N/A 5 5 5 3 3 3 

c False alarms produced by method 0 1 1 0 0 1 1 

(a+c)-b Final number of false alarms N/A 2 2 1 3 4 4 

 *Verified by manual analysis 

 

The results for the case-study 2 are presented using Hotelling T2-statistics as no system 

alarm was observed in the Q-statistics (Figure 5.9). During the testing period of case-

study 2 site the faults resulted from excess usage and metering error faults, detailed 

discussion can be found in (Hashim et al., 2020). The performance of the PCA model 

combined with false alarm moderation approaches are represented graphically in Figure 

5.9. It can be noted that during the period considered 42 data points (about 38% of data 
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points) exceeded the α-control limit resulting in system alarms as shown in Figure 5.9a. 

These system alarms were caused by some on-site non-routine water uses or faults in a 

system. Of these 42 system alarms raised by basic PCA-based fault detection, 11 system 

alarms (26% of system alarms) were false alarms (black solid data points - Figure 5.9a). 

These false alarms were verified manually against the historical records for the building 

to ensure they were not in fact system alarms. Figure 5.9b and Figure 5.9c shows the 

impact of the fault moderation on reducing false alarms. Table 5.6 shows the presentation 

of false alarm rates (PFAR), misdetection rate (PMDR) and F1-score for the various 

approaches. The PCA with the window-based approach performed best, with a 54.5% 

reduction in false alarms (from 11 in the original model to 5 when the window-based 

approach was adopted - Figure 5.9c), and only a 3.2% missed detection rate (i.e., 1 of 

the 31 system alarm went undetected), when compared to the PCA with trial-based 

approach in which 18.2% of false alarms were reduced (2 of the 11 original false alarms 

were no longer detected as system alarms - Figure 5.9b) with a misdetection rate of 9.7% 

(i.e., 3 of the 31 system alarms went undetected). In terms of performance, the F1-score 

of the PCA with window-based approach score of 92% reflects its enhanced performance 

when compared to PCA with trial-based approach (F1-score = 84%). It can be noted that 

all system alarms both case-study sites were treated to be equal in calculating missed 

detection rate, but in fact they will have varying financial and sustainability implications. 

Previous work has also shown that PCA-based models can be effective in detecting 

system alarms related to low flow faults, metering error and excess usage faults (Hashim 

et al., 2020). System alarms resulting from low flow and metering error faults are difficult 

to detect due to the complex infrastructure of industrial water distribution systems (as 

illustrated in Section 5.5.3). The costs associated with low flow and metering error faults 

can vary widely depending on the process, water costs and the complexity of the water 

network (or even the location of the fault). While excess usage faults can often be more 

easily detected due to having distinguishable/detectable characteristics when compared 

to other faults, the associated repair costs may be minor if the leak is easily accessible 

and can be rapidly isolated to significant if it causes infrastructure damage and requires 

civil engineering works. Furthermore, research into the sensitivity of both fault detection 

and diagnosis systems and supporting false alarm moderation techniques could determine 

the degree to which these methods can reduce misdetection rates and false alarms for 

various types of faults (e.g., low volume continuous faults, high volume continuous faults 

or one-off events). The findings from the integrated PCA models with false alarm 
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moderation were thus effective in reducing false alarms while maintaining sensitivity in 

relation to detecting true system alarms. This was particularly the case for window-based 

approaches when appropriate window sizes were selected. In the two case-study sites 

previous false alarms were found to be due to the combination of non-routine events and 

routine statistical variation related to the inherited definition of the α-control limit, which 

is linked to false alarm probability (Li et al., 2019). In case-study 1, such false alarms 

resulted from non-routine events were mainly due to unscheduled (but relatively 

frequent) cleaning activities on site, which consumed significantly more water than 

routine water usage. In case-study 2, the non-routine events which caused false alarms 

were mainly conferences, seminars or particular laboratory activities which resulted in 

increased water consumption. The optimized PCA model with window-based approach 

was found to be sensitive to water distribution system faults whether the faults are of total 

failure such as metering error or low flow faults as illustrated in the case-study sites. 

Furthermore, the length of an observation window and delay in detecting fault are inter-

dependent (Najah et al.,  2021). Thus, the selection of an observation window length is 

critical, inappropriate window length (i.e., too small, or too large as discussed in Section 

5.4.2.1) could result in increased detection delay. For example, for case-study 1, the 

original data comprised of a volume reading every 30 minutes. Given that in case-study 

1, w = 15, a potential delay of 7.5 hours could result in terms of the fault being detected. 

This could be considered a small fault detection delay when compared to third-party 

monitoring systems, which resulted in the detection delay of over two weeks (as 

discussed in Section 5.5.3). Thus, there is a trade-off associated with the detection delay 

and the accuracy of detecting faults. Too small a window length will reduce detection 

delay but can result in increased number of false alarms. While too large a window length 

can lead to relatively high detection delay but can result in increased misdetection (as 

discussed in Section 5.5.1) or vice versa. A key consideration in this regard is the time 

interval of the data being considered i.e., data with a sub-hourly time series is ideally 

suited to the window-based approach, however daily data would be less suitable given 

that practical window lengths could result in detection delays of 7 to 14 days. The 

detection delay as performance indicator would be more effective in dealing with short-

length time series (i.e., minutely, or hourly) of water consumption data which would be 

analysed in future work. 
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Table 5.6: Evaluation indices for PCA with false alarm moderation approaches 

(Case-study 2). 

 Basic PCA PCA with trial-

based 

PCA with window-

based 

 System 

alarms 

False alarms False alarms False alarms 

PFAR  42 11 18.2% reduction (9 

false alarms) 

54.5% reduction (9 

false alarms) 

PMDR - - 9.7% (3 system 

alarms not detected) 

3.2% (1 system 

alarms not detected) 

F1-score   84% 92% 

 

 

 

Figure 5.9: (a) The time evolution of T2-statistics in basic PCA, (b) PCA with trial-

based approach, and (c) PCA with window-based approach for the case-study 2 

(Alice Perry Engineering Building at the National University of Ireland, Galway). 
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5.5 Conclusion 

The prevalence of false alarms is one of the primary reasons for building managers 

reluctance to integrate and utilise fault detection and diagnosis methodologies as part of 

building monitoring systems. Given the scale of water usage by the industrial sector, this 

reluctance has considerable sustainability consequences. This part of work aims to help 

address this important issue through false alarm reduction in building water distribution 

systems fault detection and diagnosis using a combination of principal component 

analysis (PCA) and false alarm moderation approaches, which have not been used in this 

sector to date.  

Two statistical false alarm moderation approaches were examined, namely a window-

based approach and a trial-based approach, for their efficacy in reducing false alarms 

resulting from PCA-based fault detection model. The window-based approach model was 

found to be most effective in reducing false alarms arising during fault detection and 

diagnosis of data from the two case-study facilities. For the case-study 1, the model 

resulted in a 53.8% reduction in false alarms, with a 2.4% increase in missed detection 

rate and a F1-score of 97%, when compared to a PCA approach without false alarm 

moderation. In contrast, the trial-based approach delivered a 23.1% reduction in false 

alarms, but this came at the expense of an 11.9% missed detection rate and a F1-score of 

91%. Further evaluation of the window-based approach revealed it detected more faults 

than the currently applied conventional univariate approach, and importantly for the real 

site data it detected leaks in the system earlier (up to 16 days earlier for a pipeline failure 

at the case-study site). For the case-study 2, the PCA with window-based resulted in a 

54.5% reduction in false alarms with a 3.2% increase in missed detection rate and a F1-

score of 92%, and the PCA with trial-based delivered a 18.2% reduction in false alarms, 

but this came at the expense of an 9.7% missed detection rate and a F1-score of 84% 

when compared to the basic PCA approach. The PCA model combined with false alarm 

moderation approaches showed good capability of detecting true alarms when 

appropriate window sizes were selected.  

The false alarm moderation performance, particular using a window-based approach, is 

promising given require large amounts of fault training data (an issue with machine 

learning approaches for industrial buildings) are not. Furthermore, both approaches can 
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be integrated into PCA-based fault detection and diagnosis systems and does not require 

additional human resources or input once commissioned.  
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RESIDENTIAL WATER DISTRIBUTION SYSTEMS



 

141 

 

6 The Economic Aspects of Water-energy Interaction Linked with Faults in Non-

residential Water Distribution Systems 

6.1 Overview 

This chapter analyses the energy and economic impact of water use in the case-study 1 

site (Alice Perry Engineering Building NUI Galway). This analysis is then used to 

develop a cost-benefit analysis for the implementation of FastDetect in industrial settings. 

For Case-Study 1, pumping energy used for water supply, hot-water consumption, and 

associated energy use (e.g., pump start-ups) were analysed. The work in part of this 

chapter (Chapter 6.3) has been published in Water (Nair et al., 2018; 

https://doi.org/10.3390/w10060810). Chapter 6.3 details the analysis of water related energy 

use (both pumping and heating) in a non-residential building which is a fundamental part 

of the over resource consumption associated with water use. Furthermore, ongoing faults 

are likely to induce increased water and energy costs. Later in the chapter, a cost-benefit 

analysis is presented for the implementation of FastDetect by considering case-study 1 as 

a pilot site. In this chapter the “testing periods” mentioned equate to the testing period for 

FastDetect presented in Chapters 4, respectively and comprises two Semesters and a 

summer period. Thus (as per Chapter 4) this equates to a full year (January to December). 

The “training period” refers to the training period used for FastDetect model development 

in Chapter 4 and equates to Semester 2 (January to May) from the previous year.   

6.2 Energy use for water pumping in buildings  

Energy is used in every stage of the water cycle, from water abstraction, treatment, 

distribution and end-use (Lam et al., 2017). In recent years, increasing energy use for 

provision of water to end-users, rising energy cost, and the need to mitigate climate 

change have been drivers for better management of energy use and associated carbon 

footprint in the water sector (Bylka and Mroz, 2019; Kenway et al., 2015). The electricity 

consumed to extract, pump and treat water represents 2.6% of European Union energy 

use (European Commission, 2019). However, analysing water related energy use can be 

complex given that end-uses are highly varied, and scenarios range from a single 

household with single occupancy to large non-residential (commercial and industrial) 

estates and various municipal buildings. In a European context, buildings constitute 

around 40% of the energy use and 36% of CO2 emissions in European Union and its 
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directive on energy performance of buildings requires all new buildings to be nearly zero-

energy buildings by 2020 (European Commission, 2019). A methodology aimed at 

demand side energy efficiency activities has been developed by the United Nations 

Framework Convention on Climate Change that includes water conserving devices in 

buildings (European Commission, 2012).   

In Ireland, buildings are the second largest consumers of energy after the transport sector 

(SEAI, 2015). In 2014, buildings consumed 35% of total energy and 59% of electricity 

in Ireland. To-date, energy use by water end-users in buildings has received limited 

attention in Ireland (Dubuisson, 2019). The ratio of water extraction to water availability 

is low (2%) in Ireland when compared to most other European Countries (Walsh et al., 

2015). Perhaps as a result of this, historically water conservation has not been a major 

issue and the hidden economic and energy costs involved in pumping, treatment, end-use 

and disposal of water are often neglected (Walsh et al., 2015). In building water 

distribution systems, energy cost associated with pumping water represents a significant 

proportion of the overall operational costs. This is exacerbated by leakage and other faults 

(Fletcher et al., 2018). 

In buildings, energy use in water pumping and heating is directly associated with the 

water end uses. In case of residential water end use, there is generally no requirement for 

onsite pumping as the mains water supplied from the utility usually has sufficient pressure 

to maintain the flow (Siddiqi and Weck, 2013). However, in non-residential buildings 

that comprise several floors and facilities such as laboratories, production lines, offices, 

toilets, canteens, etc. The pressure supplied by the utility is unlikely to be sufficient and 

may require additional “booster pumping” to maintain the water pressure at the user-end. 

In literature, analysis of the energy used for pumping water considers pump operation 

only and does not include pump start-ups (Beghi et al., 2016; Vieira et al., 2014). In non-

residential buildings, frequent pump start-ups can constitute significant energy use (as 

high as 60% increase in total pumping energy consumption). Energy use during pump 

standby mode is considerably less significant at around 0.2% of total pumping energy 

consumption (Nair et al., 2018; Beghi et al., 2016; Vieira et al., 2014). Similarly, 

additional energy use associated with faults may vary according to the water distribution 

system infrastructure, pumping configuration and operating policy in a building. Water 

loss or inefficient water use as a result of faults implicitly leads to the loss of energy 
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resource representing an increased emission of greenhouse gases. Even low-level, 

normally imperceptible faults can lead to higher dynamic losses requiring pump upgrades 

or replacement due to non-routine pumping operation  (Abdulshaheed et al., 2017).  

6.3 Case-study 1 - Alice Perry Engineering Building NUI Galway   

For this case-study, water usage data was aggregated into diurnal flow volumes to analyse 

energy use for pumping. The mains water system in the building is divided into a cold-

water system and potable water supply for drinking fountains, a café, and other similar 

uses (as described in Chapter 4 - Section 4.3.2). Two booster pumps were used to 

maintain pressure in the cold-water system water and other water supply such as for 

drinking fountains and for the café. Detailed data for drinking fountains and for the café 

was not available due to metering error for the study period analysed. The drinking 

fountains and café uses were relatively small (about 3% - established based on available 

data from previous years) compared to the total cold-water system water use within the 

case-study site and were not considered for energy use analysis. The building also 

comprised a large rainwater-harvesting system for supplying grey-water. During the 

testing period, the building rainwater-harvesting system was not working due to some 

system faults. Hence the pumping energy quantification involved booster pumping for 

grey-water uses and other cold-water uses.  

6.3.1. Building hot-water system – Case-study 1 

In Case-study 1, water was heated to a required temperature (usually 60oC) using a 

centralized natural gas heating system located in an adjacent building (energy centre) and 

circulated through a calorifier system as presented in Figure 6.1. One calorifier (Cal 

2001) is used to transfer heat to the cold-water coming from the cold-water system. The 

water is then further heated in a second calorifier (Cal 2002) using solar energy (when 

available), before being transferred to Cal 2001 for heating to a set temperature as 

required for end uses. The cold-water feed is brought into the solar cylinder to heat the 

cold-water to maximise the use of renewable energy. As per the operation manual, the 

solar energy potential of the system installed on the building roof is 20 kWh/day from an 

area of 12 m2 solar panels. The current study did not disaggregate hot-water end users. It 

should be noted that the calorifiers are electric and serve showers and hot water taps. 

They are supported by solar panels which were not operational during the testing period. 

Likewise, the space heating is via gas boilers and were not considered in this study. 
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Figure 6.1: Hot-water system in the building (Alice Perry Engineering Building NUI 

Galway). 

6.3.2. Energy consumption in the building – Case-study 1 

The overall methodology adopted for the estimation of energy associated with water end 

uses is outlined in Figure 6.2. Water heating and pumping constituted the energy 

consumption associated with building water end use. The water heating energy 

calculation approach is explained in Section 6.3.2.1, while the same for pumping energy 

is described in Section 6.3.2.2. 

 

Figure 6.2: Building water-energy use estimation methodology. 
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6.3.2.1. Water heating energy use in the building – Case-study 1  

The energy consumed on a daily basis for water heating in the building was analysed 

using the water heater analysis (WHAM) model expression. In the storage water heater, 

as water temperature was constantly maintained, distribution and standby heat losses 

were key. Given the building in the case-study 1 had a relatively high level of occupancy 

(particularly at certain times of the year), standby heat losses were included, and the total 

energy used for water heating was estimated using the WHAM by (Nair et al., 2018; 

Sterman, 2006). 

 

𝐸ℎ𝑤 =
𝑉ℎ𝑤 ∗ 𝜌 ∗ 𝐶𝑝 ∗ (𝑇𝑠𝑡 − 𝑇𝑖𝑛) ∗ 0.00028

𝜇
 × (1

−
𝐸𝑙𝑜𝑠𝑠.𝑠𝑡𝑎𝑛𝑑𝑏𝑦 ∗ (𝑇𝑠𝑡 − 𝑇𝑎𝑚𝑏) 

𝑃̂𝑖𝑛
) + 24 ∗ 𝐸𝑙𝑜𝑠𝑠.𝑠𝑡𝑎𝑛𝑑𝑏𝑦

∗ (𝑇𝑠𝑡 − 𝑇𝑎𝑚𝑏)                                      

(32) 

where Ehw is the total energy used for water heating per day (kWh/day), Vhw is the daily 

volume of water heated in the building (m3), 𝜌 is the density of water (1000 kg/m3), Cp is 

the specific heat of water (4.187 kJ/kg-oC), Tst is the set temperature (oC), Tin is the inlet 

temperature (oC), 𝜇 is the water heater recovery efficiency, Eloss.standby is the standby heat 

loss coefficient, Tamb is the ambient temperature (oC) and Pin is the rated input power of 

the heater (kW).  

The WHAM model accounts for a range of operating conditions and energy efficiency 

characteristics of water heaters as compared to the general expression for calculating the 

water heating energy use. Recovery efficiency (𝜇), standby heat loss coefficient 

(Eloss.standby) and rated input power (Pin) were the efficiency parameters used in the model. 

Daily hot water usage, water temperature at heater inlet, water heater tank temperature 

and ambient air temperature around the heater were taken as the operating parameters. 

The recovery efficiency (𝜇) can be defined as the ratio of energy added to the water 

compared to the energy input to the water heater. This accounts for the losses transferring 

energy to the heater and then into the water. In this study, the efficiency of the heater was 

assumed to be 76% based on the average of efficiencies for gas heaters at various 

efficiency levels as given by DoE - Design of Experiments (AWWA, 2016). The rated 

input power (Pin) was taken as the nominal power rating of the water heater assigned by 
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the manufacturer in kW (96 kW in this case). The inlet water temperature was assumed  

to be 5oC more than the mains water temperature (for the case-study 1, the mains water 

temperature was around 3oC) (Howley and Holland, 2016) and the average set 

temperature in offices and class room spaces within the building was  21.5oC. The set 

temperature of the heater output was 60oC.  

Standby heat loss coefficient Eloss.standby (kW/oC) is the rate at which energy must be added 

to the water heater to maintain the water at desired temperature when it is not heating 

water for delivery and can be calculated as follows (Sterman, 2006). 

 𝐸𝑙𝑜𝑠𝑠.𝑠𝑡𝑎𝑛𝑑𝑏𝑦 = 

(
1

𝐸𝑓𝑎𝑐𝑡𝑜𝑟
−
1
𝜇)

(𝑇𝑠𝑡 − 𝑇𝑎𝑚𝑏)  × (
24
𝑃̂𝑜𝑢𝑡

−
1

𝜇 ∗ 𝑃̂𝑖𝑛
)
 (33) 

where Efactor is the energy factor of the heater given by the manufacturer, 𝜇 is the 

efficiency of the heater and Pout is the heat content of the water drawn from the heater in 

kW. The average energy factor Efactor or energy efficiency level for gas-fired storage 

water heaters was taken as 65% (AWWA, 2016).   

In the water heating system of the case-study site (Alice Perry Engineering Building NUI 

Galway), the pipes distributing hot water to various parts of the building were well 

insulated using mineral wool (with a thermal conductivity of 0.037 W/m.K) to avoid 

distribution energy losses. The heat losses were estimated and were about 0.004 

kWh/day. Hence, heat losses in the water network were not represented in the above 

expression. The estimated energy use per day for the water heating system is shown in 

Figure 6.3a. The days with the metering error (days with no data points) were not 

included in estimating the energy use for water heating (138 non-consecutive days with 

data points). Subsequently the metering error was in fact found to be the result of flow 

data not being logged (which in this study are equivalent to “zero” flow days). The 

average energy used for water heating in Semester 1 was 219 kWh/day, 68 kWh/day in 

the summer period and 419 kWh/day in Semester 2. An average energy input of 236 

kWh/day was observed to overcome stand-by energy losses (excluding energy losses in 

the pipework) and maintain the water temperature in the water network. There was a 

marked reduction in energy use for water heating in Semester 1 compared to Semester 2. 

The major share of hot-water use in the building was attributed to showers. The reduction 
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in hot-water use was attributed to stringent demand management measures that was 

implemented lately in the building (e.g., push button showers and lower pressure shower 

heads). Though the effect of temperature might not be significant on water use quantity, 

it is paramount to the impact on energy use, especially energy intensity. This was evident 

from the energy intensities for Semester 1, summer, and Semester 2 analysed. The water 

heating energy intensities of Semester 1, summer, and Semester 2 were estimated and 

were 65, 60, and 58 kWh/m3, respectively (an average of 61 kWh/m3 was observed across 

the year). The hot water consumption of Semester 1, summer, and Semester 2 were also 

analysed (Figure 6.3b) and were around 7, 2, and 3 m3/day, respectively (an average of 

5 m3/day was observed across the year). The variation in energy intensities could be due 

to reduced heating requirements across different periods (Semester 1, summer, and 

Semester 2) and reduced energy losses in warmer months. The findings indicated that 

water heating energy consumption accounted for about 18% of the total heating energy 

use in the building. 

 

 

Figure 6.3: (a) Energy use for water heating in the building (non-consecutive days) 

and (b) hot water use in the building (non-consecutive days). 

The variations in energy intensities across different study periods could be due to reduced 

heating requirements and reduced energy uses in warmer months (Fuentes et al., 2018). 
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There does not appear to be literature available regarding the energy intensities of hot 

water use in large buildings; thus, a direct comparison with this study is difficult. 

However, Fuentes et al., (2018) have reported the hot water use and energy use per day 

for households for various countries in Europe, US, and Canada. The average European 

(Germany, Spain, Portugal and Switzerland) household hot water use energy intensity 

was around 52 kWh/m3, with the exception of UK (35 kWh/m3) and Finland (42 

kWh/m3). The energy intensities of US and Canadian households were reported as 23 and 

46 kWh/m3, respectively. The energy intensities obtained in this study are high compared 

to other stages of the urban water cycle, as mentioned in (Walsh et al.,, 2015). For 

example, the energy intensity of seawater desalination is usually considered to be the 

highest, falling in the range of 3-8.5 kWh/m3 (Walsh et al., 2015). Therefore, the water 

heating energy intensity of this building was around 7.5 times higher than that of a 

desalination plant. Analysis of losses associated with water heating showed that the losses 

for standby heating in this building were about 18% of the total water heating energy. 

This equated to 56 kWh/day during the testing period, with an average energy intensity 

of about 11 kWh/m3. 

6.3.2.2. Energy consumption for water pumping in the building – Case-study 1 

The pumping energy calculation approach has been outlined in a paper published as part 

of this research (Nair et al., 2018). The total pumping energy required including the pump 

start-up energy, and operating energy can be given as (Beghi et al., 2016; Nair et al., 

2018). 

 𝐸𝑡𝑜𝑡 = 𝑃̂𝑡𝑜𝑡 − 𝑃̂𝑡/𝑃̂𝑒𝑙𝑒𝑐    (34) 

where Etot is the total energy use for pumping water (kWh), Pelec is the power withdrawn 

from the electricity supply (kW), Pt is the actual power transferred to the water (kW) and 

Ptot is the sum of energy use for pump start up and operation. The above expression does 

not consider standby energy usage of the pump when water is not being pumped. 

Therefore, considering that aspect, the above expression can be modified as follows 

(Ward et al., 2012; Nair et al., 2018). 

                            𝐸𝑡𝑜𝑡 = [
𝑃𝑡𝑉𝑡

𝑄𝑝
(𝑓𝑠 𝑉𝑠 𝑁𝑠 + 1) + 𝑃̂𝑠𝑏(24 −

𝑉𝑜𝑝

𝑄𝑝
)] (2 − 

𝑃𝑡

𝑃𝑒𝑙𝑒𝑐
) (35) 
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where Vt  is the total volume of water consumed (m3), Qp is the pump capacity (m3/hr), 

Vs is the percentage of total volume pumped during the start-up phase, Ns is the number 

of start-ups in a day, fs is the percentage of energy consumed during the start-up phase, 

Psb is the power consumed during stand-by (kW), Vop is the volume pumped during pump 

operation. The number of pump start-ups can be given as (Nair et al., 2018). 

 𝑁𝑠 =
𝑉𝑡

𝑛ℎ𝑡  (  𝑉𝑇,𝑢 − 𝑉𝑇,𝑙)
   (36) 

where VT,u is the upper threshold volume of header tank (m3), VT,l is the lower threshold 

volume of header tank (m3), nht is the number of header tanks. The pump power 

withdrawn from electricity supply is given as (Nair et al., 2018).  

 𝑃̂𝑒𝑙𝑒𝑐 =
𝑃̂𝑡
 𝜂𝑠
   (37) 

where  𝜂𝑠 is the system efficiency. The energy consumption for pumping operation Eop is 

given by a simple expression (Nair et al., 2018).        

  𝐸𝑜𝑝 = 𝑃̂𝑒𝑙𝑒𝑐  ×  𝑡𝑜𝑝   (38) 

where top is the duration of pump operation. The variables and parameters for the above 

set of equations were acquired from the pump and water distribution system 

specifications in the Alice Perry Engineering Building at NUI Galway. The parameters 

required and used to estimate the energy use (Eq. 31-35) are summarised in Table 6.1. 

The pump differential head and the associated frictional losses were estimated based on 

measured (using engineering as-built drawings) of the pipe network length within the 

building. 
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Table 6.1: Pumping energy parameters - Case-study 1. 

Parameter Description Value 

Pr* Rated power 5.5 kW 

Qp* Pump capacity 21 m3/hr 

H* Pump differential head 80 m 

Vs** Start-up volume 0.001 m3 

Fs** Start-up factor 0.6 % 

Psb** Stand-by power factor 0.002 

Rated values from pump motor name plate*, Literature** (Nair et al., 2018; Ward et al., 

2012; Vieira et al., 2014).  

Figure 6.4a depicts the energy expended for pumping water to top up the grey-water 

system and the energy used for pumping water for the other cold-water uses. During this 

testing period, around 74% of flow datapoints resulted in system alarms, of which 17% 

of alarms resulted from non-routine water uses and excess usage as discussed in Chapter 

4. The increased energy consumption in Semester 2 for grey-water uses and other cold-

water uses resulted from a fault (which occurred in Semester 1 but continued into 

Semester 2), changes in routine water uses and non-routine water uses attributed to 

hosting one-off events, improper water use in laboratories, etc. It should be noted that 

62% of the data points were zero flow readings (resulting from a metering error) and were 

not included in estimating the energy use for water pumping.  

The energy use for pumping is directly related to the water volume used on that given 

day. In the building, water meters were installed in only one large bathroom (with male 

and female rooms) to monitor the grey-water uses. Thus, the grey-water use for the entire 

building was analysed measuring water consumption of this bathroom (with male and 

female rooms) and extrapolating to other bathrooms in the building. Based on that grey-

water use for urinal flushing and toilets for the whole building was estimated by 

considering parameters such as volume used for flushing, number of urinals and toilets 

within the building, cyclic flushing routine, etc. 
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Figure 6.4: Energy used for water pumping in the building, for grey water uses and 

other cold water uses, (a) testing period (b) testing period rainfall, and (c) training 

period used for FastDetect model development in Chapter 4. 

During the testing period (Figure 6.4a), the average energy use (excluding days with 

metering errors) for grey-water consumption was 3.33 kWh/day and for other cold-water 

consumption was 7.06 kWh/day. There was a relative consistency observed in energy use 

for grey-water uses throughout the testing period for which the data was available, due to 

urinal flushing which occurs irrespective of the building occupancy. The average energy 

use for these cold-water uses during the testing period was 29% higher than the average 

pumping energy use for cold-water consumption during the training period (which 

averaged 5 kWh/day). This was due to the fault in the rainwater harvesting system 
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(discussed in Chapter 4). On average, a 38% increase in energy use for pumping was 

observed for grey-water uses and other cold-water uses compared to energy use in the 

training period (where this fault was not observed). Figure 6.4b shows the rainfall data 

obtained from the weather station in NUI Galway for the whole testing period (360-days) 

includes the days with no data points. Moderate rainfall was observed during the period 

of interest (the period in which the fault had occurred). During the testing period, the 

building grey-water system was not operating due to some system faults, added energy 

was used by booster pumps to maintain the constant supply of cold-water to the roof top 

tanks for the grey-water uses (resulting in additional pumping energy use for cold-water 

uses during the testing period).  

6.3.2.3. Energy consumption for pump start-ups  

The energy consumed during pump start-ups for grey-water and other cold-water uses 

was also assessed at a monthly interval. The water usage data was aggregated into 

monthly flow volumes to study the energy use during start-ups as a percentage of 

corresponding total pumping energy use in each month (Eq. 36) – Figure 6.5.  

The start-up energy Estart-up can be calculated as follows (Nair et al., 2018). 

 𝐸𝑠𝑡𝑎𝑟𝑡𝑢𝑝 =
𝑃̂𝑡 𝑉𝑡 𝑉𝑠 𝑁𝑠 (1 + 𝑓𝑠)

𝑄𝑝
   (39) 

where Vt  is the total volume of water consumed (m3), Qp is the pump capacity (m3/hr), 

Vs is the percentage of total volume pumped during the start-up phase, Ns is the number 

of start-ups in a day, fs is the percentage of energy consumed during the start-up phase, 

and Pt is the actual power transferred to the water (kW). 
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Figure 6.5: Monthly pump start-up energy usages for grey-water uses and other 

cold-water uses for the testing period. 

For the testing period pump start-ups contributed averaged 6% of the total water pumping 

energy use and pump start-ups for grey-water use alone was responsible for around 3% 

of total water pumping energy use. During Semester 2, average pumping energy due to 

start-ups for total water (cold-water and grey-water) was 5% which decreased to 2% in 

the summer period. In November it then increased to 10% for cold-water uses alone 

before decreasing to 3% in December. A change of roughly 60% increased start-ups for 

other cold-water uses was observed (Figure 6.5) and can be linked with the excess usage 

fault (rainwater harvesting system fault) that occurred in the testing period (Fault period 

– Figure 6.4a); less variation was observed in the case of start-ups for grey-water uses. 

On average, a 3% increase in total energy use due to start-ups was observed for the testing 

period when compared to the training period. During the testing period, the number of 

pump start-ups per day for other cold-water uses averaged 3 which increased to an 

average of 5 start-ups per day when the fault occurred.  

6.4 Economic aspects of water-energy interaction - Case-study 1 

To study the economic aspects of water-energy interaction, the costs of energy and water 

were estimated based on Irish energy and water price statistics for non-residential 

buildings which averages €0.2/kWh4 and €1.10/m3,[5] (Irish Water, 2019; Kenway et al., 

2015). The estimated water cost and electricity cost associated with water pumping for 

the testing period are shown in Figure 6.6a, and Figure 6.6b. On average, a 41% increase 

in water-energy cost was observed during the testing period when compared to the 

 
4 https://www.seai.ie/data-and-insights/seai-statistics/key-statistics/prices/. 
5 https://www.water.ie/about-us/our-company/annual-reports/. 
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training period. The increased water-energy cost in Semester 2 could be attributed to 

increased number of occupants in the building and increased outdoor activities of the 

occupants during Semester 2 (especially in Spring). The increased water-energy costs in 

Semester 1 were due to energy used in booster pumps to maintain a constant supply of 

cold-water to the roof top tanks for the grey-water uses (as discussed in Section 6.3.2.2). 

During the testing period, the water cost observed roughly ten times greater than the 

energy cost. 

 

 

Figure 6.6: (a) Water cost for the testing period, and (b) Energy cost for the testing 

period (non-consecutive days). 

The economic aspects of water-energy interaction associated with faults in a large-scale 

non-residential building’s water distribution system are often overlooked and need to be 

incorporated into performance monitoring frameworks. Extrapolation of such losses on a 

larger scale would suggest substantial impacts on economy and the environment.  

Moreover, extrapolation of such losses offers water-energy savings opportunities. Costs 

associated with the operation of water distribution system in non-residential buildings are 

not limited to the water and energy consumed by the water distribution system. 
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Unnecessary wear, leading to premature component failure, increases costs through the 

embodied water-energy and material resources in the replacement of equipment and the 

indirect costs associated with the restoration process (e.g., transport). Leakage or 

inefficient water distribution systems operation gives rise to global and local 

environmental issues. All of which suggests the need for other indices, besides direct 

water, and energy costs, when assessing the performance of water distribution system in 

non-residential buildings. In the following section, the cost-effectiveness of FastDetect 

was examined to evaluate the costs and benefits associated with the application of 

FastDetect in non-residential water distribution systems. 

6.5 Cost-benefit analysis 

A cost-benefit analysis was conducted to assess the costs and benefits associated with 

implementing FastDetect. The cost model was developed for the case-study 1 (Alice 

Perry Engineering Building NUI Galway) and evaluated the expected life cycle costs for 

the use of FastDetect in a continuous performance monitoring mode. The life cycle cost 

was estimated over a 5-year time horizon. Case-study 1 was considered given the levels 

of information available to analyse costs and benefits linked with implementing 

FastDetect in large non-residential buildings. The mode assumed FastDetect would be 

installed in a building and then monitored as a service. 

The cost-benefit analysis conducted provides economic feasibility for the application of 

FastDetect in non-residential water distribution systems. Improving building water 

distribution system’s efficiency provides direct financial benefits to 

stakeholders/building managers by reducing their costs for water, and energy, can also 

lead to lower operation and maintenance costs.  

6.5.1 Cost-benefit analysis methodology 

The cost-benefit analysis methodology used herein simply assumes that by increasing the 

early detection of potential (critical) faults, the likelihood of faults will decrease and lead 

to a reduction in overall maintenance time with a concomitant increase in profitability of 

the non-residential facilities. There are two approaches to assess the annualized 

performance monitoring costs, labour costs, and economic efficiency based upon cost-

benefit analysis. The approaches most typically used for such applications are net present 

value (NPV) and benefit cost ratio (BCR) (Hsu, 2021; Liu et al., 2020; Petkov et al., 
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2020; Makonin et al., 2018; Rajan and Roylance, 1996). NPV represents the difference 

between the total discounted benefits and the total discounted costs, and BCR represents 

the ratio of total discounted benefits to total discounted costs, can be defined as follows 

(Reniers et al., 2016; Liu et al., 2020).    

 𝑁𝑃̂𝑉 = (∑
𝐵𝑡 

(1 + 𝑑)𝑡

𝑌

𝑡

) − (∑
𝐶𝑡 

(1 + 𝑑)𝑡

𝑌

𝑡

)   (40) 

 𝐵𝐶𝑅 = (∑
𝐵𝑡 

(1 + 𝑑)𝑡

𝑌

𝑡

) (∑
𝐶𝑡  

(1 + 𝑑)𝑡

𝑌

𝑡

)⁄   (41) 

where Bt represent the benefits in the year t, Ct represent the cost in the year t, Y is the 

time horizon in years, and d is the discount rate. The former term in Eq. 40 represents the 

total present benefits in years Y, and the latter term represents the total present costs in 

years Y. Likewise, the numerator in Eq. 41 represents the total present benefits in years 

Y, and the denominator represent the total present costs in years Y. In this analysis, year 

“1” represents the investment year in which benefits, and costs were not discounted to 

present value. Thereafter the yearly benefits and costs cash flows for the 5-year time 

horizon were discounted to present day values (i.e., year 1 values). The investment may 

be considered economically viable if the NPV is greater than zero (NPV > 0) or BCR is 

greater than 1 (BCR > 1) (Hsu, 2021). The NPV and BCR values for FastDetect can 

provide an indication of the economic viability and profitability  and allows comparison 

of up-front and medium-term costs and benefits of investment (Ahopelto and Vahala, 

2020; Reniers et al., 2016).  

There can be different types of costs associated with installing a system such as 

FastDetect including one-off investment costs, installation costs, inspection costs, 

operation, and maintenance costs. These costs are represented by negative cash flows. 

Some costs such as one-off investment and installation costs occur in the present and thus 

do not have to be discounted, whereas other costs such as inspection costs, operation, and 

maintenance costs occur throughout the remaining life cycle timeframe and are 

discounted to present value. Similarly, there can be different types of benefits linked to a 

profitable investment of a FastDetect in this context such as process efficiency benefits, 

reduced water-energy costs, potential environmental benefits, and benefits which can be 



 

157 

 

harder to monetise such as improved sustainability reputation, etc. The benefits can 

represent positive cash flows which occur throughout the remaining life cycle timeframe 

and were discounted to the present. The NPV and BCR values were calculated based on 

the total costs (non-recurring and recurring costs) and benefits acquired by the non-

residential building. A discount rate of 3.5% was used for NPV and BCR calculations as 

per relatively recent energy and water related analysis (O’Callaghan and Prior, 2018; 

Lavappa and Kneifel., 2015; Medina et al., 2017). The capital cost of FastDetect was 

divided into different implementation phases (discussed in Chapter 7 in detail – Section 

7.2).   

The factors which were considered as inputs to the cost-benefit analysis were: 

• Cost of maintenance operations. 

• Cost of hardware and equipment required for FastDetect. 

• Cost of labour to implement, operate, and maintain FastDetect. 

• Other recurring costs such as software cost, water-energy costs, etc. 

The following factors were not included as part of this cost-benefit analysis as they were 

either not applicable to the case-study or there was insufficient data to enable an accurate 

assessment. 

• Benefits due to reduced performance monitoring equipment inventory 

(potentially relevant in this case but could not be estimated). 

• Benefits due to environmental impacts (relevant but linked to reputational rather 

than direct financial benefits). 

• Benefits due to system safety increase (potentially relevant in this case but could 

not be estimated). 

6.5.2 Quantitative costs 

The capital cost of FastDetect was considered as being €15,000 (broken down in Table 

6.2 - dashed line box) which included the cost and time involved in implementing 

FastDetect model in the non-residential site (Figure 6.7). Installation, set-up assistance, 

and software training were included in the capital cost of FastDetect. Based on the 

research experience with industrial facilities, regardless of the site size if data is available, 
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it was assumed development takes the same amount of time (Figure 6.7) to develop and 

implement FastDetect model.  

 

Figure 6.7: FastDetect implementation outline.  

The impact that FastDetect will have on the overall cost of running the building water 

distribution system and the case-study is not easily quantifiable. For this purpose, the 

investment cost of FastDetect was divided into non-recurring and recurring costs.  

6.5.2.1 Non-recurring costs 

Non-recurring costs are one-time investment costs that are not expected to continue over 

time or at least not on a regular basis6. A one-off site inspection cost to perform feasibility 

and was taken as € 00 (based on local consultation with NUI Galway Facilities 

Management and a commercial provider of water metering solutions7 and existing 

literature where appropriate (Medina et al., 2017)). The cost was assumed as being a day 

at a rate of €300 per day8 (i.e., it could take minimum one day or maximum 5 days 

depending on the scale and operational complexity of non-residential buildings) for this 

case-study. Site inspection activities involve physical inspection and inventory of all 

water use points within the facility and metering availability. The capital cost of 

FastDetect includes data acquisition, data analysis, model development and validation 

steps (Figure 6.7), while the cost for the sensors/meters varies with the size of the 

 
6 https://www.investopedia.com/. 
7 Personal communication with the building managers of non-residential buildings. 
8 Personal communication with the building managers of non-residential buildings. 
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facility7. For the considered case-study site (Alice Perry Engineering Building NUI 

Galway), the mains water network length (not including the pipes going to individual 

outlets) was estimated around 320 m in length per storey, covers four storeys of building. 

Based on the case-study layout, four sensors/meters installed at each floor would 

adequately cover the key water users. The capital cost of the water meter/sensor was taken 

as €1,2009 which includes the purchase of the sensor/meter and other related hardware 

components required such as adaptors, cable ties, etc. The cost of the labour (technician) 

required to install meters/sensors where needed was taken at 2 hours per sensor/meter7 

based on the average salary of qualified technicians in Ireland at a cost of €33 per hour10. 

The non-recurring costs considered for the cost-benefit analysis are summarized in Table 

6.2.  

Table 6.2: Annualized non-recurring costs (Case-study 1). 

S.No. Description Cost/annum 

1. Site inspection (1 day) €300 

2. Sensor/meter - 4 (€1,200 each) €4,800 

3. Sensor/meter installation (1.5 hours/sensor) €264 

4. Data acquisition and analysis (4 days) €2,000 

5. FastDetect model development (8 days) €4,000 

6. FastDetect model validation (8 days) €4,000 

7. Performance monitoring model (FastDetect) €5,000 

 Total estimated non-recurring cost per annum €20,364 

Note: Cost values in dashed line box represents the capital cost of FastDetect (€15,000). 

6.5.2.2 Recurring costs 

Recurring costs are usually general and administrative operating costs that occur at 

regular intervals, ongoing cost required to operate a system11. The cost of the engineering 

professional required to implement, update, or tune FastDetect model was considered as 

 
9 https://micronicsflowmeters.com/product/u1000mkii-fm-fixed-clamp-on-ultrasonic-flow-meter/. 
10 https://www.cso.ie/en/statistics/earnings/earningsandlabourcosts/. 
11 https://www.investopedia.com/. 
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€400 per day based on the average salary of engineers in Ireland12. FastDetect model 

maintenance and upgrades also comprise water meter calibration activities where 

required which can be achieved via temporary clamp-on meters to ensure correct 

reporting of water meters. This on-spot verification of water meters would assist in 

cutting down routine equipment maintenance cost which is usually taken as equivalent to 

5% of the capital cost of the sensor/meter per annum (Rajan and Roylance, 1996; 

Hardeman, 2008). The annualized recurring cost for FastDetect model maintenance and 

upgrades considered twice a year as €800. 

6.5.3 Quantitative benefits (cost savings) 

Routine operation and maintenance of a non-residential water distribution system usually 

varies between sites from being rarely conduction to conducted at 3 monthly intervals 

that last for 3-4 days per interval (e.g., in the case of biomedical production facilities)13. 

For the considered case-study 1, operation and maintenance usually conducted twice a 

year (at 6 monthly interval). This could result in operation and maintenance costs of 

around €4,752 per annum based on the average salary of qualified technician in Ireland 

of € 3 per hour3. With the fault detection approach, the routine operation and 

maintenance cost would be expected to be reduced by at least 50%, which in the scenario 

above would accrue benefits of about €2,376 per annum. The methodology used herein 

assumes that by increasing the early detection of faults, the likelihood of serious faults 

will decrease and lead to a reduction in overall operation and maintenance cost by at least 

50%. Typically, large-scale non-residential facilities such as medical device 

manufacturers, production facilities, etc. require staff once a week13 (8 hours per day) to 

perform data acquisition tasks and to examine the operating condition of water 

distribution systems which cost roughly €12,672 per annum based on the average salary 

of qualified technician in Ireland of € 3 per hour3. Due to the unsupervised monitoring 

of non-residential water distribution system the staffing cost would be expected to be 

reduced by at least 50% and the benefits from reduced staffing turnover of roughly €6,336 

per annum can be achieved as this process would be automated (once FastDetect is 

 
12 http://www.salaryexplorer.com/salary-survey.php?loc=104&loctype=1. 
13 Personal communication with Facilities Management in NUI Galway, a commercial provider of water 

metering solutions and facilities manager at a biomedical production facility. Personal communication 

with the maintenance engineers in non-residential water distribution systems. 
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implemented no labour would be required to perform manual data acquisition and 

inspection activities).   

In a recent study, it was estimated that on average leakage, faults accounts for up to 3 

faults annually depending on the size of the municipal water distribution system (Medina 

et al., 2017). In Ireland, the average cost to repair a fault in water distribution systems is 

around €250 (Irish Water, 2015). For the case-study sites investigated in this research, 

the number of fault occurrences varied between 1 and 6 faults per annum excluding 

metering error faults (faults from zero flow readings). It could be assumed that, on 

average, 3 faults per annum can occur in the water distribution system which cause 

unnecessary shutdown or unscheduled maintenance operation. Thus, this performance 

monitoring cuts maintenance costs by half and thus cuts faults by half through there being 

continuous oversight of the system. Hence, by early fault detection efforts and continous 

monitoring through FastDetect it is expcted that the fault occurances will be mitigated to 

minimium and the benefits of approximately € 50 per annum can be achieved by 

reducing the downtime of the water distribution system.  

As stated in Section 2.2, water loss through leakage could reduce water consumption by 

10-30% through technological advancement and could increase water-energy benefits 

(European Commission, 2019; Ahopelto and Vahala, 2020). To analyse the water-energy 

benefits, the annualized water-energy cost was estimated by utilizing the case-study 1 site 

water-energy consumption data for the training period excluding faults (annualized water 

volume and associated energy use multiplied by the water-energy price statistics for non-

residential buildings) which was around €14,000 per annum. This period was chosen as 

it contains minimal faults and more water-energy data with no missing data points. 

During the testing period, the fault caused 41% increased water-energy cost (as discussed 

in Section 6.4). If FastDetect was installed over the testing period in case-study 1, the 

excess usage fault would have been identified at an early stage and a 41% reduction in 

water-energy costs (benefits of around €5,740 – 41% of water-energy cost) would have 

been achieved over the course of that year. Other benefits would include (depending on 

the building) reduced monitoring equipment inventory, benefits due to process 

improvement, benefits due to reduced water network renovation, consumer behavioural 

benefits and environmental benefits, etc. Thus, improved water-energy efficiency can be 

achieved particularly in the period after the commissioning of FastDetect and repair of 
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current faults. Thereafter as FastDetect becomes more robust additional faults and 

inefficiencies would be detected and new faults identified rapidly; all of which would 

improve non-residential water distribution system performance and sustainability. 

Furthermore, it can be assumed that in the absence of FastDetect the previous conditions 

that applied whereby faults were left unattended or undetected would reoccur and in this 

analysis are included as potential annual savings. The estimated annualized benefits for 

case-study 1 (Alice Perry Engineering Building NUI Galway) are summarized in Table 

6.3. 

Table 6.3: Annualized quantitative benefits (cost savings) - Case-study 1. 

S.No. Description Benefits/annum 
One-off 

avoided costs 

1. Estimated water-energy benefits  €5,740  

2. Operation and maintenance benefits €2,376 - 

3. Benefits due to reduced staffing  €6,336 €6,336 

4. Benefits due to reduced fault occurrences € 50 - 

 Total estimated benefits per annum  €15,202  

Lastly, the NPV and BCR values were calculated to analyse the economic viability of a 

projected investment of FastDetect for case-study 1. The cost-benefit analysis and the 

result of the cost-benefit analysis is presented in Table 6.4, and a BCR of 1.98 and a NPV 

of €23,665 over the analysed testing period was estimated. The economic viability of 

FastDetect was analysed based on the cost-benefit analysis which includes potential 

savings each year as a result of a fault being fixed in year 1. Thus, if the fault were to 

persist the expected impact of the fault has been included as a saving. In some cases, in 

industry the cost benefit analysis may only include such savings in the year they occur. 

If such an analysis were applied the payback to users would increase to more than 2 years. 
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Table 6.4: Cost-benefit analysis (Case-study 1). 

Cost-benefit analysis [FastDetect] 

Quantitative costs 

Non-recurring costs Year 1 Year 2 Year 3 Year 4 Year 5 

Data acquisition and analysis costs €2,000     

FDD model development costs €4,000     

FDD model validation & evaluation costs €4,000     

FDD model cost €5,000     

Sensors/meters cost €4,800     

Sensor/meter installation costs €264     

Site inspection cost € 00     

Total non-recurring costs €20,  4     

      

Recurring costs Year 1 Year 2 Year 3 Year 4 Year 5 

FDD model maintenance/upgrades costs €800 €800 €800 €800 €800 

Total costs €21,164 €800 €800 €800 €800 

      

Benefits Year 1 Year 2 Year 3 Year 4 Year 5 

Water-energy benefits €5,740 €5,740 €5,740 €5,740 €5,740 

Benefits from less faults € 50 € 50 € 50 € 50 € 50 

Annual O&M benefits €2,376 €2,376 €2,376 €2,376 €2,376 

Reduced staffing turnover benefits €6,336     

Total benefits €15,202 €8,866 €8,866 €8,866 €8,866 

      

 Year 1 Year 2 Year 3 Year 4 Year 5 

Total present costs €21,164 €773 €747 €723 €697 

Total present benefits €15,202 €8,566 €8,276 €7,997 €7,726 

Net present value (NPV) €23,665 

Benefit cost ratio (BCR) 1.98 

The estimated positive values of NPV and BCR indicates that, in line with personal 

communication with facility managers, the BCR for fault detection in water systems may 

be low in an Irish context given the low cost of water. However, facility managers may 

wish to invest in such technology as they are required to report on water consumption 

and demonstrate efficiencies are being achieved.  
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6.5.4 Sensitivity analysis 

To analyse the impact of relevant economic parameters on the calculated BCR and NPV, 

and the uncertainty built into some of the estimated costs and benefits discussed 

previously, a sensitivity analysis was carried out. For each parameter analysed an increase 

and decrease of 10% and 20% in the parameter value was analysed. The parameters 

analysed include the assumed recurring cost of FastDetect maintenance and upgrades, 

water-energy savings, operation, and maintenance benefits, benefits due to reduced fault 

occurrences and benefits due to reduced staffing costs. The results of the sensitivity 

analysis are shown in Figure 6.8. 

 

 

Figure 6.8: Sensitivity analysis, (a) BCR and (b) NPV - Case-study 1.  

The assumed water-energy benefits were observed to have the most influence on BCR 

and NPV, followed by operation and maintenance benefits and FastDetect maintenance 

and upgrades cost parameters. A 20% increase in operation and maintenance benefits 

would lead to a 5% increase in BCR (2.08), whereas a 20% decrease would lead to a 4% 
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drop in BCR (1.89). Correspondingly, a 10% increase in operation and maintenance 

benefits would lead to a 3% increase in BCR (2.04), whereas a 10% decrease would lead 

to a 2% drop in BCR (1.94). A 20% increase and decrease in water-energy benefits would 

lead to ±11% change in BCR (from 2.2 to 1.76). Likewise, a 10% increase and decrease 

in water-energy benefits would lead to a ±6% change in BCR (from 2.09 to 1.87). A 20% 

decrease in recurring cost of FastDetect maintenance and upgrades would lead to a 4% 

increase in BCR (2.05), whereas a 20% increase would lead to a 3% drop in BCR (1.92). 

Similarly, a 10% decrease in recurring cost of FastDetect maintenance and upgrades 

would lead to a 2% increase in BCR (2.01), whereas a 10% increase would lead to a 2% 

drop in BCR (1.95). Whilst in the parameters (reduced fault occurrences and reduced 

staffing benefits), a relatively small change in BCR (approx. ±3%) has been observed. 

Correspondingly, a 20% increase in operation and maintenance benefits would lead to a 

10% increase in NPV (€25,885), whereas a 20% decrease would lead to a 9% drop in 

NPV (€21,441). A 10% increase and decrease in operation and maintenance benefits 

would lead to a ±5% change in NPV (from €24,773 to €22,553). A 20% increase and 

decrease in water-energy benefits would lead to ±22% change in NPV (from €29,029 to 

€18,300). Likewise, a 10% increase and decrease in water-energy benefits would lead to 

a ±11% change in NPV (from €26,347 to €20,982). A 20% increase and decrease in 

recurring cost of FastDetect maintenance and upgrades would lead to a ±3% change in 

NPV (from €22,917 to €24,412). Similarly, a 10% increase and decrease in recurring cost 

of FastDetect maintenance and upgrades would lead to a ±2% change in NPV (from 

€23,291 to €24,038). Whereas, in the parameters (reduced fault occurrences and reduced 

staffing benefits), a relatively small change in BCR (approx. ±4%) has been observed. 

The results of sensitivity analysis indicate that the water-energy benefits, operation and 

maintenance benefits and recurring cost of FastDetect maintenance and upgrades play a 

crucial role in the economic viability of FastDetect.  

6.6 Conclusion 

This chapter conducted a comprehensive investigation of the hot water energy use, on-

site pumping energy use and economic aspects of water-energy interaction in a large 

building. This analysis is then used to develop a cost-benefit analysis for the 

implementation of FastDetect in industrial settings. During the testing period, an average 

of 236 kWh/day water heating energy was utilised to overcome the stand-by energy losses 
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and to maintain the water temperature in the water network. The study found that water 

heating accounted for up to 18% of the total heating energy use in the building. The fault 

in the testing period caused a 38% increase in on-site pumping energy use resulted in 

overall 41% increase in water-energy cost which was due to the continuous operation of 

booster pumps to maintain a constant supply of cold-water to the roof top tanks for the 

grey-water uses in the building.  

To examine the economic feasibility of FastDetect implementation in non-residential 

water distribution systems, a cost-benefit analysis was carried out. The estimated NPV 

and BCR were €2 ,  5 and 1.98 respectively over a 5-year time horizon indicates the 

economic viability of FastDetect in this case-study. Furthermore, a sensitivity analysis 

was conducted to study the impact of economic parameters and uncertainty linked with 

calculated costs and benefits. Water-energy benefits, operation and maintenance benefits, 

and recurring costs associated with FastDetect maintenance and upgrades were found to 

be key in impacting the economic viability of FastDetect. However, some of this is due 

to the low cost of water in Ireland compared to other countries and efficiencies in 

implementation such as installation and running costs would improve the overall NPV 

and BCR. The NPV and BCR results indicated that adopting FastDetect in non-residential 

water distribution systems is economically viable and could introduce significant 

economic benefits by increasing the overall feasibility and profitability of the system, 

followed by the mitigation in the environmental impacts. 
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7 Application of FastDetect in Industrial Settings 

7.1 Overview 

The chapter discusses how FastDetect can be applied in the context of performance 

monitoring in non-residential facilities including those with limited/poor quality data and 

those with plentiful/accurate data. FastDetect is particularly suited to non-residential 

buildings which tend to have complex water distribution systems. The methodology 

utilises existing energy management principals or newly proposed water management 

principles such as Assess-Plan-Do-Check-Act protocols. It integrates the principles of 

ISO 50001 (Energy Management Programs), ISO 50002 (Energy Audits/Diagnosis), 

IPMVP (International Performance Measurement & Verification Protocol) and ISO 

14046 (Water footprint).   

7.2 Application of FastDetect  

The application of FastDetect is a four-phase process (Figure 7.1) (i) assessment and 

feasibility study, (ii) planning measures to implement FastDetect, (iii) FastDetect 

implementation and performance evaluation, and (iv) undertaking performance 

optimization using performance monitoring outcomes. 

 

Figure 7.1: Application phases of FastDetect. 

7.2.1 Phase 1 - Assessment and feasibility study  

The foremost goal of this phase is to become familiar with the building water network in 

question and associated systems. This phase enables understanding of the issues in the 
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water distribution systems as a first step towards engaging with fault management and 

water efficiency. The activities that make up this phase include information gathering by 

conducting a water audit, defining objectives, and outlining potential water efficiency 

measures.  

A water audit may involve physical inspection of the water network and system to 

develop an inventory of all water use points within the facility and metering availability. 

This can be carried out by conducting a preliminary water audit in correspondence with 

the building or facility manager. Such a water audit can provide decision makers and 

stakeholders with a detailed profile of their water use pattern and system, and highlight 

the areas endure higher fault probability (i.e., where equipment malfunctioning, network 

faults, and procedural errors could lead to inefficiencies). Thus, a water audit serves as 

an important step towards improved performance monitoring, water efficiency, 

optimization, and their corresponding economic savings. Some of the high-level sources 

that can be queried while conducting a water audit include.  

• Facilities managers or other technical staff responsible for the building water 

distribution system.  

• Previous studies conducted on the building water distribution system. 

• As-built drawings for the building water distribution system and a review of any 

updates to the system since its installation. 

• Existing metering and data collection services in place. 

• Any common issues with the building water distribution system such as recurring 

faults, or increased water bills at certain times of year. 

The queries that can be made are not limited to those stated above as each non-residential 

building differs in its management, water uses, etc. A water audit may uncover faults, 

which were not identified previously. The faults found during the water audit would be 

considered when preparing action plan for the implementation of FastDetect so that at the 

very least, the potential for recurring faults will be eliminated. Also, employing a water 

audit across non-residential water distribution systems may streamline regulatory data 

reporting processes. By the application of an audit, it is expected that data collection 

methods would not only improve but would also improve throughout the duration of 

performance monitoring due to the inclination for data to be collected more frequently. 
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Through standardised reporting of data, it may be possible to create an automated means 

of reporting data to regulatory bodies.  

In conclusion, this phase will assist the decision makers, stakeholders to understand the 

real issues and potential opportunities in achieving improved performance monitoring 

and water efficiency. Once engaged in improving performance monitoring and water 

efficiency, the end-user enters a continuous iterative cycle of improvement guided by the 

PDCA cycle (Plan-Do-Check-Act).   

7.2.2 Phase 2 - Planning measures to implement FastDetect 

The goal of this phase is to prepare an action plan for the implementation of FastDetect 

based on the water audit outcomes conducted in Phase 1. The plan must consider the 

complexity, and operational/water usage cycles of the non-residential facility. For 

instance, water use for an industrial facility may be independent of external factors such 

as seasonal effect, staffing, etc., a short monitoring plan of 3-5 months with spot 

measurements could be sufficient to develop a FastDetect model. In contrast, an 

institutional facility such as school, universities, etc. that has seasonal effects due to both 

weather and staffing (school in or out of session) may require a longer monitoring plan 

(often a year) to develop a FastDetect model.  

This will provide an accurate representation of water usage patterns for FastDetect model 

development and will inform the degree of equipment (water meters) installation required 

at a building water distribution system (additional metering if required). As many non-

residential buildings do not have extensive (or any) metering, retrofitting of meters in 

strategic places of the water network will likely be necessary. If additional metering is 

required a decision on meter type is needed between using intrusive or non-intrusive 

meters. The common trade-off between intrusive and non-intrusive ultrasonic water 

meters is that intrusive meters tend to cheaper to purchase but more expensive and 

disruptive to install. While non-intrusive meters are relatively expensive but easier to 

install as a retrofit. For this reason, the minimum number of meters that allow access to 

most amount of information is desirable (Clifford et al., 2018). A crucial aspect of 

installing water meters is ensuring good data acquisition, however, as has been shown in 

Chapters 4 and 5, FastDetect can operate successfully with gaps in training data – 

accurate data measurement, and collection will improve overall efficiency. In the 
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meantime, historical data collected during the water audit can be utilised where available 

to provide additional information (historical data can only be incorporated if the accuracy 

of the datasets is assured in each non-residential water distribution system).  

7.2.3 Phase 3 - FastDetect implementation and performance evaluation  

The goal of this phase is to develop and implement FastDetect for performance 

monitoring of building water distribution systems. Where it is established that 

performance, assessment is feasible, FastDetect can be implemented based on the action 

plan developed in Phase 2. In this phase, collected historical time series data is sampled 

into working and non-working hours’ time series to get deeper understanding of building 

water distribution system’s performance and factors which may affect it. The data is then 

pre-processed to detect any invalid or missing data points. In some cases, it may be 

possible, and desirable interpolate incorrect data or missing data using statistical 

techniques such as regression estimates, nearest neighbourhood, moving average, etc. 

Thereafter, statistical features (measurable characteristics) can be derived from the 

collected data based on the protocols defined in FastDetect. The statistical features play 

a vital role in analysing the water usage baseline and diurnal patterns (or indeed patterns 

at any chosen time interval) and can assist in distinguishing routine and non-routine water 

uses in the building water distribution system. FastDetect can be developed and evaluated 

using data with known faults or non-routine water uses and model sensitiveness in 

detecting and diagnosing faults can be tuned accordingly.  

FastDetect can adapt to changing on-site conditions in detecting and diagnosing non-

routine water uses or faults arising during routine operation. In particular, practical issues 

associated with fault classification can be investigated. Usually, the amount of fault 

information (labelled data points or measurements) needed for fault diagnosis is of a 

magnitude higher than for detection only.  which and in what form information should be 

provided to the end-users/building managers.  

7.2.4 Phase 4 - Performance monitoring optimization 

The goal of this phase is to develop innovative measures for optimizing performance 

monitoring of building water distribution systems. Performance monitoring of non-

residential water distribution systems can be improved by utilizing the knowledge of 

previously experienced fault situations. That can be stored in a FastDetect database and 
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can be referred as a fault together with the details of the action that was taken to respond 

to the fault situation. In FastDetect model development phase, usually a limited number 

of faults are foreseen and can be stored in the database as fault models. However, in 

practice additional and unforeseen faults can occur. Being able to monitor unforeseen 

faults and transform them into new fault models in the database provides stakeholders 

with an opportunity of getting a more robust performance monitoring system. As the 

number of fault situations in the database increases, the system becomes more reliable 

and valuable in time. A FastDetect engineer would be able to collect the monitoring data 

and can derive new fault models. The detailed process cycle of designed performance 

monitoring framework is shown in Figure 7.2. 

As such it is intended not only as a performance monitoring measure but as an opportunity 

to further improve stakeholder’s awareness regarding water challenges and issues. 

According to the ISO50001 standard, a fundamental principle is that organizations are 

not only capable of identifying and fixing the problems, but also taking actions to 

eradicate the source that caused the problem. In this regard, this phase may also involve 

a description of follow-up activities, monitoring, and measurement of results as well as a 

description of responsibilities. 
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Figure 7.2: Designed performance monitoring framework - process cycle. 

7.3 Platforms for FastDetect application 

FastDetect was developed and implemented in MATLAB during this study, however, the 

implementation of FastDetect at a wider level would require more automation and 

capability in terms of storing databases and reporting performance monitoring results in 

a user-friendly fashion.  

7.3.1 Standalone software package 

The most straightforward application of FastDetect would be within a bespoke standalone 

software application. In this case, the modules used in FastDetect can be programmed 

into a software application without requiring adaptation (which may be required for 

integration into existing building management systems). Development of a standalone 

software package can increase the usability and robustness of FastDetect when compared 
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to its application in an existing platform such as MATLAB which was used in this study. 

The high-level standalone FastDetect architecture is shown in Figure 7.3.  

 

Figure 7.3: High-level standalone FastDetect architecture. 

While MATLAB provides a suitable platform for the implementation of FastDetect, it 

could be difficult for end-users to import and analyse data, it may require additional 

training for the end-user, may not provide the expected levels of user interface and can 

require the purchase of additional software licences. The drawbacks of developing 

bespoke standalone software application include the costs and the subsequent increase in 

software training needs at a facility level. Therefore, it is important to adapt it to the needs 

of the end-users. The integration of FastDetect into existing building management 

systems may be more practical in buildings with a preinstalled building management 

system.  
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7.3.2 Integration to existing building management systems  

In many cases stakeholders need to be convinced regarding benefits of adapting 

performance monitoring tools for water systems (as water is not often economically 

costed unlike electricity). Besides, many end-users presume that a building management 

system should already provide FDD tools, even if currently they do not14. Therefore, the 

first step is to make the stakeholder confident about using the performance monitoring 

platform. Secondly, the platform should be presented as something that will help to 

transform large amounts of data usually stored in the building management system, and 

which are not currently used effectively, into more useful knowledge that can have 

positive commercial, operational and sustainability impacts. As building management 

systems can be usually found in non-residential buildings, the integration of FastDetect 

can be the most effective means of applying performance monitoring on building level 

(Figure 7.4). 

 
14 Personal communication with the maintenance engineers in non-residential water distribution systems. 



 

176 

 

 

Figure 7.4: High-level integrated FastDetect architecture. 

The benefits of integrating FastDetect into existing building management systems include 

data sharing between the building management system and FastDetect potentially 

eradicating the need to manually retrieve water data. Typically, data from different meters 

such as water meters, energy meters, etc. is often fed automatically into a building 

management system, thus, it acts as the first step in accumulating operational data into a 

single database. These characteristics can be of great benefit to performance monitoring, 

data and can be automatically fed into FastDetect. Building management system 

integrated with FastDetect potentially offer a means of better understanding the overall 

building water distribution system operation, the equipment used for performance 

monitoring, and could reduce the human resource involved in operation and maintenance 

practices. 
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7.3.3 Advantages of FastDetect over existing performance monitoring methods 

FastDetect proposed some of the key advantages over existing methods. 

• FastDetect is simple and/or easy to understand, to explain and to commission. The 

parametrisation of FastDetect requires only a short training period and training 

data (historical water use data) to develop a FastDetect model for performance 

monitoring. 

• The configuration of FastDetect to a specific site or system is simple and 

straightforward. FastDetect relies on the use of water data from data management 

system or from installed water meters and eradicates the need for detailed 

knowledge of the physical layout of the building water distribution system. 

FastDetect will also incorporate existing operator knowledge of the building 

water distribution system (where available), historical data and knowledge of 

previous faults. Such knowledge is very common among building managers in 

large-scale facilities and buildings.  

• FastDetect can be tailored to each non-residential facility and to the specific user 

(building managers, practitioners, etc.). The user can interface/interfere actively 

or passively with a limited training. 

• FastDetect is easy to embed and to integrate in a building management system. 

FastDetect only needs to access data sets that already exist (water consumption 

data and overall knowledge of the facility as provided by the building 

management system) and can be used to train FastDetect model. Then as a facility 

develops more data, FastDetect model can be adjusted or can self-adjust. 

• FastDetect is adaptable with new fault situations in a modular way. Once a new 

fault or anomalous situation is identified, FastDetect model can be updated to 

integrate this additional knowledge. This adaptation will make FastDetect 

reactive to planned changes in water usage on site. 

• FastDetect integrated with false alarms moderation offers reduced false alarm rate 

when compared to traditional methods during performance monitoring of non-
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residential water distribution systems making FastDetect more valuable and 

reliable in time.  

7.4 Conclusion 

In this chapter application of FastDetect in industrial settings and two different platforms 

(standalone software package and integration to building management systems) that can 

be utilized to implement it at a commercial scale were discussed. The process described 

utilises concepts from the energy sector to systematically setup a standardized protocol 

so that FastDetect can be implemented in a wide range of non-residential facilities to aid 

in the conservation of water. Utilizing the basic steps of IS0 50001 and IS0 50002 the 

process facilitates the crucial initial steps of developing a performance monitoring 

platform; notably “Assess”, “Plan”, and “Do”. The application of FastDetect will form a 

versatile, robust, and adaptable performance monitoring system to mitigate the effects of 

faults within building water distribution systems in Irish settings. The application of 

FastDetect will also facilitate improvement in the data management and data collection 

practices.  

FastDetect can be applied at different platforms representing promising opportunities. A 

standalone software package can increase the robustness of the performance monitoring 

of non-residential water distribution systems without the need of adaptation (which may 

be required for integration to existing technologies like building management system). 

Wherever, integration of FastDetect into building management systems can increase the 

usability and automation of non-residential water distribution system performance 

monitoring.
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8 Conclusions, and Recommendations 

8.1 Overview 

Large non-residential buildings can contain complex and often inefficient water 

distribution systems. As public and private sectors strive towards more sustainable use of 

water increase it has become increasingly important to effectively detect and diagnose 

faults in water distribution system in large buildings. In many cases, if water supply is 

not impacted, water loss can go unnoticed for long periods. This can lead to unnecessary 

increases in water usage and associated energy losses arising from water pumping, 

treating, and heating. Most of the FDD studies in the water sector are limited to municipal 

water supplies and leakage detection. The application of FDD in building water networks 

remains largely unexplored.  

Chapter 2 revealed a number of important shortcomings and challenges in existing 

literature related to the performance monitoring of the non-residential water distribution 

systems in identifying non-routine water uses and faults of different types (not only 

leakage) within the system. The non-stationarity of water use data in non-residential 

buildings results in high incidence of false alarms when conventional fault detection 

approaches are used. This high incidence of false alarms is one of the main reasons that 

makes building managers and stakeholders reluctant to add FDD methodologies to 

existing monitoring system. 

Existing and newly developed FDD technologies to detect and diagnose faults in building 

water distribution systems are not entirely effective and useful, require capital 

investment, are labour-intensive, and time consuming. In this research, a novel FDD 

methodology termed as “FastDetect” was designed and validated against two different 

non-residential case-study sites, addressing shortcomings and challenges in the existing 

literature, respectively. 

8.2 Conclusions 

The main conclusions are as follows.  

• FastDetect was developed and demonstrated on two non-residential case-study 

sites and proved to be effective in detecting and diagnosing faults at their early 
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stage which conventional systems missed. FastDetect was also effective in 

limiting false alarms (even before the false alarm moderation). 

• One of the most significant current challenges in the performance monitoring of 

non-residential water distribution systems is related to limited data availability 

and data with incomplete information. Thus, it is important to implement robust 

FDD methodologies that can operate under these practical data constraints. The 

performance of FastDetect is promising given that it can be applied to sites with 

limited data and with incomplete information and be successful. 

• FastDetect was capable of handling highly variable water consumption data and 

outliers using a distance-distance approach (described in Section 3.3.2.1 – 

Chapter 3). In FastDetect, the data with large variations and outliers were assessed 

and localized using the distance-distance approach which computes the distances 

from each data point to the centroid of the dataset in the PCA space both in the 

PCA plane and orthogonal directions (shown in Section 4.4.1 – Chapter 4). 

FastDetect demonstrated a robust means of dealing with outlier measurements by 

extracting valuable information from the data, while stabilizing the over 

sensitiveness of the PCA model.  

• This study utilized temporally sensitive unsupervised and supervised learning 

models (namely PCA and multi-class SVM), capable of identifying complex 

patterns within data, whereby PCA was combined with detection indices (T2 and 

Q-statistics) to detect faults in the incoming data and the multi-class SVM was 

trained for fault classification. A greater number of true faults were detected (in 

some cases faults were detected earlier) when compared to existing in-situ 

conventional fault detection system (univariate approaches). The PCA model 

outperformed the conventional systems, detected averaged 26% more faults in two 

case-studies. The multi-class SVM also allowed the faults to be classified 

(showed over 90% accuracy in classifying faults), providing a greater level of 

information to building managers, which can avoid unnecessary emergency 

shutdown in industrial applications. FastDetect showed good capability in 

detecting and diagnosing faults in complex non-residential water distribution 

systems.  
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• To control the prevalence of false alarms, this study utilises two non-parametric 

false alarm moderation approaches (namely window-based approach and trial-

based approach) for the first time in water sector. The implementation of these 

false alarm moderation approaches was combined with PCA to detect true faults. 

Using PCA with the window-based approach averaged 54% false alarms were 

reduced in two case-studies, and the overall performance and reliability of 

FastDetect was improved.  

• The energy use for water heating and water pumping for case-study 1 were 

examined. On average, 236 kWh/day water heating energy was used to overcome 

the stand-by energy losses and to maintain the water temperature in the water 

network. The study found that water heating accounted for up to 18% of the total 

heating energy use in the building. For water pumping energy, an increase of 38% 

was observed for grey-water and other cold-water uses due to the fault that had 

occurred in the case-study 1.  

• The economic aspects of water-energy interaction associated with the faults in a 

non-residential water distribution system were investigated. The 41% increase in 

water-energy costs due to the faults in case-study 1 demonstrated the significance 

of considering energy use related to water end uses in large-scale non-residential 

building water distribution systems and the need for using holistic approach to 

integrate water-energy losses.  

The cost-benefit analysis was conducted to examine the economic feasibility of 

FastDetect implementation in non-residential water distribution systems. The NPV 

and BCR values of €23,665 and 1.98 over a 5-year time horizon was estimated 

provides positive economic viability of FastDetect. To examine the impact of 

economic parameters and uncertainty linked with estimated costs and benefits, a 

sensitivity analysis was carried out. The results indicated that the water-energy 

benefits, operation and maintenance benefits, and recurring costs associated with 

FastDetect maintenance and upgrades were found to be key in impacting the 

economic viability of FastDetect. The conclusions above point to the promising 

capabilities of FastDetect when compared to conventional fault detection systems. 

FastDetect has been developed using data from case-study sites with various faults 

and outliers whereas, typically existing studies utilise generated or experimental data 
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sets. FastDetect is capable of considering biased uncertainties and non-stationarity of 

water use, addressing the key challenges in literature. FastDetect showed usefulness 

in identifying non-routine water uses and faults of different types in addition to 

leakage as shown in two case-study sites, while considerably reducing the false 

alarms during the fault detection process when compared to conventional univariate 

approach.  

The early detection of faults provides a greater level of system information to building 

managers making such facilities more sustainable. Another important characteristic 

is adaptability. FastDetect is easy to embed and can integrate into the existing water 

data collection/monitoring systems. Besides, the water loss as a resultant of faults 

implicitly leads to the loss of energy resource representing an increased life cycle 

carbon footprint. The economic aspects of extrapolation of such losses on a larger 

scale would suggest substantial economic and environmental impacts.  

8.3 Recommendations for future work 

The work carried out in this thesis has emphasized a number of areas where future 

research is recommended as follows. 

• The temporally sensitive unsupervised and supervised learning models (PCA and 

SVM) showed advantages in working without the geometrical information of the 

system and showed high classification accuracy. Future research should involve 

improving some practical aspects of the model, such as improving fault 

classification through enhanced training datasets. This will likely be more 

challenging as data from known faults could be difficult to obtain due to the 

infrequency of such events and the fact that introducing faults to functional 

systems for the purposes of data collection is impractical. 

• To enhance the robustness and applicability of FastDetect, further investigation 

should involve testing and validating the approach against water distribution 

system data from different non-residential buildings and projects. Another avenue 

would be to explore relationships within the data that can be used to define 

additional statistical features for water event disaggregation.  
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• FastDetect is adaptable in that it can diagnose new faults which have not been 

experienced previously which can be verified in future work. Once a new fault or 

anomalous situation is identified, the FDD model can be updated to incorporate 

this additional information. Adaptation will make the system more reliable and 

valuable in time and allow for detection and diagnosis of further anomalies in the 

building water distribution systems. This can enable building operators to target 

predictive maintenance and reduce the occurrence of false alarms, while also 

developing strategies to reduce unnecessary or inefficient consumption of water. 

• Further research could support the evolution of FastDetect into a set of standards, 

or trusted evaluation procedures. Evaluation results from distinct non-residential 

water distribution systems can be used to develop a performance evaluation 

framework, or a set of standards by synthesizing with industry domain expertise. 

It would enhance the industry’s understanding of the trade-offs inherent in 

FastDetect performance evaluation and the desired form and content of outcomes.  

• High priority longer-term efforts involve research to estimate fault prevalence, 

environmental impact, and the associated cost.  

• To this end, the further investigation should involve into user and stakeholder 

expectations for FastDetect performance and comparative analysis, development 

of universally available domain data-driven performance monitoring platform 

that can facilitate individual authorities to analyse their water distribution system 

performance.  
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Appendix 

The mechanics of principal component analysis 

Computation of all feature values for water consumption, gives a data matrix of X ∈ Rn×m 

whereby n rows represent the values for all features within a single day and m columns 

represent a single feature such as maximum flow, average flow, etc. over the observation 

with mean zero and unit variance.  

  

 
𝑋 = 

[
 
 
 
 
 
𝑥11 𝑥12 … 𝑥1𝑗 … 𝑥1𝑚

𝑥21 𝑥22 … 𝑥2𝑗 … 𝑥2𝑚
…
𝑥𝑖1…
𝑥𝑛1

…
𝑥𝑖2…
𝑥𝑛2

… … … …

… 𝑥𝑖𝑗 … 𝑥𝑖𝑚
… … … …

… 𝑥𝑛𝑗 … 𝑥𝑛𝑚]
 
 
 
 
 

=  (𝑤1 𝑤2 … 𝑤𝑗 … 𝑤𝑚) 

(1) 

where row vector Xi represents all feature measurements (i.e., daily flow, etc.) at specific 

time intervals and column vector wj represents single feature measurements (average 

flow, night time flow, etc.) in a series of days. Generally, data matrix X ∈ Rn×m contain 

different magnitude and scales of the physical features. The feature matrix was 

standardized using a z-score standardizing technique (also known as auto-scaling), 

transforming the data to have a mean zero and a unit variance (Kamiel, 2015). 

 𝜇𝑤𝑗 =
1

𝑛
∑ 𝑥𝑖𝑗

𝑛

𝑖=1
 (2) 

 

 𝜎𝑤𝑗 = √
1

𝑛 − 1
∑ (𝑥𝑖𝑗 − 𝜇𝑤𝑗)

2𝑛

𝑖=1
 (3) 

 

 𝑥𝑖𝑗̅̅̅̅ =
𝑥𝑖𝑗 − 𝜇𝑤𝑗

𝜎𝑤𝑗
 (4) 
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where 𝑥𝑖𝑗̅̅̅̅  is the data point re-scaled to 𝜇𝑤𝑗 = 0 and 𝜎𝑤𝑗 = 1, 𝜇𝑤𝑗 is the mean and 𝜎𝑤𝑗 is 

the standard deviation of the variable 𝑤𝑗. The standardized data matrix X ∈  Rn×m is then 

transformed by utilizing singular value decomposition as per (Jackson & Mudholkar, 

1979; Zenobi et al., 2011; Sheriff et al., 2017).   

 𝑋 = 𝑈𝑃̂𝑇 + 𝐸 (5) 

where U = [u1, u2, u3, …um] ∈  Rn×m  is a matrix of transformed variables, where each 

column represents the score vectors and the 𝑖𝑡ℎ eigenvalue equals the square of the 𝑖𝑡ℎ 

singular value (i.e., 𝜆𝑖 = 𝜎𝑖
2 ). P = [p1, p2, p3, …pm] ∈  Rm×m is the matrix of orthogonal 

vectors, where each column is populated by the eigenvectors associated with the 

covariance matrix of the data matrix X ∈  Rn×m. E is the residual matrix which ideally 

contain noise in the data. Typically, most of the data variance is contained in the principal 

components with larger eigenvalues, while the remaining principal components are 

considered as measurement noise which can be removed by reducing the data dimension 

(Grueiro et al., 2018;  Laory et al., 2011). The covariance matrix S quantifies the amount 

of linear correlation between all possible combinations of features within the dataset and 

can be computed as (Sengupta & Kundu, 2016; Rosen, 2001; Jackson & Mudholkar, 

1979).   

 𝑆 =
1

𝑛 − 1
𝑋𝑇𝑋 = 𝑃̂𝛬𝑃̂𝑇 (6) 

where Λ is the diagonal matrix Λ = diag (λ1, λ2, λ3 … λm) ∈  Rm×m containing non-

negative eigenvalues related to m principal components and magnitudes in a descending 

order λ1 ≥ λ2 ≥ … λm ≥ 0. The covariance matrix is a symmetric and square matrix and 

can also be expressed as. 

 𝑆 =  

[
 
 
 
 
 
 
𝑤1
𝑇𝑤1 𝑤1

𝑇𝑤2 … 𝑤1
𝑇𝑤𝑗 … 𝑤1

𝑇𝑤𝑚

𝑤2
𝑇𝑤1 𝑤2

𝑇𝑤2 … 𝑤2
𝑇𝑤𝑗 … 𝑤2

𝑇𝑤𝑚
…

𝑤𝑗
𝑇𝑤1
…

𝑤𝑚
𝑇𝑤1

…
𝑤𝑗
𝑇𝑤2
…

𝑤𝑛
𝑇𝑤2

… … … …

… 𝑤𝑗
𝑇𝑤𝑗 … 𝑤𝑗

𝑇𝑤𝑚
… … … …

… 𝑤𝑛
𝑇𝑤𝑗 … 𝑤𝑛

𝑇𝑤𝑚]
 
 
 
 
 
 

 (7) 
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where Λ is the diagonal matrix Λ = diag (λ1, λ2, λ3 … λm) ∈  Rm×m containing non-

negative eigenvalues related to m principal components and magnitudes in a descending 

order λ1 ≥ λ2 ≥ … λm ≥ 0. The model built by principal component analysis contains the 

same number of principal components as the original number of features in the data 

matrix X ∈  Rn×m. In the case of water distribution systems, it may contain features such 

as average flow, average flow during working hours, average flow during non-working 

hours, etc. that are highly correlated. A small number of principal components can be 

used to detect flow deviation in the water consumption data. However, it is critical to 

choose the number of principal components r. Overestimation could introduce false alarm 

and noise (misdetection) in the model, while, underestimating could decrease the 

detection capability of the PCA model (Jolliffe, 2002.; Zhu & Ghodsi, 2006).   

In this study, the number of components is selected based on the cumulative percent 

variance (CPV) due to its computational simplicity and wide adoptability (discussed in 

Chapter 3 – Section 3.3.2.2) (Sheriff et al. 2017). It provides a good estimate of the 

number of principal components that need to be retained for most practical applications. 

Cumulative percent variance is a measure of the percentage variance CPV(r)≥ 90% 

captured by the first r principal components (Zumoffen & Basualdo, 2008; Johnson & 

Wichern, 2007). 

 𝐶𝑃̂𝑉(𝑟) =  
∑ 𝜆𝑖
𝑟
𝑖=1

𝑡𝑟𝑎𝑐𝑒(𝑆)
100 (8) 

The number of principal components (PCs) is selected in a way that CPV is greater than 

the minimum amount of variation the model should explain (i.e., CPV(r)≥ 90%). Once 

the number of principal components r were retained, the data matrix X ∈  Rn×m can be 

expressed as (Jolliffe, 2002; Jackson & Mudholkar, 1979). 

 
𝑋 = 𝑈𝑃̂ =  [𝑈̂ 𝑈̃] [𝑃̂̂ 𝑃̃̂] = 𝑋𝑃̂̂𝑃̂̂𝑇⏞  

𝑋̂

+ 𝑋(𝐼𝑚 − 𝑃̂̂𝑃̂̂𝑇)
⏞        

𝐸

  
(9) 

where 𝑈̂ ∈  Rn×r represents the matrices containing r retained principal components and 

𝑈̃ ∈  R(n×m)−r represents the ignored m-r principal components. Similarly, 𝑃̂̂ ∈  Rm×r 

represents the matrices containing the r retained eigenvectors and 𝑃̃̂ ∈  R(n×m)−r 

represents the ignored m-r eigenvectors, respectively. 𝑋̂ ∈  Rn×r is the modelled matrix 

established by projecting matrix X onto the reduced loading matrix P containing retained 
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principal components (principal component subspace) and E is the residual matrix 

computed as the difference between X and 𝑋̂, captures the variations associated with n-r 

singular values. The matrix 𝑋̂ ∈  Rn×r is the variation of X ∈  Rn×m calculated utilizing r 

retained principal components.  

Score and orthogonal distance 

To analyse the linear combination of water time series that restrain valuable information 

or outliers; the score distance SDi and the orthogonal distance ODi of each data point to 

the PCA subspace are given by (Hubert et al., 2005; Harris et al., 2014; Rousseeuw et al., 

2018). 

 𝑆𝐷𝑖 = √∑
𝑢𝑖𝑗
2

𝜆𝑗

𝑟

𝑗=1

  
         

(10) 

 

 𝑂𝐷𝑖 = ‖𝑥𝑖 − 𝜇 − 𝑃̂𝑚,𝑟𝑢𝑖
′‖  

       

(11) 

where uij is the score value of each data point, λj is the non-negative eigenvalues and Pm, 

r is the eigenvectors matrix related to r principal components, 𝜇  is the mean of the 

covariance matrix. Assuming the data follows a multivariate normal distribution. The cut-

off for the data points were estimated using Chi-square distribution √𝑋𝑟,0.975
2 . Where 

𝑋𝑟,0.975
2  is the 97.5% quantile of the Chi-squared distribution with r principal components 

(Rousseeuw and Hubert, 2018). 

Fault detection indices 

Hotelling T2-statistics 

T2-statistics represents the major variation in the data (Garcia-Alvarez, 2014). The T2-

statistics of the ith sample or observation x can be expressed as (Mujica et al., 2011;  Qin, 

2003). 
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 𝑇𝑖
2 = 𝑥𝑖

𝑇𝑃̂ 𝛬𝑟
−1𝑃̂𝑇𝑥𝑖 (12) 

where  Λ𝑟
−1 is the diagonal matrix containing the eigenvalues related to retained principal 

components, xi is the data vector of the ith observation and P contains the loading vector 

associated with the r columns. Under routine process conditions, the data follow a 

multivariate normal distribution, the T2-statistics is related to an F-distribution 

considering that the population mean, and covariance are estimated from data (Qin, 

2003). 

The control limit Tα
2 can be obtained by F-distribution as follows. 

 

 𝑇𝛼
2 =

𝑟(𝑛 − 1)

𝑛 − 𝑟
𝐹𝛼(𝑟,𝑛−𝑟) (13) 

where n is the number of observations in the data, r is the number of retained principal 

components, Fα (r, n-r) is the F-distribution. In the current study, the α-control limits  are 

calculated at a confidence level of 95%. The T2-statistics can be interpreted as measuring 

the systematic variations of the process. Violation of routine conditions would indicate 

that the systematic variations are outside normal operating bounds, and thus the data set 

may indicate a fault or non-routine process condition (Vieira et al., 2014). The new 

observation is considered to be normal if it satisfies the following condition. 

 {
 𝑇𝑖
2 < 𝑇𝛼

2 −−− 𝑁𝑜𝑟𝑚𝑎𝑙             

𝑇𝑖
2 ≥ 𝑇𝛼

2 −−− 𝑆𝑦𝑠𝑡𝑒𝑚 𝑎𝑙𝑎𝑟𝑚 
 (14) 

T2-statistics is based on the first r retained principal components so that it provides a test 

for derivations in the principal score vectors that are of greatest importance to the variance 

of the process. When the Ti
2 of the new observation exceeds the control limit, Tα

2, this 

triggers an alarm. For instance, if new incoming data contains a fault or non-routine water 

uses (conference, workshop, etc.) which consumes more water than the routine 

consumption, the data will reflect substantial deviation from normal operating values for 

the statistical features (Table 4.1). The T2-statistics is used to evaluate the variation in 

the statistical feature values predefined by the baseline condition. T2-statistics will only 

detect an alarm if the variation in the latent variables is greater than the variation 
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explained by common causes. False negatives can occur, whereby the variation in data 

output (i.e., daily flow rate) is not enough to be detected by the selected control limit 

dictated by Tα
2. To reduce false negatives, and thus increase the sensitivity of the water 

distribution system fault detection methodology, the Q-statistics can be utilised. This Q-

statistics is based on the observation residuals not detected by T2-statistics, which is the 

sum of squares of the residuals as discussed below (Zenobi et al., 2011).  

Q-statistic or squared prediction error 

The Q-statistics also known as squared prediction errors, measure the variability of the 

observation that violates the routine process correlation (with small or moderated 

magnitudes) not accounted by the principal component subspace. In case of water 

distribution systems, continuous flow usually does not impact on the overall water 

consumption in a short period and so may not be detected by conventional methods, 

however a low-grade fault, such as minor continuous flows, can result in undesirable 

water loss and accumulate to significant losses. The portion of the measurement space 

corresponding to the lowest (m - r) eigenvalues are thus monitored (Ballabio, 2015; Qin, 

2012). 

 𝑄𝑖 = 𝑥𝑖
𝑇(𝐼 − 𝑃̂𝑖𝑃̂𝑖

𝑇)𝑥𝑖 (15) 

where I is the identity matrix. The control limit Qα can be computed from its approximate 

distribution (Ballabio, 2015; Qin, 2012). 

 𝑄𝛼 = 𝜃1 [
ℎ0𝑐𝛼√2𝜃2

𝜃1
+ 1 

𝜃2ℎ0(ℎ0 − 1)

𝜃1
2 ]

1
ℎ0
⁄

 (16) 

 𝜃𝑖 =∑ 𝜆𝑗
2𝑖

𝑛

𝑗=𝑟+1
 (17) 

 ℎ0 = 1 − 
2𝜃1𝜃3

3𝜃2
2  (18) 

where r is retained principal components inside the model and cα is the standard normal 

deviation with the upper (1 - α) percentile. When an unusual event occurs, and it produces 
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a change in the covariance structure of the model, it will be detected by a high value of 

Q. The new observation is considered to be normal if it satisfies the following condition.  

 {
 𝑄𝑖 < 𝑄𝛼 −−− 𝑁𝑜𝑟𝑚𝑎𝑙             
𝑄𝑖 ≥ 𝑄𝛼 −−− System alarm 

 (19) 

when the Qi of the new experimental trial violates the Qα control limit, this is indicative 

of a fault, or a non-routine water uses. The value of Qα is defined with an assumption that 

the observation data is multivariate normally distributed and time-independent (Harrou 

et al., 2013). The value Q-statistics are small and consequently more sensitive than the 

T2-statistics. This characteristic makes the Q-statistics ideally suited to detecting minor 

variation within the system behaviour. It evaluates the variation of the new incoming 

water data which are not accounted for by the principal component subspace. On the 

contrary, the T2-statistics require significant variation in the system behaviour to be 

measurable (Mujica et al., 2011).  

Support vector machines 

Support vector machine (SVM) is a supervised learning technique widely used for 

classification and regression. The SVM technique has been used herein due to its wide 

use in different engineering sectors such as thermal power plants, centrifugal pumps, 

bearing, etc. in context of classification (Sabri et al., 2017; Xiao, 2016; Bayar et al., 2015; 

Chen et al., 2011, Hmeidi et al., 2008). SVM creates a decision boundary in between 

classes by mapping the training data (through kernel function) onto a higher dimensional 

space, and then obtaining the maximum margin hyperplane within that space. Thereafter, 

this hyperplane can be regarded as a classifier. To achieve multi-class classification, 

error-correcting output code (ECOC) was used. ECOC represents a powerful framework 

to deal with multi-class classification problems combining binary classifiers such as 

support vector machine, neural networks, decision trees, etc. (Bagheri et al., 2012; Lin, 

2018).   

The classification problem in SVM can be confined by considering the two-class problem 

which aims to separate the two classes by a function induced from available training data 

(Zheng, 2020). An example of linearly separable problem in a 2D space is shown below. 

The SVM is based on solving the optimization problem which tends to maximize the 
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margin width as shown in Figure and minimize the classification error. SVM usually 

consider the hyperplane with maximum margin (hyperplane of larger distance as 

possible). A detailed explanation of the SVM technique can be found in (Bishop, 2013).  

 

 

 

Figure: An example of a linearly separable problem in a 2-D space. The support 

vectors, marked with red squares, define the margin of largest separation between 

the two classes (Cortes and Vapnik, 1995). 

Prior to classification among routine or faulty condition, cross-validation was performed 

to optimize classifier’s hyperparameters and to assess the performance of a classifier. 

Cross-validation ensures that SVM classifier can be trained rapidly with less 

computational effort while maintaining a good accuracy of the classifier. It is noted that 

SVM is less effective when the data contain noise and overlapping data points (Nalepa 

& Kawulok, 2018; Nayak et al., 2015).  

Cross-Validation  

Cross validation is a statistical method for estimating the prediction accuracy of the 

classifier. The goal of the cross-validation is to gauge the generalizability of an algorithm 

(SVM) and to prevent overfitting by minimizing the influence of noisy data points 

(Gupta, 2019; Mudry & Tjellström, 2011). During classifier training, suitable kernel, 

regularization (gamma) and soft margin (cost) parameters are required to determine 



 

227 

 

whether the classifier predicts unknown data accurately. However, the optimal 

parameters are generally not known beforehand; but can be developed using a cross-

validation algorithm (Ding and Chen, 2010). In this study, the f-fold cross-validation 

technique was used to evaluate the accuracy of the classifier. To achieve multi-class 

classification, ECOC was used. ECOC represents a powerful framework to deal with 

multi-class classification problems based on combining binary classifiers such as SVM, 

neural networks, decision trees, etc. (Bagheri et al., 2012; Lin, 2018).   

In the process of f-fold cross-validation, the original training dataset was partitioned into 

f equally sized segments (i.e., f = 1,2,3…). Subsequently, f iterations of training and 

validation were performed  such that within each iteration a different set of the data was 

held-out for validation while the remaining (f-1) folds were utilized for learning (Wei Li 

et al., 2019). Data is generally stratified before being split into f-folds. Stratification is 

the process of reorganizing the data ensuring each fold is a good representation of the 

whole dataset (Mudry and Tjellström, 2011). In this study, the SVM classifier was trained 

by conducting stratified 10-fold cross validation to minimize the generalization error 

(minimizing the error associated with the bias and variance of data).  

 


