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B
iometric systems confirm a 
person’s identity by extracting 
and comparing patterns in their 
physical characteristics against 

computer records of those patterns. 
Examples include scans of the face, 
iris, or retina; measurements of hand 
geometry, palm or finger vein patterns; 
fingerprints, ear structure, voice pat-
terns, or any other characteristic of the 
physical person that represents a unique 
attribute. The extracted patterns are 
matched against previously registered 
patterns, and, within certain tolerances, 
a confirmed match can be used to 
authenticate an individual’s identity. In 
most practical systems, there is a need 
for a large, centralized data repository 
for storing the registered patterns, and 
substantial computing power is often 
required to process new patterns and 
compare these to the stored data set.

The Historical 
Origins of Biometrics
As with many of today’s technologies, 
the history of biometrics stretches back 
further than we might think. One of the 
fathers of biometrics was a French 
police officer, Alphonse Bertillon, who 
developed an anthropometric identifica-
tion system for suspects in the 1880s. 
His techniques were based on measure-
ment of the characteristics of the head 
and body as well as individual marks 
such as scars and tattoos (Figures 1 
and 2). These characteristics were 

processed to provide a unique identify-
ing formula for each police offender.

First introduced into practical use in 
1882, Bertillon’s system was used in 
1884 to confirm 241 repeat offenders in 
the Paris area. Its use was then widely 
adopted by the French police force. 
Although the system was later shown to 
be flawed because different police 

officers would implement measure-
ments in slightly different ways, it was 
widely adopted in France and other 
European countries and later by U.S. 
and U.K. police. In France, it was 
popular enough that it was widely used 
even after the advent of fingerprinting. 
Bertillon was also responsible for the 
standardization of the police mug shot 
and did pioneering work on “metric 
photography,” which he intended to use 
to reconstruct the dimensions of a 

particular space and the placement 
of objects in it. 

Fingerprinting is one of the earliest 
biometric techniques. In fact, finger-
prints were used as signatures in 
ancient Babylon. However, the first 
scientific research began in the 17th 
and 18th centuries. Nehemiah Grew 
(1641–1712) published the first scien-
tific paper to describe the ridge struc-
ture of the skin covering the fingers and 
palms [16]. A century later, in 1788, the 
German anatomist Johann Mayer 
(1747–1801) recognized that finger-
prints are unique to each individual.

In modern times, fingerprints were 
first used as a form of legal authentica-
tion in July 1858, when Sir William 
James Herschel, chief magistrate of 
the  Hooghly district in Jungipoor, 
India, first used fingerprints on native 
contracts [17]. On a whim, without 
thought toward personal identification, 
Herschel had Rajyadhar Konai, a local 
businessman, impress his handprint on 
a contract. The idea was merely “to 
frighten [him] out of all thought of 
repudiating his signature.” Herschel 
subsequently made a habit of requiring 
palm prints—and later, simply the 
prints of the right index and middle 
fingers—on every contract made within 
his district.

Juan Vucetich made the first crimi-
nal fingerprint identification in 1892 
[17]. Vucetich, an Argentine chief 
police officer, created the first method 
of recording the fingerprints of individ-
uals on file, associating these finger-
prints to Bertillon’s anthropometric 
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system. In 1892, after studying 
Galton’s pattern types, Vucetich set up 
the world’s first fingerprint bureau. In 
that same year, Francisca Rojas of Nec-
ochea was found in a house with neck 
injuries, while her two sons were found 
dead with their throats cut. Rojas 
accused a neighbor, but despite brutal 

interrogation, this neighbor would not 
confess to the crimes. Inspector Alva-
rez, a colleague of Vucetich, went to 
the scene and found a bloody thumb 
mark on a door. When it was compared 
with Rojas’ prints, it was found to be 
identical with her right thumb. She then 
confessed to the murder of her 

sons [18]. The interested reader will 
find many additional details on the 
history of fingerprints in [17] and [18].

Biometrics in Movies 
and Popular Culture
In 1882, Mark Twain (Figure 3) wrote, 
in Life on the Mississippi, about how a 
murderer was identified by his finger-
prints. In one of his later books, Pudd’n 
Head Wilson, there was a dramatic 
court trial focused on fingerprint 
identification. 

Biometrics in various forms has 
frequently been featured in science 
fiction literature and was also explored 
by mainstream authors, including 
George Orwell, Aldous Huxley, Philip 
K. Dick, Ray Bradbury, and William 
Gibson. In most of these works, bio-
metrics was often employed as a 
method of restricting and controlling 
citizens, and the portrayals of a soci-
ety that employs biometrics are invari-
ably quite negative. 

These trends have continued in 
recent movies. In Minority Report, a 
movie adaptation of a Philip K. Dick 
short story, the principal character is 
forced to have his eyes surgically 
replaced to prevent identification. In 
Gattaca, a 1997 movie directed by 
Andrew Niccol, the principal character 
must carry samples of another per-
son’s genetic material with him on a 
daily basis to pass a range of authenti-
cation protocols.

Strangely enough, these futuristic 
visions are not that far removed from 
today’s technologies. We will discuss 
shortly how Sarnoff Corporation, 
Princeton, New Jersey, has adapted 
current technology using an array of 
cameras to enable iris recognition “on 
the move.” This bears striking similari-
ty to the scanning of a customer’s iris 
patterns in the shopping mall scenes of 
Minority Report. The future is often 
closer than you might think!

PRACTICAL PROBLEMS 
IN THE DEPLOYMENT OF 
BIOMETRIC TECHNOLOGY
New deployments  of  biometr ic 
technology often turn out to be both 
complex and costly. Typically, the 

Figure 1. From Bertillon’s Identification Anthropométrique (1893), demonstrating the 
measurements needed for his anthropometric identification system. 
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technology suffers from acceptance 
and adoption issues. People are gener-
ally suspicious of biometrics, and, if 
biometrics are not introduced carefully 
into a work environment or operational 
application, these suspicions can be 
sufficient to lead to failure. In practice, 
there are far more failures than suc-
cesses. For the interested reader, there 
are case studies and detailed discus-
sions of the details of biometric 
deployments in [1].

A review of legacy deployments 
will quickly reveal that, while biomet-
ric technology appears attractive on 
first consideration, there are many real-
world issues that both complicate and 
increase the costs of such deployments, 
not the least of which, issues of confi-
dence and reliability in the underlying 
technologies can surface.

Complexities arise because not all 
biometrics are completely effective—
there are people who cannot be fin-
gerprinted due to injuries or scars and 
people who do not have a discernable 
iris pattern for genetic reasons; while 
these are outliers, they do preclude 
the use of biometric technologies for 
some individuals.

A further drawback of legacy tech-
nologies is that they lack convenience 
and comfort. People would have to 
comply with an acquisition process 
that required holding their face, eye, 
or hand in a certain position and often 

experiencing some physical or philo-
sophical discomfort  during this 
process. Nevertheless, there are 
successful examples of biometric 
deployment.

Another issue that arises with bio-
metric data is that they cannot be 
revoked. The Electronic Freedom 
Foundat ion  expla ins  th is  very 
nicely [4]:

In the near future, biometrics 
could stand in for your driver’s 
license or social security number, 
and you could be asked for a 

thumbprint or an iris scan just to 
rent an apartment or see a doctor. 
This could lead to many vulnera-
ble copies of that linked data that 
could wind up in the hands of 
identity thieves. And any data 
compromises would be cata-
strophic; unlike a credit card or 

even a social security number, 
your biometric data can’t be 
revoked or reissued.
In other words, if someone gains 

access to your fingerprint, or rather the 
digital pattern generated by it, he or she  
can obtain access to any services 
secured by that biometric data. And, 
unlike the PIN associated with your 
bank card, you cannot revoke and reis-
sue biometric data—a very significant 
drawback in practical use. Thus, the 
widespread use of biometrics to control 
and manage authentication actually 
represents a significant risk and is like-
ly to increase the incidence of identity 
theft and associated crimes.

Figure 2. (a)–(c) Illustration from “The Speaking Portrait,” an article in Pearson’s Magazine, 1901, showing the principles of Bertillon’s 
anthropometry. 

Figure 3. Mark Twain wrote about 
fingerprint identification in the 1880s.

Nevertheless, in the last 
decade, biometrics has 
become increasingly 
practical as a means to 
identify and authenticate 
people across a range of 
applications and use cases.
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EXAMPLE CASE STUDIES
Nevertheless, in the last decade, 
biometrics has become increasingly 
practical as a means to identify and 
authenticate people across a range of 
applications and use cases. Let us exam-
ine some well-known examples that will 
serve as a basis for later discussion.

Google uses iris recognition to 
control access to its data centers. Most 
currently available iris recognition 
systems impose substantial constraints 
on subject position and motion during 
the recognition process. The image-
acquisition process largely drives these 
constraints, rather than the particular 
pattern-matching algorithm used for the 
recognition process.

While this is acceptable in a secured 
working environment, it would be less 
suitable in an open, semipublic environ-
ment such as an airport. Thus, Sarnoff 
Corporation has adapted current tech-
nology using an array of cameras to 
enable iris recognition on the move. As 
users walk through a short passage, their 
face region is captured by an array of 
multiple cameras under assistive light-
ing. An optimal iris image can be 
obtained by selection from these multi-
ple images, requiring a single contact-
less walk-through by an individual 
(Figure 4). A YouTube video can be 
found at http://www.youtube.com/
watch?v=b1uZonksCnI.

Another high-profile use of biometric 
technology is by Disney, who uses fin-
gerprint recognition technology in its 
theme parks to combat the reselling of 
tickets. On entry, each ticket is associat-
ed with the ticket holder’s biometric data 
so that it is not possible to resell the tick-
et after leaving the theme park. Finger-
print recognition is a well-known 
biometric and has been used for many 
years by police forces worldwide. As it 
requires a voluntary acquisition, it is less 
invasive of privacy than facial recogni-
tion. This is a good example where the 
barriers of acceptance and adoption have 
been overcome, allowing a successful 
deployment of the technology (Figure 5).

Naturally, there are other deploy-
ments, particularly by government 
and state agencies, where comfort, 
acceptance, and adoption are minor 

considerations. Thus, the U.S. Citi‑ 
zenship and Immigration Services make 
extensive use of biometric technologies— 
both fingerprint and facial images—to 
track people entering the country. People 
do not have a choice and must allow 
themselves to be scanned if they wish to 
enter the United States.

CONSUMER ELECTRONICS: A 
NEW ENABLER FOR BIOMETRICS
Consumer technology has progressed 
significantly in the last decade. New 

smartphone devices and tablet com‑ 
puters are disrupting traditional media 
and entertainment industries. Im‑ 
provements in digital imaging and 
wireless networking technologies 
have turned these new mobile devices 
into powerful multimedia engines not 
only for viewing but also for generat-
ing content. Location services and 
social networking technologies enable 
these devices to link us geographical-
ly with our personal community of 
family and friends.

Figure 4. Iris recognition for a moving subject. Note the use of a parallel camera array 
(108) to capture multiple iris images simultaneously. (Image taken from U.S. patent 
7,627,147, “Method and apparatus for obtaining iris biometric information from a 
moving subject.”)
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The growth rate for tablet devices 
exceeds that for the personal computer 
in the 1980s by an order of magnitude 
[2]; it is three times faster than the rate 
at which people have signed up for 
Facebook since it went public in 2007. 
That is a lot of tablets—640 million as 
of July 2012.

SMART IMAGING
We are on the cusp of a smart-imaging 
revolution. High-end digital cameras 
have leveraged the SLR architecture 
and larger sensor geometries to 
provide high-quality digital images. 
However, today’s consumer cameras can 
deliver similar quality in a smaller 
footprint by combining multiple images 
to generate high dynamic range images. 
Real-time processing and analysis of the 
image stream is now commoditized with 
correction of flash-eye defects, face 
tracking, and beautification, smile, and 
blink detection being standard features 
in most consumer cameras and now 
appearing in smartphones as well.

The latest chip sets have dedicated 
hardware and even GPU subsystems 
embedded on chip with the main CPU. 
Data buses are optimized for full high-
definition video at 60 frames/s; some 
can achieve even higher frame rates. In 
the near future, new optics technologies 
will overcome the limitations of the 
small lenses on these devices. The 
latest MEMS technology will provide a 
low-cost, miniature lens module with 
ultrafast focus and focus range from 
10 cm to infinity.

SMARTPHONES
The sales of smartphones dwarf those of 
tablets. In 2012 alone, the sales of latter 
were around 200 million units per quar-
ter, or 0.8 billion units annually.<AU: 
Kindly check whether the edited sen-
tence retains the intended meaning.>

What is most interesting is the pace 
at which the underlying technology is 
evolving. The computing power of the 
latest chip sets has increased, but more 
interestingly, the multimedia capabili-
ties have been given huge boosts 
through specialized hardware and the 
recent incorporation of GPU cores. 
These capabilities imply that smart 

imaging will become a commoditized 
feature of smartphone platforms in the 
next year or two.

Also of interest is the transition 
from a desktop and keyboard culture to 
a touch- and thumb-based mobile life-
style. Coupled with social networks 
and the powerful multimedia capabili-
ties of today’s hand-held devices, we 
are seeing significant disruptive social 
and economic effects arising from new 
usage patterns and user behaviors.

NEW SENSING TECHNOLOGIES
Location services have also become 
commoditized in our devices, thanks to 
advanced GPS chipsets and significant 
cost reductions as the technology 
entered mass-market electronic prod-
ucts. Today, your location is a key com-
ponent of many services. Our devices 
also know and respond to their orienta-
tion, and it has become common to pro-
vide two video cameras to enable 
videoconferencing applications.

The touch-sensitive devices of today 
may soon be replaced by devices with 
three-dimensional (3-D) gesture-sensing 
capabilities. The Leap sensor (https://
leapmotion.com/) can accurately follow 
detailed hand movements in a 3-D space 

above your desk. In case you doubt this 
evolution, a number of large corpora-
tions are already filing patents on 3-D 
user-interface concepts [3].

But what does any of this have to do 
with biometrics? Bear with me a little 
longer, we are getting there!

MAN OR DEVICE?
As I have already indicated, society is 
moving rapidly to the point where 
almost everyone will own a smart-
phone. In other words, perhaps more 
correctly, these smartphones will own 
us. They are compelling devices, com-
bining the capability to act as a person-
al communications and messaging hub, 
a sophisticated personal entertainment 
device, and a life-log portal, should you 
require it.

The ability of a smartphone to aug-
ment our daily lives is already effecting 
substantial changes in social behavior. 
For many years, it was considered rude 
to leave your cell phone active in meet-
ings; today, it is acceptable to tap away 
at this gadget in your hand. Indeed, 
it now seems to be considered impolite 
to interrupt someone while they are 
engaged in such, arguably antiso-
cial, tapping.

FIGURE 5. A fingerprint analysis toolkit. Note that the fingerprint images shown are pre-
processed to enhance the ridge lines and determine the key points, or minutiae, in a 
robust and repeatable manner.
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And these behavioral adjustments 
are even more pronounced among the 
younger generation. For the youth of 
today, the smartphone is their princi-
pal social instrument. It is at the heart 
of their social lives and the center of 
their universe.

BIOMETRICS AND PRIVACY
This brings us to the interesting and 
key topic of biometrics and privacy. If 
we begin to use our personal biometric 
data as a means of authentication, it 
becomes very important to consider 
how these are used. The legacy 
approach, discussed above, typically 
gathers biometric data in centralized 
databases, and as we have also indicat-
ed, these biometric data cannot be 
changed. In effect, the owner of the 
data becomes the arbiter of your 
identity.

Clarke [13] has written in detail on 
this topic. He separates privacy into 
several subaspects and emphasizes the 
need for various safeguards, depending 
on the particular use of biometric data. 
These safeguards are essential if bio-
metric technology is not to fall into ill 
repute even in relatively free societies. 
In more authoritarian societies, the 
worst fears expressed in popular culture 
may well become reality.

Jain and Nandakumar [14] focus 
more on the maturity of biometric 
technology but recognize the impor-
tance of considering privacy in any 
particular application of biometrics. 
More specifically, they raise several 
key concerns.

▼▼ �Who owns the biometric data, the 
individual or the service providers?

▼▼ �Will the use of biometrics be propor-
tional to the need for security in a 
given application? For example, 
should a fingerprint be required to 
purchase a hamburger at a fast food 
restaurant or access a commercial 
Web site?

▼▼ �What is the optimal tradeoff between 
application security and user privacy? 
For example, should governments, 
businesses, and other entities be able 
to use surveillance cameras in public 
spaces to covertly track benign activ-
ities of users?

There are many additional articles in 
the legal and philosophical literature 
that discuss various moral and ethical 
aspects of biometrics. But as the pur-
pose of this article is not specifically 
directed to consider privacy issues, it is 
sufficient for the reader to be aware of 
these matters and the known concerns 
regarding the use of biometric 
technologies.

IDENTIFICATION VERSUS 
AUTHENTICATION
There are two major applications of 
any biometric recognition technology. 
Where a person claims a certain 
identity and his or her biometric data 
are used to verify this claim, this is 
known as verification or authentication. 

It can be considered a user-driven tech-
nology, as the person will normally 
request access to a service or facility 
and agree cooperatively to provide the 
relevant biometric data. For example, 
presenting your passport at border con-
trol is an authentication process—the 
agent compares your face to the picture 
in the document.

Identification, on the contrary, is 
the task of determining an unknown 
person’s identity. For example, a 
police officer comparing a sketch of 
an assailant against a database of pre-
viously documented criminals to find 
the closest match(es) is an identifica-
tion process. Identification systems are 
often implemented covertly without 

the user’s knowledge. Examples in‑ 
clude determining the players at a 
gaming table in a casino, or checked-
in passengers at an airport terminal, 
or people observed by street surveil-
lance cameras.

The increasing use of public surveil-
lance closed-circuit television systems 
in airports, train stations, and even on 
the high street has introduced signifi-
cant potential for covert observation 
and tracking of individuals without 
their consent. While there are arguably 
benefits to law enforcement and immi-
gration officials, it is the covert aspects 
of such systems that many members of 
the public find disturbing and that raise 
privacy concerns. If we can distinguish 
between the willing use of biometrics 
by individuals to prove their identity 
and the covert use of this technology 
without their knowledge, then many of 
the key privacy concerns are caused by 
inappropriate use rather than the tech-
nology itself.

RECOGNIZING PEOPLE
Most of us communicate on a daily 
basis using e-mail. While it is essential-
ly an unsecured communication chan-
nel and can be easily intercepted and/or 
spoofed, this does not happen very 
often. The economic value of the vast 
majority of e-mails to a third party is 
negligible, and the nature of the social 
and business activities that most of us 
conduct does not make interception 
worthwhile. (There are significant 
exceptions, but we are mainly interest-
ed in the requirements of consumers 
rather than those of business or enter-
prise security.)

In the same vein, we do not require 
additional authentication for most of 
our e-mail correspondence or phone 
communications because we know the 
people with whom we are dealing, and 
they are identified by their e-mail 
address or phone number. In effect, we 
accept a machine identifier as sufficient 
for initial identification. It is true 
that we will subconsciously expect 
additional cues such as voice or writing 
style and will react to aberrations, but 
the initial authentication is based on the 
machine identifier.

If we can distinguish 
between the willing use 
of biometrics by individuals 
to prove their identity and 
the covert use of this 
technology without their 
knowledge, then many 
of the key privacy concerns 
are caused by 
inappropriate use rather 
than the technology itself.
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Now consider the rapid adoption of 
smartphones and some of the likely 
consequences. With widespread adop-
tion, we are already experiencing a 
rapid growth in new markets, applica-
tions, and services leveraging the 
technology, often in new ways. A 
significant proportion of these will 
lead to new market opportunities and a 
harnessing of the smartphone as an 
economic enabler. As new markets 
emerge and grow, some of these will 
become increasingly attractive to 
cyber criminals and, as technology 
continues to evolve, we should not 
expect that today’s secure channels 
will remain secure. In the near future, 
you may no longer be able to trust 
simple machine identifiers as you 
do today.

COULD BIOMETRICS SOLVE 
THE RECOGNITION PROBLEM?
On first consideration, it would seem 
that adding a biometric to your e-mail 
address should offer a simple approach 
to authentication. If  biometrics 
becomes commoditized in the near 
future, and this is certainly a key 
hypothesis of this article, then you 
would expect that incorporating your 
fingerprint or iris code into an e-mail 
would offer an elegant solution. Your 
laptop certainly has time to observe and 
scan your eye while you are composing 
that e-mail [15].

But we already mentioned that a key 
problem with biometric data is that 
they cannot be revoked. Thus, if every 
e-mail you send has your biometric 
data encoded into the mail signature, it 
would not take too much effort for a 
cyber criminal to access your biometric 
codes. And at that point, you are 
exposed to a risk of permanent identity 
theft. You cannot change your biomet-
ric data, so the thief has permanent 
access to your identity.

Once you understand this key point, 
you will realize why biometrics raises 
so many concerns and why there are so 
many issues related to its widespread 
daily use. There is a big Pandora’s box 
here—if we get things right, then bio-
metrics could address a wide range of 
new and emerging problems. But get it 

wrong, and we risk a major societal 
catastrophe.

AUTHENTICATION BY DEVICE
If biometrics is not a practical solution 
to tomorrow’s authentication problems, 
what is the sense of this article?

In fact, while biometrics is not a 
solution on its own, it does form a key 
part of the solution. The problem of bio-
metric data theft becomes significant 
when you store a biometric pattern in a 
central repository or database. If, how-
ever, the biometric data are used to gen-
erate an enrollment key and that is what 
is stored, rather than the biometric data 
itself, then this drawback is eliminated.

But you need something to generate 
this key, and this something must also 
be available later to decode the key and 
close the authentication loop. And as 
you would imagine, that something has 

to be quite generic and widely available.
Remember all those smartphones 

we talked about? Yes, you guessed it—
they provide the ideal middleman to 
close that authentication loop.

Yes, our smartphones are always 
with us. And we are talking on them 
and looking at them regularly every 
day. It is easy for them to hear us and 
see us. In our daily use of these devic-
es, it is easy for them to acquire a range 
of our biometric data and build a 
detailed profile of the device user.

ADAPTIVE AND 
MULTIMODAL BIOMETRICS
Two synergetic approaches help to over-
come many issues and drawbacks of 
legacy systems. Multimodal biometric 
systems use multiple sensors or biomet-
rics. Unimodal biometric systems are 
limited by the integrity of a single iden-
tifier. It is unlikely that a multimodal 

system, employing several distinct bio-
metric technologies (or a single biomet-
ric acquired with different sensors) will 
suffer from such limitations. The inter-
ested reader is pointed to Sahoo et al. 
[6]  for detailed tradeoffs of response 
time, accuracy, and costs between inte-
gration modes.

Adaptive biometric systems aim to 
automatically update the templates or 
model to the intraclass variation of the 
operational data [5].

This research direction is expected 
to gain momentum because of some 
key advantages: 1) with an adaptive 
biometric system, one no longer needs 
to collect a large number of biometric 
samples during the enrollment process; 
and 2) it is no longer necessary to reen-
roll or retrain the system from scratch 
to cope with a changing environment. 
This convenience can significantly 
reduce the cost of maintaining a bio-
metric system.

Now recall how the processing and 
acquisition abilities of smartphones 
have improved and continue to do so. 
These devices, suddenly endowed with 
multicore CPUs and dedicated GPUs 
have become capable of implementing 
complex algorithmic techniques that 
were once the privy of desktop engi-
neering workstations or graphics-
processing computer arrays.

The requirements for full high-
definition video have endowed these 
devices with sophisticated video- and 
image-processing subsystems. In turn, 
these enable multiple biometric data to 
be extracted—face, iris, and hand 
shape—from video sequences. Addi-
tional sensory capabilities—motion 
sensing and location and voice recog-
nition—provide auxiliary biometric 
data, enabling these devices to truly 
implement a multimodal approach to 
authentication. And smartphones are 
uniquely positioned to watch and listen 
to us on a daily basis, implementing an 
adaptive biometric approach to user 
authentication.

WHERE DOES SIRI FIT IN?
Perhaps the most interesting piece in 
this biometric puzzle is the Siri tech-
nology introduced recently by Apple. 

In the near future,  
you may no longer  
be able to trust simple 
machine identifiers  
as you do today.
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Many people regard Siri as another 
voice-recognition technology, but, in 
fact, a quick glance at the functional 
overview of Siri provided in U.S. pat-
ent application 2012-0016678 and 
shown in Figure 6 will reveal that there 
is a lot more to Siri.

Siri actually shifts a lot of data off 
the smartphone, which may seem 
counterintuitive given the processing 
capabilities of today’s devices. But my 
guess is that Apple is using these data 
to determine broad patterns in the data 
of many hundreds of thousands of 

users. Note that key components in Siri 
are active; Siri will actively query the 
user when uncertain about input, and 
the core ontology is also in an active 
state of flux. A range of task, dialog, 
and service models will also, presum-
ably, be in a constant state of change.

Siri appears to be a combination of 
learning and adaption “in the large,” 
applied to customize and personalize 
the local device. The data from many 
users will improve the generic models 
and analysis engines built into Siri; at 
the same time, each user will have 

personalized customizations that are 
specific to his or her system.

Behind this, Siri should learn a great 
deal of person-specific behaviors, usage 
patterns, and task workflows. These 
would be more than sufficient to under-
stand and track the normal device usage 
patterns for the primary user. And over 
time, these would allow building a capa-
bility to detect atypical use of the device.

THE “CLOUD” IS THE CATALYST
It is difficult to discuss consumer elec-
tronics devices these days without 

FIGURE 6. The core system components of Siri—an “intelligent automated assistant”; this includes learning capabilities to adapt to the 
individual user both in terms of services and how these are identified and actuated.
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mentioning cloud computing. Today, 
consumer devices are no longer an end 
in themselves. They can only succeed 
in today’s marketplace by offering 
unique services, and these are invari-
ably offered via a network connection. 
The huge success of the iPhone is 
matched by a step-function growth in 
network traffic. And today’s devices 
are fast becoming inseparable from 
“the cloud.”

But as we connect billions of 
devices to the Internet, new challenges 
appear. And new opportunities. Cloud 
computing offers some of the most 
significant examples. It enables the 
scaling of applications, services, and 
infrastructure, including storage. After 
all, our mobile devices are not going to 
be able to act on their own as stores for 
our growing digital assets.

Without a growing range of network 
services and applications, would these 
devices have become the compelling and 
pervasive instruments that now orches-
trate our social lives and provide ever-
present entertainment, communications, 
and digital recording facilities? Very 
soon, there will be more of these devices 
than there are people on the planet.

THE BLACK HOLE EFFECT
Music, movies, games, and now televi-
sion are all finding new homes in the 
cloud. Many of us have already learned 
that it makes sense to have your per-
sonal image and video collections 
stored in a central location on the Inter-
net, where they can be easily accessed 
from any device. This also makes sense 
when you consider the time and 
resources required to manage and store 
these digital assets at home.

The latest desktop applications have 
become increasingly integrated with 
the cloud. It only takes a touch of a but-
ton or ticking a checkbox to start the 
migration process for your pictures and 
home videos. Many of today’s devices 
come with cloud connectivity built into 
the primary device workflows.

Not only does this overcome the lim-
ited storage capacity of today’s devices, 
but it also facilitates the sharing and 
exchange of digital assets. Consumers 
no longer think about printing pictures 

when it is far easier to share them via 
the network or a Facebook page.

Slowly but surely, our data are being 
pulled online. Cloud services will con-
tinue to become smarter and more user 
friendly, and no one can deny the sheer 
convenience of having someone else 
worry about managing and storing your 
data. Resistance, as they say, is futile.

HOW SECURE IS THE CLOUD?
But as personal data migrate online, 
the focus must shift to the security and 
privacy of these data. It is clear that 
business data will require robust access 
protocols, and companies may even 
insist on encrypting sensitive data prior 
to uploading them. But companies 
are willing to pay for security and to 
train employees and enforce proce-
dures in support of underlying security 
mechanisms.

Consumers are another matter. 
Although the general awareness of the 
public to security continues to grow, 
the sheer size and scale of basic phish-
ing scams testifies to the gullibility of 
many consumers.

No matter how sophisticated the 
security mechanisms employed, the 
underlying vulnerability is the user. 
And no matter how broadly we seek to 
educate the public, it is clear that a sig-
nificant proportion of device users will 
remain vulnerable.

Thus, while cloud security is an 
issue for commercial and professional 
users, it is practical to resolve security 
concerns for such users through con-
ventional approaches. But for consum-
ers and the general public who are 
about to become increasingly exposed 
to network-based applications and ser-
vices, it is time to start thinking outside 
the box.

CONSUMER BIOMETRICS
And so, dear reader, we move to close 
the circle. As we can see, a new genera-
tion of connected consumer devices has 
arrived, riding on the back of an evolv-
ing global network infrastructure. 
These devices are so compelling and 
pervasive that they have become an 
instrument to gather and agglomerate 
all of our personal digital assets.

In turn, these are drawn, slowly 
but surely, to reside within a cloud-
computing infrastructure that is also an 
early-stage disruptive technology. And 
it is a technology that was not designed 
to meet consumer needs or address the 
many issues of storing and sharing 
personal data and digital assets in a 
global networked environment.

In one sense, the security vulnera-
bilities and risks do not bear thinking 
(about). The sheer numbers of devices 
coming online and the size of the 
required support infrastructure alone 
are challenging. In addition, it is clear 
that conventional approaches are not 
likely to address adequately the many 
issues that will inevitably arise.

More specifically, consumers will 
choose convenience over compliance, 
so that applications and services that 
enforce awkward access protocols will 
not be successful in these markets, 
whereas those that put ease of use and 
simplicity first will succeed.

But at what cost? Will the security 
issues of connected devices and the 
cloud dwarf the problems we have 
today with desktop computer viruses, 
phishing scams, and online credit card 
theft? Or is there another way?

GADGETS TO THE RESCUE
Well, fortunately, as was indicated at 
the beginning of this article, these 
new devices are also equipped with 
very sophisticated sensing subsystems. 
And with increasing computational 
power, they have started to incorpo-
rate advanced image analysis, feature 
extraction, pattern recognition, and 
adaptive intelligence engines such as 
that employed by Siri.

Now coupled with the fact that we 
engage with our devices on a daily 
basis in different ways, employing mul-
tiple workflows, it becomes quite 
straightforward for a device to begin to 
“learn its user.” Unlike desktop devices, 
we do not share mobile devices with 
other users, so there is a low probabili-
ty of confounding factors for this learn-
ing process.

Yes, very soon your smartphone will 
be watching and listening to you. It will 
sense how you hold it and determine 
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when and for how long you walk. It 
will be able to observe and analyze 
how you respond to texts and e-mails 
and recognize how you commence and 
terminate phone calls.

As you work with its touch-screen 
interface, the user-facing camera will 
capture and analyze your face and 
iris data over multiple image frames, 
enabling high-quality images to be 
constructed. Some touch interfaces 
could even capture your fingerprint 
patterns as you poke and thumb 
at them.

PRACTICALITIES: CAN IT WORK?
Of course, most of these capabilities 
are not yet realized as practical prod-
ucts or services. But they have all been 
shown or demonstrated at the proof-of-
concept stage.

In fact, the latest smartphones 
already implement facial recognition 
and voice authentication [7]. More eso-
teric techniques such as gait analysis 
[8] and touch analysis [9] have been 
demonstrated as proof-of-concept. So 
the question is not if it can work but 
rather how soon?

If you doubt this, then consider 
Figure 7, which is taken from a very 
recently published patent application 
[10]. I am sure that you will recognize 
the device, but what is most interest-
ing is that one key embodiment 
described in this document considers 
repurposing the use of the standard 
finger swipe action that unlocks the 
device. This is illustrated in Figure 7, 
which shows that this unlocking action 
is employed as a convenient means to 
acquire biometric data to confirm the 
user identity.

This is a standard workflow that is 
already familiar to the users of this 
device. By retaining such familiar 
aspects of the user interface, it is 
possible to introduce biometric 
validations as part of the normal 
device usage.

As long as the device continues to 
receive such validations—voice, face 
video, gait patterns, and text-based 
messaging are typically available 
several times daily—the device itself 
can provide authentication for a wide 
range of interactions with the cloud 
infrastructure.

REAL-MONEY TRANSACTIONS
Naturally, there will be certain opera-
tions, in particular what are known as 
“real-money transactions” (RMTs), that 
require an additional layer of user 
authentication. These are the equivalent 
of today’s online banking, credit card, 
or PayPal transactions over the Internet 
(Figure 8).

Today, we type in a username, a 
password, and some additional alpha-
numeric code that may be fixed, but it 
is often generated using a third-party 
electronic key generator or a chip card. 
The use of a key generator removes the 
dependency of part of the authentica-
tion process on the desktop computer 
used to execute the transaction. Thus, 
even if the local computer is compro-
mised, it is not possible for an attacker 
to generate his or her own keys, as he 
or she has no knowledge of the key 
generator.

For our mobile devices, there is no 
need for a key generator. Instead, we 
can simply use biometric data. As long 
as the biometric data are used to create 
a unique key [11] and the method 
of key generation is not disclosed, 
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a simple, yet secure and robust, authen-
tication can be achieved using a trusted 
third party (TTP) architecture combined 
with zero knowledge proof (ZKP) tech-
niques [12]. Thus, the extracted biomet-
ric feature(s) are protected by ZKP, and 
the transactions are verified via well-
known TTP techniques.

WHO NEEDS THIS AND WHY?
The short answer is everyone. Busi-
nesses, retailers, and financial institu-
tions need reliable means to establish 
authenticated connections with cus-
tomers, both to protect their privacy 
and to validate transactions. Today’s 
model of credit card numbers, PIN 
codes, and electronic key generators 
works, but it is awkward and lacks 
convenience for the consumer. If per-
sonal devices can provide improved 
convenience and biometrics can pro-
vide an improved user experience, then 
adoption will snowball. We are not 
there yet, but there is definitely some-
thing in the air.

As individuals, our lives have be‑ 
come increasingly entangled with the 
Web, socially, professionally, and eco-
nomically. As this entanglement grows, 
we need new degrees of authentication. 

Today, an e-mail address is generally 
sufficient to provide authentication for 
most low-level interactions, but that is 
because the relative rewards for gain-
ing access to a person’s e-mail do not 
normally justify the risks and possible 
consequences. However, as more 
sophisticated tools and methods 
become available to cybercriminals to 

exploit emerging social infrastructures 
and communities on the Web, the con-
sequences and incidents of low-level 
identity thefts are likely to grow. Even-
tually, they will reach a point where we 
need more than basic username/

password authentication for day-to-day 
digital activities on the network.

Biometric back channels can pro-
vide continual verification that you are 
who you claim to be, even when sim-
ply chatting online, or participating in 
a teleconference. Social networks will 
need such tools as their membership 
grows and cybercriminals become 
more sophisticated. Indeed, many such 
businesses, including Facebook, see 
mobile devices as their future. Authen-
tication via the device is icing on 
the cake!

At a slightly higher level of security, 
many of us will operate our business or 
provide professional services over the 
Internet. Again, where reputation is 
vital, professionals, small businesses, 
and service providers need to protect 
their identity and have reliable and 
practical means to authenticate them-
selves in multiple online environments 
and workflows.

Finally, we need authentication for 
RMTs. As our economy evolves fur-
ther in the digital age, more earning 
and spending activities will occur 
online. Already, the bulk of banking 
transactions are initiated outside the 
control of internal banking networks. 
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As individuals, our lives 
have become increasingly 
entangled with the Web, 
socially, professionally,  
and economically. As this 
entanglement grows, we 
need new degrees of 
authentication.
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We are in the age of Internet banking, 
but it is only a matter of time before 
conventional security is challenged. 
Biometrics, accessed via our mobile 
devices, provides a new approach to 
secure key generation and personal 
authentication.

BRAVE NEW WORLD 
OR DYSTOPIA?
The day of continual authentication by 
device is still ahead of us. There are 
many challenges and speed bumps on 
the road ahead. Nevertheless, with the 
right standards and some improvements 
and field testing of existing technolo-
gies, it is a realizable vision—and a 
desirable one for many.

It is clear then that the day when our 
devices will “know” us is not too far 
away. And when they know us, that 
capability will enable a wide range of 
improved services and businesses based 
on this new, robust authentication 
by device.

To achieve this, we are handing a lot 
of power and responsibility over to 
those devices. Once this process reaches 
a critical mass in terms of social and 
economic impact, that capability will 
only grow in its importance, embedding 
itself into the norms of our society.

But is this ultimately a good thing? 
Is it a good thing for us as individuals? 
What are we trading in terms of per-
sonal privacy and freedom for some 
extra convenience in our daily lives?

And as a society? Can it be a good 
thing to concentrate such power in our 
devices? Are we opening the door to a 
mass surrendering of personal privacy 
on a scale that was simply not possible 
before? There are many frightening 
visions of future societies that incorpo-
rate biometric technology that have 
been painted by classic science fiction 
authors; George Orwell, Aldous Huxley, 
Philip K. Dick, Ray Bradbury, and 
William Gibson have all dabbled here.

What is also interesting is that the 
control over consumer biometric 
technology does not rest with the 
government but with the device manu-
facturers. Ultimately, they will control 

how biometric technology is imple-
mented and integrated into their devic-
es or the underlying operating system 
that controls those devices.

It is already clear that different cor-
porations have adopted very distinctive 
policies relating to their devices and 
device technologies. How will these 
evolve in the context of biometrics as 
an enabling technology? Will the gov-
ernment step in at some point to regu-
late such technologies? What access 
will government agencies have to 
the data itself and the encryption 
mechanisms?

What of those who choose not to 
engage with this brave new world? 
Could we someday find that it is illegal 
not to have a personal smart device? 
Could these devices become a require-
ment for day-to-day living, rather than 
an option? How would society handle 
biometrically challenged individuals?

There are many unanswered ques-
tions here. Let us see how the story of 
consumer biometrics unfolds during 
2013. And if you have any thoughts on 
the matter raised in this “Soapbox,” 
please consider writing an article for 
IEEE Consumer Electronics Magazine. 
Articles should be submitted to http://
mc.manuscriptcentral.com/cemag by 
mid-May for the Fall 2013 issue, mid-
August for the Winter 2013 issue, or 
mid-November for the Spring 2014 
issue, to allow time for peer review. 
The editor may be contacted at cesmag-
azine@gmail.com (or cesmagazine@
ieee.org if you prefer).
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