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Abstract  

This study’s objective is to understand how cloud computing impacts information technology 

service providers’ business models. Cloud computing has accelerated business model 

evolution for delivering information technology services. In transitioning from traditional to 

cloud-based service provision, some information technology service providers have 

experienced substantial difficulties in realising effective business models.  A comprehensive 

review of the extant literature reveals that a business model concept is essential for facilitating 

the effective provision of digital technologies. However, while there has been a growing 

interest in how organisations can reap the benefits associated with cloud computing, in 

general, there is a dearth of research contained within the mainstream information systems 

literature which has used a holistic lens to focus on how cloud computing impacts information 

technology service providers’ business models. 

In order to achieve the research objective, the empirical part of this study employed an 

interpretive multi-method case study research approach comprising several phases. Phase one 

incorporated fifteen field study interviews. Phase two encompassed a focus group session 

comprising a total of twenty research participants. Both of these exploratory research phases 

assisted with the development of several research questions which were subsequently 

investigated during phase three. This final explanatory research phase incorporated twenty 

interviews across two business model mature large information technology service provider 

organisations.  

The empirical findings in this dissertation lead to the following insights. First, cloud computing 

has resulted in a significant transformation of information technology service providers’ 

existing business models. Second, specific inhibitors were identified which negatively impact 

information technology service providers’ abilities to leverage cloud-enabled business model 

benefits. Finally, this study is one of the first to provide insights from a cloud supply-side 

perspective into the distinct coping mechanisms large business model mature information 

technology service providers are deploying in order to mitigate these inhibitors. Subsequently, 

this study lays the foundation for making a number of important contributions to both research 

and practice.  

Keywords: Information Systems, Business Model, Cloud Computing, IT Service Provider  
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Explanation of Terminology 

 

Cloud Computing  A model for enabling ubiquitous, convenient, on-demand 
network access to a shared pool of configurable computing 
resources that can be rapidly provisioned and released with 
minimal management effort or service provider interaction. 
Further, this description is specific in detailing cloud computing 
as comprising five essential characteristics, four deployment 
models, and three service offerings - Chapter 2, pg. 21. 

 

IT Service Provider/ 

Cloud Provider Cloud computing enables IT service providers to virtualise their 

computational resources and concurrently provision them, via a 

service orchestration process, in the form of Software-as-a-

Service (SaaS), or Platform-as-a-Service (PaaS) or Infrastructure-

as-a-Service (IaaS) to cloud consumers - Chapter 2, pg. 38. 

 

Business Model  The blueprint for a service to be delivered, describing the service 

definition and the intended value for the target group, the 

sources of revenue, and providing an architecture for the service 

delivery, including a description for the resources required, and 

the organizational and financial arrangements between the 

involved business actors, including a description of their roles 

and the division of the costs and revenues over the business 

actors - Chapter 3, pg. 92. 

Business Model Mature Business model mature (BMM) IT service provider ventures 

represent organisations who have significantly longer tenure as 

IT service providers who are currently transitioning from ‘pre-

cloud’ to ‘cloud-based’ business models. In this dissertation 

these type of organisations fall under the category of large IT 

service provider – Chapter 4, pg. 124. 

 

Born-on-the-Cloud  Born-on-the-Cloud (BOC) IT service provider ventures represent 

organisations who do not possess the requisite existing maturity 

or tenure of pre-cloud business models. These firm’s business 

models originated on the cloud. In this dissertation these type of 

organisations fall under the category of SME IT service provider 

– Chapter 4, pg. 124. 
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Chapter 1:  Introduction  
  
The purpose of this chapter is to outline the background and rationale for the study (section 

1.1). This section describes how the emergence of cloud computing has created opportunities 

for information system researchers to investigate the impact of this new digital technology on 

IT service providers’ business models. Next, the study’s research objective and approach are 

presented (section 1.2). This section introduces the main research questions which were used 

during the study to elucidate the main research objective. This section also discusses a 

constructivist/interpretive multi-method case study research approach and outlines the 

evolution of the study research questions across the several data collection phases. Finally, the 

chapter concludes by presenting the structure of the remainder of the dissertation (section 1.3).  

 

 

“Ultimately, the cloud is the latest example of Schumpeterian creative destruction: creating 

wealth for those who exploit it and leading to the demise of those that don’t” . 

               (Weinman, 2012) 

1.1 Background and Research Motivation  

The relationship between the business model concept and new digital technologies has been 

a matter of vigorous debate amongst information system (IS) scholars (Chesbrough, 2010; Al-

Debei and Avision, 2010; Achtenhagen, Melin and Naldi, 2013). Recently, this debate has 

pivoted towards exploring the relationship between business models and cloud computing, a 

research area which is currently underdeveloped (Khanagha, Volberda and Oshri, 2014; 

Whitley, Mooney, and Venters et al., 2013; Morgan and Conboy, 2013; Dammsgard, Kettinger 

and Lacity, 2014). Cloud computing is an example of a promising information and 

communication technology (ICT) which possesses the potential to “revolutionise the mode of 

computing resource and application deployment breaking up traditional value chains and 

making room for new business models” (Leimeister, Böhm, Riedl and Krcmar, 2010). Since its 

mainstream emergence in 2005, the cloud computing concept has grown exponentially with 

both research and industry experts acknowledging that the technology will play a prominent 

role in the global technological landscape for the coming decades (Carr, 2005; Creeger, 2009). 
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The technology consulting firm Gartner have predicted that cloud technology will form the 

cornerstone of organisational ICT expenditure whereby adoption revenue will reach $250 

billion by 2017 (Gartner, 2013). The “cloud computing paradigm differentiates itself from 

antecedent technological computing paradigms, such as application service provision (ASP), 

service orientated architecture (SOA), utility and grid computing, with its combination of the 

latest in technical developments and emerging business models, creating remarkable 

commercial value in new use scenarios” (Zhu et al., 2009). Extant research argues that in order 

to ensure the long term business viability and sustainability of the nascent computing paradigm 

research is merited into how organisations can develop effective business models which align 

with the nuanced value propositions afforded by cloud computing (Chang et al., 2013; Morgan 

and Conboy, 2013); Weinhardt et al., 2009a).  

From an IT service user perspective, the case for adopting cloud technologies is compelling 

(See Khajeh-Hosseini et al, 2010; Buyya et al, 2011; Luftman and Zadeh, 2012). Additionally, a 

survey by Harvard Business Review and Verizon enterprise solutions of 527 large and mid-size 

companies highlighted how 74% of the respondents identified that cloud computing had 

enabled their organisations to achieve a competitive advantage over competitors. Business 

agility (32%), increased innovation (14%), lower costs (14%), and scalability (13%) were 

identified as the main drivers for adopting cloud computing technologies (HBR and Verizon, 

2014). From an information technology service provider (ITSP) perspective, the case for 

provisioning cloud technologies is also compelling (See Armbrust et al., 2010; Venters and 

Whitley, 2012; Marston et al., 2011). This is also buttressed by the substantial investments of 

well-established market players into cloud technology.  

ITSPs can benefit from provisioning IT services to external parties and even to competing 

organisations by “partially subsidising their existing investments in infrastructure and expertise 

used for their core business processes and directly profit from excess capacity…which can lead 

to significant reductions in general cost structures” (Hilley, 2009). The capabilities of the cloud 

can also be leveraged to increase the efficiency and agility of service development and 

provisioning, enhance existing business processes and applications resulting in new value 

propositions and revenue streams (Armbrust et al., 2010; Iyer & Henderson, 2012, Venters and 

Whitley, 2013). Cloud computing also presents ITSPs with promising business model 

innovation opportunities (Weinhardt et al, 2009; Teece, 2009; Marston et al., 2011).  
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Business model innovation occurs when an “organisation adopts a novel approach to 

commercialising its underlying assets… companies that innovate in their business models to 

take advantage of new markets can serve as the basis for long-term sustainable competitive 

advantage” (Gambardella & McGahan, 2010). Tremendous opportunities exist for cloud 

service providers who engage in intensive business model experimentation to counteract the 

effects of a rapidly evolving cloud computing market. In recent years ICT architecture has 

become increasingly complex. The “management and design problems facing modern 

software providers are critically concerned with ensuring reliability, usability, robustness, 

efficiency, effectiveness, security, and evolvability in the interconnected ICT systems” (Bullock 

and Cliff, 2004). This complexity has given rise to various  problems with “the most severe 

being the loss of flexibility with respect to changes in business strategy and processes as 

reflected in high development costs and a growing time to market thus constraining the 

actionablity of the overall organisation” (Schmidt and Buxmann, 2011). In contrast to complex 

systems, complex adaptive systems “exhibit attractive aggregate (emergent) properties that 

allow them adapt to changing circumstances in an efficient and effective manner” (Bullock and 

Cliff, 2004).  

Cloud computing enables ITSPs to regularly monitor the success and effectiveness of the 

technologies they provision into the cloud and “constantly tweak them to make them as useful 

as they can be in that environment” (Urquhart, 2012). This ability to learn and adapt to the 

surrounding environment enables IT service providers to cultivate their business model 

capabilities facilitating nuanced approaches to commercialising their underlying infrastructure 

and assets. However, despite the propitious opportunities afforded by cloud technologies for 

ITSPs, there has been a burgeoning stream of evidence to suggest that ITSPs are concurrently 

experiencing substantial difficulties in their attempts to effectively leverage the nascent 

business capabilities afforded by cloud computing (Conboy and Morgan, 2012; Linthicum, 

2012; Da Silva, Trkman, Desouza and Lindič, 2013). A number of international surveys of ITSPs 

have identified that a lack of business model innovation pertaining to cloud products, services 

and business uses in the market (CSA and ISACA, 2012) and an inability to produce compelling 

business cases for customers (KPMG, 2012) represented salient challenges which were 

currently stagnating customer uptake of cloud technologies. According to Linthicum (2012) 

“the core problem is that most cloud technology providers believe what they do is innovative. 
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To them, that means adopting the strategies of the market leaders, replicating their features 

and APIs (call for call), and hyping the market”. The author argues that while such a “fast 

follower” ethos may have worked effectively in the past, modern technological savvy business 

customers require concrete assurances pertaining to the business value of adopting a cloud 

computing solution. Extant and widely cited research has shown how early information 

technology providers can encounter salient business model difficulties when attempting to 

incorporate a new digital technology within their organisation (Bower and Christensen 1995; 

Christensen, 1997; Lucas and Goh, 2009; Teece, 2009). This business model metamorphosis, if 

not managed solicitously, is strewn with many abrogating repercussions (Weill & Vitale, 2001;  

Christensen, 2001; Teece, 2009).  

An organisation’s ability to successfully commercialise early-stage technology, while 

concurrently differentiating themselves from competitors in order to achieve sustainable 

competitive advantage, is largely dependent on their ability to repeatedly execute tactical 

business model decisions in the face of changing digital market landscapes (Porter, 1996; 

Linder and Cantrell, 2000; Teece, 2009). In the context of provisioning cloud computing, this 

ability is crucial as cloud providers’ business model arrangements are in a constant state of flux 

due to the rapidly evolving cloud technology landscape (Iyer and Henderson, 2010; Ojala and 

Tyrvainen, 2011). This is also compounded by an increasingly overcrowded marketplace and 

the customer-oriented nature of provisioning cloud technology (Iyer and Henderson, 2010; 

Marston et al, 2011), the fragmented fuzzy logic underlying the business model concept (Al-

Debei and Avison, 2010; Zott, Amit and Massa, 2011; Deodhar, Saxena, Gupta, and Ruohonen, 

2012) and the inherent complexities encompassed within the cloud computing modular 

architecture (Armbrust et al., 2010; Urquhart, 2012; Clohessy, Acton and Morgan, 2014).  

The emergence of new digital technologies has created winsome opportunities for “IS 

researchers to provide new insights into how digital organisations can develop compatible 

business models with internal-external factors in order to cope with turbulent business 

environments” (Al-Debei & Avison, 2010). The cloud computing paradigm has reached a level 

of maturity which lays the foundation for IS researchers to investigate how ITSPs have moulded 

and sustained their cloud computing business arrangements over time (Iyer and Henderson, 

2012). Given the dearth of research pertaining to how cloud technology impacts IT service 

provider business models and the calls by IS researchers for further research into this specific 
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area (Morgan and Conboy 2013; Achtenhagen et al., 2013; Boillat and Leger, 2013), Marston 

et al., (2011) acknowledges the salient role IS researchers will have to play in deciphering this 

aforementioned research quandary whereby he asserts that it is imperative that “information 

researchers are proactively involved in every discussion regarding the technology from the 

outset”. Thus, these aforementioned calls create an argument for further investigation in order 

to expand our knowledge in this domain. In the next section the study’s research objective and 

corresponding research questions are presented.  

1.2 Research Objective and Approach  

Drawing on the gap briefly outlined in the previous section, the objective of this study is to 

understand how cloud computing impacts information technology service providers’ business 

models. Subsequently, in order to provide a research lens with which to investigate the study’s 

research objective, the researcher applied a business model framework (See section 3.4). The 

empirical part of the study employed a constructivist/interpretive multi-method case study 

research approach comprising several phases (Figure 1-1). Whereas phase one and phase two 

provided the research breadth (e.g. cross industry analysis), phase three provided the research 

depth. Phase one incorporated fifteen field interviews with research participants across large 

and SME IT service provider organisations. Phase two encompassed two focus group sessions 

comprising a total of twenty research participants across large and SME IT service provider 

organisations. Both research phases one and two assisted with the broad elucidation of the 

impacts of cloud technology along the core components of IT service providers’ business 

models. The findings from exploratory phases one and two revealed that cloud computing had 

significantly transformed ITSPs’ traditional business models. Also, while cloud computing can 

result in benefits for ITSPs, the findings identified that the research participant organisations 

were having to operationalise specific coping mechanisms in order to mitigate these inhibitors 

to cloud-enabled business model benefits. Following the completion of phase one and phase 

two data analysis, three research questions emerged:  

RQ1:  How is cloud computing transforming IT service providers’ business models? 

RQ2: What are the benefits for IT service providers’ cloud-enabled business models? 

RQ3: What coping mechanisms are IT service providers using to minimise inhibitors to cloud-
enabled business models to realise benefits?  
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The findings from phase one and two identified that the most suitable empirical setting for 

addressing the aforementioned several research questions would be large IT service providers. 

Thus, the primary research phase three adopted a multiple case study approach that 

incorporated twenty interviews across two established IT service provider organisations who 

had been provisioning cloud technology for in excess of five years. Phase three, which was 

explanatory in nature, provided the necessary research depth and continued until a point of 

theoretical saturation had been reached and no new evidence was emerging. 

Figure 1-1 Doctoral Study Evolution 

 

Figure 1-2 presents the conceptual model which was derived as a result of (i) the study’s 

comprehensive review of the extant literature which enabled the researcher to develop the 

study’s research objective, and (ii) the emergent factors which were identified from the 

analysis of the data obtained from research phases one and two (e.g. research questions one, 

two and three). The conceptual model depicted below was used to steer the empirical data 

gathering for phase three of the study which provided an in-depth investigation of RQ1, RQ2 

and RQ3 in order to meet this study’s research objective. The initial analysis of the data 

occurred following the completion of phase one and phase two. During phase three the data 

analysis was conducted at intervals between case site visits. However, a comprehensive 

analysis of the data was conducted upon completion of the data collection process. A case 
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study database incorporating interview transcripts, audio files, field notes, observations and 

memos was created using NVivo 10 software. The researcher used NVivo to transcribe, code, 

analyse and structure all of the qualitative data collated 

Figure 1-2 Study Conceptual Model  
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1.3 Dissertation Structure  

This dissertation is structured as follows: 

Chapter 2: The Cloud Computing Concept discusses the specifics of the context of study. Firstly, 

it provides a theoretical discussion on the nuances which differentiate cloud computing from 

traditional forms of IT service outsourcing. Then, the origins of the cloud computing paradigm 

are discussed. This is followed by a definition for the concept. Next, the benefits and challenges 

are discussed from both consumer and provider perspectives. Finally, the implications of the 

literature review of the cloud computing concept for this dissertation thesis are presented.   

Chapter 3: Theorising the Business Model Concept with Cloud Computing firstly introduces the 

business model concept and then delineates the core theories which underpin the concept. 

Next, due to the highly fragmented nature of the business model literature, the chapter 

presents the results of a content analysis whereby nine business model thematic descriptors 

are delineated. Each of these descriptors are also discussed in the context of cloud computing. 

The chapter concludes by presenting the business model framework chosen to elucidate the 

study’s research objective which is also introduced.  

Chapter 4: Methodology delineates the study’s research approach. The chapter commences 

with a review of various epistemological stances and research methods available to 

researchers in order to investigate information systems phenomena. Next, it explains the 

philosophical positioning of the following study in greater detail. Then, the overall research 

process and multi-method case study research design are described. Finally, a description of 

the data collection and analysis process is presented.  

Chapter 5: Field Interviews and Focus Groups Analysis firstly provides an analysis of the findings,  

using the theoretical framework detailed in Chapter 3 as a lens, from the data obtained during 

the field interviews (phase one) and focus groups (phase two). Due to company confidentially 

all participating organisations have been allocated with pseudonyms. The findings detail the 

benefits and challenges inherent to provisioning cloud technologies in the context of IT service 

providers. As a result of the data analysis, a conceptual model (Figure 1-2) is subsequently 

developed and several research questions are introduced. Figure 1-3 presents an overview of 

the study’s evolution from Chapter 1 to Chapter 5.  
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Figure 1-3 Chapters 1-5 Overview  

 

 

Chapter 6: Case Study Analysis presents the findings and analysis of the empirical data collected 

from an in-depth case study of two large IT service providers (phase 3). A background profile 

is provided for each case. Once again, due to company confidentially all participating 

organisations have been allocated with pseudonyms. The theoretical model delineated in 

Chapter 3 is used once again to analyse the impact of cloud computing on each of the individual 

case organisations’ business models. The conceptual model developed in chapter 5 (Figure 1-

2) is refined and populated in light of the evidence emerging from the cross-case comparison.   

Chapter 7: Discussion and Conclusions commences with an overview of the study design. Next, 

it outlines the motivation for the study and discusses the research approach that was 

employed in order to theorise the business model concept with cloud computing. Then, the 

chapter discusses the research findings from the several phases of the study in light of the 

research objective outlined in section 1.2. Next, it discusses the contributions to both practice 

and theory, the study’s limitations and areas meriting further research. The chapter culminates 

with a conclusion.  
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Table 1-1 Dissertation Structure  

Chapter 1:  
Introduction 

Background and motivation for study; 
Research objective and research questions; 
Dissertation structure  

Chapter 2:  
The Cloud Computing Concept  

Literature review;  
Conceptualising the cloud computing concept;  
Avenues meriting further research;  
Implications for study 

Chapter 3:  
Theorising the Business Model 
Concept with Cloud Computing 

Conceptualising the business model concept;  
Content analysis of business model literature; 
Exploring the impact of cloud technology on business models;  
Presentation of the study’s research objective; 
Presentation of the business model framework research lens 

Chapter 4:  
Research Approach  

Study research approach; 
Data collection methods; 
Overview of phase one and phase two (research breadth) and 
main research phase three (research depth) 

Chapter 5:  
Field Interviews and Focus 
Groups Analysis  

Presentation the findings obtained from phase one and phase 
two of study;  
Main dissertation research questions (RQ1, RQ2 and RQ3); 
Presentation of study’s conceptual model 

Chapter 6:  
Case Study Analysis  

Presentation of the findings from an in-depth case study of two 
well established IT service providers 

Chapter 7:  
Discussion and Conclusions  

Discussion of findings; 
Contribution to practice and research;  
Limitations; 
Recommendations for future research; 
Conclusion  
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Chapter 2:  The Cloud Computing Concept 
  
As the objective of the study is to understand how cloud computing impacts IT service providers’ 

business models, the primary purpose of this chapter is to provide a key theoretical discussion 

on the cloud computing concept and to lead to Chapter 3 on business models. Chapter 2 is 

structured in the following manner. First, the cloud computing concept is introduced, followed 

by a discussion on the main nuances which differentiate cloud computing from traditional 

information technology service provision (section 2.1). Next, the origins of cloud technology are 

discussed (2.2), followed by a definition of the concept (section 2.3). Section 2.4 provides a 

delineation of the main stakeholders contained within the cloud computing ecosystem. The 

benefits of cloud computing, from a consumer and provider perceptive, are then discussed 

(section 2.5). Next, salient challenges which are associated with cloud computing are presented 

(section 2.6). Section 2.7 provides a discussion on the implications of the review of the cloud 

computing literature for the study. Finally, the chapter concludes with a summary of the chapter 

(section 2.8). This leads into the next chapter, Chapter 3, which theorises the business model 

concept with cloud computing.  

 

2.1 Introducing Cloud Computing  

In the past 20 years, the concept of information technology service outsourcing (ITSO) has 

been “an intensively studied field within IS research” (See Schneider and Sunyaev, 2014; 

Hirschheim, Heinzl and Dibbern, 2013; Lacity and Hirschheim, 2012).  ITSO can be defined as 

“the significant contribution by external vendors in the physical and/or human resources 

associated with the entire or specific components of the IT infrastructure in the user 

organisation” (Loh and Venkatraman, 1992). According to Leimeister et al., (2011) the 

outsourcing of IT services “has become one of the most important organisational concepts in 

recent decades”. Salient benefits of information technology service provisioning can include 

cost savings, competitive advantages, flexibility and so on (Schneider and Sunyaev, 2014). The 

latest turbulent global economic downturn in conjunction with the rapid evolution of IT and 

the availability of cheap computational resources is necessitating that the IT departments of 



12 
 

many organisations consider adopting cost and resource efficient technology platforms. Rather 

than adopting a defensive strategy and a battening down the hatches ethos, there is potential 

for organisations, to capitalise on the innovative capabilities of emerging technology platforms 

in order to achieve a competitive advantage. An example of a nascent digital technology is 

cloud computing. Cloud computing “represents a fundamental change in how information 

technology is provisioned” (Creeger, 2009), in that it enables “computing facilities such as 

storage compute power, network infrastructure and applications to be delivered as a metred 

service over the internet, just like a utility” (Khajeh-Hosseini, Sommerville, & Sriram, 2010).  

Numerous surveys and reports have highlighted the growing trend and popularity of cloud 

computing technology. For example, a report conducted by Forrester research highlighted how 

the global cloud computing market will grow from $58 billion in 2013 to $191 billion in 2020 

(Bartels et al., 2014). At its most primitive, cloud computing is a propitious form of provisioning 

(Durkee, 2010; Venters and Whitley, 2012) where hardware and software computing 

resources are provided by cloud providers “as-a-service” over a network from large scale data 

centres. While it has been argued that cloud computing may represent the next evolution of 

computational provisioning (Böhm et al., 2011; Etro, 2009), there is evidence to suggest (see 

Leimeister et al., 2010; Marston et al., 2011; Schneider and Sunyaev, 2014) that the cloud 

represents a fundamental technological paradigm shift which differentiates itself from 

traditional IT provisioning via a number of core characteristics (e.g. pay-per-use billing models, 

virtualisation, innovative business models, nuanced security and privacy challenges). According 

to Schneider and Sunyaev, (2014, pg.3), “cloud computing induces a shift in task 

responsibilities during decision processes and self-service procurement, provides standardised 

services with a narrower scope, enables new scenarios of outsourcing and governance 

arrangements, and uses short-term usage-based contracts”. In the ensuing sections of this 

chapter the cloud computing concept is delineated in greater detail as it forms one of the 

study’s central research domains.   
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Table 2-1 The Dichotomy between Cloud Computing and Traditional IT Service Provisioning  

 Cloud Computing Provisioning  Traditional IT 
Service Provisioning 

Decision Process   SaaS: business department as key client 

 IaaS/PaaS: IT department as key client 

 Predominantly self-service and online trial 
evaluations 

 Vendor selection bound to product selection, 
product-based decision 

 Task responsibilities shifted from provider to 
customer, for example, for request for 
proposal evaluation vs self-service evaluation 

 Large provisioning contracts with 
high strategic relevance, top 
management as key clients 

 Request for information/request 
for proposal 

 Vendor selection prior to decision 
on degree of provisioning 

Governance   Enables new scenarios of  provisioning and 
governance arrangements due to the variety 
of service models (IaaS, PaaS, SaaS) and 
deployment models (private, public, 
community, hybrid) and combinations thereof 

 Enables the management of building blocks of 
IT, provided by external providers in the same 
way as they would be managed in-house 

 Ownership (assets totally owned by provider), 
mode (single vendor/client or multiple 
vendor/clients, and degree (selective 
provisioning) partially predefined by the 
selected service and deployment model 

 Individual configurations of 
ownership (varies with the type 
and degree of provisioning), 
mode (single vendor/client or 
multiple vendor/clients) and 
degree (total provisioning) 

Contract 
Arrangement  

 Short term and usage based 

 High degree of automation and scaling 

 Minimal upfront costs 

 Standardised terms of use 

 Long term and period or project 
based 

 Individually negotiated 

 Price based on business metrics 

 Strategic partnerships for 
continuous joint innovation 

Environment   Decentralised market 

 Volatile and immature market 

 Uncertain legal issues 

 Provisioning market is well 
established with numerous 
experienced providers 

Resource 
Pooling  

 Multi-tenant virtualised application 

 Common code stack 

 Provider determined upgrade schedule 

 None 

Broad Network 
Access  

 Critical network dependence 

 Potential bottlenecks, slowdowns, and 
outages that neither the client nor the vendor 
can control 

 Depends on the type of 
provisioning (e.g., less critical for 
software development than for 
data centre operations) 

Source: Adapted from Schneider and Sunyaev (2014) 
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2.2 Cloud Computing Evolution and Antecedent Technology  

According to Venters and Whitely (2014) the cloud computing concept has emerged from the 

evolution of two specific strands in the form of technological innovations (e.g. virtualisation, 

data centre automation and high performance networks) and a more pronounced emphasis 

on the service perspective of IT provision (e.g. the service providers focus had shifted from the 

management of IT assets to ensuring that customers derive the maximum amount of value 

from using their services). The concept of cloud computing is not new and has undergone a 

metamorphosis over the last 50 years. Figure 2-1 depicts a cloud computing timeline which 

highlights key dates (Pallis, 2010, pg. 72).  As can be seen cloud computing has its origins dating 

back to the early 1960’s.  In 1961, John McCarthy envisioned  that,  computation  may  someday  

be  organised  as  a  public  utility, and  the  cloud  computing  paradigm may be  viewed  as  a  

big  step  toward  his dream”(Pallis, 2010). Cloud computing  may be viewed  as  the  “second  

coming of cloud computing where over 50 years ago a similar transformation was seen with 

the advent of  service bureaus and time-sharing  systems”. (Hayes, 2008)  Cloud computing has 

its “origins  in  the  1990’s  telecommunication  world  when  providers  commenced  utilising 

virtual  private  network services  for  data  communications” (Kaufman, 2009). The current 

incarnation of cloud computing first came to prominence and public attention in  2007 when 

IBM  and  Google  announced  their  partnership  in  the  domain  which  was  followed  by IBMs  

‘Blue  Cloud’ effort  (Vouk,  2008). 

Figure 2-1 Cloud Computing Timeline  

 

Source: Pallis (2010) 
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Mell and Grance (2011) argue that a select core of primary technologies constitute the 

fundamental elements of cloud computing and include: virtualisation, grid technology, service 

oriented architectures, distributed computing, broadband networks, browser as a platform, 

automatic systems, open source software, web 2.0 and service level agreements (SLAs). Cloud 

computing “encompasses research areas such as utility computing, grid computing, 

virtualisation and HPC” (Gong, Liu, Zhang, Chen, and Gong, 2010). In its entirety, cloud 

computing represents the evolution and convergence of several independent computing 

trends such as internet delivery, ‘pay-as-you-go’ utility computing, elasticity, virtualisation, grid 

computing, distributed computing, storage, and more (Pallis, 2010). Armbrust et al. (2010) 

argue that the “construction and operation of extremely large-scale, commodity-computer 

datacentres at low cost locations” served as being the key necessary antecedents for enabling 

cloud computing. There has also been discourse on whether cloud computing represents a 

new computing paradigm or not. Weiss (2007) argues that cloud computing is not a novel 

computing paradigm as it contains characteristics that are entrenched in existing technologies 

and concepts such as grid computing, utility computing, distributed computing and centralised 

data centres.   

Table 2-2 Antecedent Technologies to Cloud Computing  

Virtualisation Utility Computing  Distributed Computing  

Grid Computing Timesharing   

Service Orientated 
Architecture 

Open Source Software  

Source: Adapted from Weiss (2007); Vouk (2008); Mell and Grance (2011) 

Weinhardt, Anandasivam, Blau, and Stößer (2009b) affirm that the most innovative and novel 

feature of the cloud computing paradigm is its ability to integrate the aforementioned 

concepts. According to Werner Wogels, CTO at Amazon, as cited in Creeger (2009), in order to 

fully comprehend the origins of cloud computing it is necessary to look back at precursor 

paradigms such as open source software, service orientated architecture, virtualisation and 

massively scalable distributed computing, which all required a comprehensive understanding 

before cloud computing could become a reality. Thus, the next subsections will focus on the 

antecedent technologies to cloud computing which are delineated in Table 2-2 which has been 

adapted based on the research of Weiss (2007), Vouk (2008) and Mell and Grance (2011).  
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2.2.1 Timesharing 

In 1960, J.C.R. Licklider introduced the world to the term ‘intergalactic network’ in order to 

portray his vision of how one day a “global interconnection of computer programs and data”, 

what we now term the internet, would become a reality” (Kaufman, 2009). Throughout the 

late 1960s and the 1970s a similar phenomenon to cloud computing was experienced when 

the “IT industry delivered outsourced shared-resource computing to the enterprise” in the 

form of timesharing” (Durkee, 2010). With the advancement of the microcomputer in the early 

1980s, timesharing began to fade into the background, however with the introduction of the 

internet in the 1990s, timesharing concepts and spinoffs began to reappear and rise to 

prominence. Durkee (2010) argues that there are striking similarities between the cloud 

computing phenomenon and the timesharing phenomenon in that “the same forces are at 

work that made timesharing a viable option 30 years ago: the high cost of computing (far 

exceeding the cost of the physical systems), and the highly specialised labour needed to keep 

it running well”.  

2.2.2 Service Orientated Architecture  

A service orientated architecture (SOA) may be defined as an “enterprise-scale IT architecture 

for linking resources on demand where resources are made available to participants in a value 

net consisting of business IT aligned services that collectively fulfil an organisations business 

processes and goals” (Arsanjani, 2004). A SOA comprises several main parties: service provider, 

a service consumer and service broker. Hagel and Brown (2001) provided early commentary 

on the paradigm shift, which was being observed, from “proprietary” troublesome silo prone 

IT infrastructures to “open” IT capabilities and infrastructures being sourced as services over 

the medium that is the internet. The aforementioned authors pointed out that the main 

difference with this “services architecture” paradigm shift from other impotent computing 

paradigms was that service providers were backing up their lionising with massive investments 

in the required infrastructure in order to provide the promised services. The main advantage 

associated with the services architecture for organisations was that it created a platform for 

growth, provided they provisioned, rather than merely consuming web services, their core 

competencies as services to other organisations.  
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2.2.3 Utility Computing  

Cloud computing has been championed as a major step towards a world where computational 

services are provisioned akin to public utilities such as gas, water and electricity (Armbrust et 

al., 2010; Brynjolfsson et al., 2010; Buyya et al., 2009). Utility computing, rather than being 

viewed as a new computing paradigm, is a business model in which “computing resources, 

such as computation and storage, are packaged as metered services similar to a physical public 

utility, such as electricity and public switched telephone network”(Foster, Zhao, Raicu, & Lu, 

2008). Utilities must exhibit the following prerequisite characteristics: end-users must consider 

it a necessity (Necessity), high reliability of service is critical (Reliability), ease of use is crucial 

(Usability), services are scalable- leading to economies of scale (Scalability), exclusive rights are 

granted for providing service in a given area (Exclusivity) and the full utilisation of capacity is 

limited (Utilisation) (Rappa, 2004b). Cloud computing leverages its virtualisation capabilities in 

order to provide services as a utility (Hilley, 2009; Zhang, Cheng, & Boutaba, 2010a). According 

to Naone (2009), “cloud computing is a reincarnation of the computing utility of the 1960s but 

is substantially more flexible and larger scale than the [systems] of the past. The ability of 

virtualisation and management software to shift computing capacity from one place to another 

is one of the things that make cloud computing so attractive.”  

2.2.4 Virtualisation  

Virtualisation may be defined as “an abstraction of a computing system that provides 

interfaces to hardware including a processing unit and its register, storages, and I/O 

devices”(Phaphoom, Wang, & Abrahamsson, 2013). Virtualisation constitutes the fundamental 

core of the cloud computing paradigm as it “provides the capability of pooling computing 

resources from clusters of servers and dynamically assigning or reassigning virtual resources 

to applications on-demand” (Zhang et al., 2010a). Virtualisation capabilities of abstraction and 

encapsulation have been cited as ‘indispensable ingredients’ in a cloud computing 

environment (Foster et al., 2008). According to Buyya et al. (2009), “virtualisation has enabled 

the abstraction of computing resources such that a single physical machine is able to function 

as a set of multiple logical VMs”. Abstraction “allows for the seamless scaling of resources with 

changes in demand…… more efficient sharing of surplus capacity that might otherwise be 

underutilised”(Hilley, 2009). Abstraction negates the requirement for a customer to have in 

depth knowledge of the cloud computing architecture and “reduces the threshold of 
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application development”(Gong et al., 2010). In comparison to the complexity of traditional IT 

service models, cloud computing enables customers to “leverage a ‘virtual suite’ of pre-

integrated cloud applications and infrastructure” (Dhar, 2012).  The cloud computing model 

allows organisations to start with an application on a single virtual server, as the organisation’s 

demand for resources increases an organisation may scale up by acquiring additional virtual 

servers. Similarly, organisations may scale down and deactivate the virtual server(s) thus 

ensuring that there is no unnecessary wasting of idle resources.  

2.2.5 Grid Computing 

Grid computing may be defined as “a system that coordinates resources which are not subject 

to centralised control, using standard, open, general-purpose protocols and interfaces to 

deliver nontrivial qualities of service” (Foster, 2002). Foster et al. (2008) provide an in-depth 

comparison of cloud computing and grid computing and identify salient characteristics which 

differentiate the two paradigms in terms of business model, architecture, resource 

management (compute model, data model, virtualisation, monitoring and provenance), 

programming model, application and security model. They conclude that while cloud 

computing and grid computing “share a lot commonality in their vision, architecture and 

technology, they also differ in various aspects such as security, programming model, business 

model, compute model, data model, applications, and abstractions”. Cloud computing’s ability 

to leverage existing technologies such as distributed computing, Sofware-as-a- Service (SaaS), 

and particularly, utility computing and centralised data centres constitute the main factors 

which differentiate the paradigm from grid computing whereby the cloud represents “a step 

back towards to centralising IT in data centres again to economise on scale and scope” 

(Weinhardt et al., 2009a).  

2.2.6 Open Source Software  

According to Fitzgerald (2006, pg. 590), “the term open source was coined in 1998 to place the 

phenomenon on a more business-friendly footing than that associated with the ambiguous 

free software”. One of the earliest infrastructure providers of open source projects was 

Sourceforge.net, which provided a centralised location for open and free software 

development. Open source projects are motivated either by personal reasons, for instance 

intrinsic rewards in terms of personal development, passion of programming, or by business 
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reasons, for example collaborating on software development projects (Von Hippel and Krogh, 

2003). Open source is having a significant impact on cloud computing because in “such 

complex environments, it is getting more and more difficult to integrate, develop, and extend 

proprietary software, Moreover, it is extremely costly compared to open source alternatives” 

(Dastidar, 2015). In 2010, OpenStack was founded in order to provide a platform for free and 

open source cloud computing software development. In recent years, main cloud vendors such 

as Hewlett Packard, IBM, Oracle, Cisco and others have made significant contributions to 

OpenStack.  

2.2.7 Distributed Computing  

It has been argued that distributed systems, which are buttressed on delivering computational 

resources through a network of computers, have paved the way for the emergence of cloud 

computing technology (Weinhardt et al., 2006; Creeger, 2009; Foster et al., 2008). A 

distributed computer system is a collection of “individual computing devices that can 

communicate with each other” (Attiya and Welch, 2004) and “appears to its users as a single 

coherent system” (Tannenbaum and Steen, 2007). According to Attiya and Welch (2004) 

“although distributed computer systems are highly desirable, putting together a properly 

functioning system is notoriously difficult”. Three of the most common challenges are 

introduced by independent failures, asynchrony and limited local knowledge. In addition, as 

distributed systems scale in size, so does the complexity in terms of controlling the system 

(Thain et al., 2004). According to Foster et al., (2008), “cloud computing can be viewed as a 

specialised distributed computing paradigm”, whereby it differs from traditional distributed 

systems in that it is “massively scalable and can be encapsulated as an abstract entity that 

delivers different levels of services to customers outside the cloud, it is driven by economies 

of scale and services can be dynamically configured (via virtualisation) and delivered on 

demand”.  

This section discussed cloud computing’s evolution and its precursor technologies. What we 

now know as cloud computing has been evolving for over 50 years and encompasses a 

recombination of existing and new technologies (see Table 2-2), having built its foundations 

“on decades of research in virtualisation, distributed computing, utility computing, networking 

and more recently web and open software services” (Vouk, 2008). While this section 
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acknowledged the seven antecedent technologies to cloud computing (e.g. subsections 2.21-

2.27) the next section presents a conceptual bound for cloud computing whereby the 

researcher delineates a definition for the concept for the purposes of this study.   

2.3 A Conceptual Bound for Cloud Computing  

Definitions of cloud computing vary dramatically in the literature. Recently there has been 

general concord with regards to an accepted de facto definition of cloud computing (Baun, 

2011) which is based on a number of characteristics which are inherent to extant cloud 

computing definitions which are displayed in Table 2-3. These characteristics are typified and 

converged in the widely cited definition presented by Mell and Grance (2011) as that proposed 

by the American National Institute of Standards and Technology (NIST), describing cloud 

computing as “a model for enabling ubiquitous, convenient, on-demand network access to a 

shared pool of configurable computing resources (for example, networks, servers, storage, 

applications and services) that can be rapidly provisioned and released with minimal 

management effort or service provider interaction.” Further, this description is specific in 

detailing cloud computing as comprising five essential characteristics, four deployment 

models, and three service offerings. 

Table 2-3 Cloud Computing Definition Characteristics  

Characteristic  Source  

Rapid Elasticity  Mell and Grance (2011); Iyer and Henderson, (2010); Armbrust et al., (2010); 

Durkee, (2010); Vaquero et al., (2009)  

Measured Service  Mell and Grance (2011); Armbrust et al., (2010); Durkee (2010); Zhang et al., 

(2010); Buyya et al., (2009); Weinhardt et al., (2009); Vogels (2008) 

Resource Pooling  Mell and Grance (2011); Iyer and Henderson, (2010); Durkee (2010);  

Armbrust et al., (2010); Weinhardt et al., (2009); Vogels (2008) 

On Demand Self Service  Mell and Grance (2011); Armbrust et al., (2010); Durkee (2010); Gong et al., 

(2010); Zhang et al., (2010); Vaquero et al., (2009) 

Broad Network Access  Mell and Grance (2011); Iyer and Henderson, (2010); Zhang et al., (2010); 

Weinhardt et al., (2009); Vaquero et al., (2009); Buyya et al., (2009) 

This description for the continually evolving cloud computing paradigm is “intended to serve 

as a means for broad comparisons of cloud services and deployment strategies, and to provide 

a baseline for discussion from what is cloud computing to how to best use cloud computing 

”(Mell and Grance, 2011). Cloud computing is rapidly evolving and maturing as a set of 

technologies (Luftman et al., 2013). In order to encapsulate the increasing number of new 
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service offerings coming onto the market (e.g. business process as a service (BPaaS), 

communication as a service (CaaS), desktop as a service (DaaS) etc.), we have incorporated an 

anything as a service (XaaS) element into the NIST definition. It is this definition of the cloud 

computing paradigm (Table 2-4) that is employed in this study which serves to provide a 

conceptual bounding for the concept. This specific conceptualisation is discussed in greater 

depth in the subsequent subsections.  

Table 2-4 Cloud Computing Conceptualisation  

Essential Characteristics Deployment Models Service Offering 

On demand self service Community cloud  Software as a service (SaaS) 

Broad network access Private cloud Platform as a service (PaaS) 

Resource pooling Public cloud Infrastructure as a service (IaaS) 

Rapid elasticity Hybrid cloud  Anything as a service (XaaS) 

Measured Service   

Source: An evolution of the paradigm proposed by Mell and Grance (2011) 

 

2.3.1 Essential Characteristics 

The essential characteristics comprise five essential attributes that underpin the dogma of 

cloud computing. The cloud computing infrastructure consists of an abstraction layer which 

sits on top of a physical layer that enables the five essential characteristics of cloud computing 

(Mell & Grance, 2011). The value propositions afforded by these five components, which are 

described in the next sections, if leveraged correctly, can provide a robust platform for 

catalysing the value creation capabilities of cloud computing. 

Rapid Elasticity 

Rapid elasticity, describes a cloud provider managing a cloud service user’s(CSU) resource 

utilisation based on evolving needs, with a cloud service deterministically scaling up or down 

to meet user needs (Mell & Grance, 2011). Elasticity is characterised by two defining attributes: 

the mean time taken to expand or contract the service capacity and maximum capacity of 

service (Garg, Versteeg, & Buyya, 2012). Organisations must input details such as service 

demand patterns for “definition and measurement of success” (Azeemi, Lewis, & Tryfonas, 

2013). According to Vouk (2008) a core element which differentiates cloud computing from 

other computing paradigms is “the illusion of infinite computing resources available on 

demand, thereby eliminating the need for cloud computing users to plan far ahead for 
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provisioning”. Thus, offering a “theoretically unlimited elasticity in the way service 

consumption increases and decreases with time” (Costa, Brasileiro, Lemos, & Sousa, 2013). 

Cloud computing enables an organisation to ‘scale by credit card’, allowing them to scale up 

when needed with their financial provisioning for the service constituting the only limitation 

being imposed rather than the physical limits of adding new infrastructure or the financial 

strain of over provisioning experienced with the traditional IT model (Ostermann et al., 2008).  

Owens (2010) argues that elasticity is the “true golden nugget of cloud computing and what 

makes the entire concept extraordinarily evolutionary, if not revolutionary……. [and] could 

bring to the IT infrastructure what Henry Ford brought to the automotive industry with 

assembly lines and mass production: affordability and substantial improvements on time to 

market”. According to Buyya et al., (2010a), “elasticity is one of the fundamental properties of 

the cloud…… [and] will ultimately drive most of the benefits of the cloud”. Rapid elasticity be 

seen as an important elixir component for the creation of economic value by enabling 

organisations to avoid the under provisioning and over provisioning of capital-intensive 

unnecessary IT resources. An organisation may accrue significant cost savings by “taking 

advantage of the variable transaction demands most applications have and redistributing 

unused computing cycles during the slower periods of one application to more demanding 

applications running at the same time” (Cervone, 2010). Elasticity “makes use of the economic 

benefits of the cloud by adopting the “pay-as-you-go” concept since hours purchased via cloud 

computing is usually distributed non-uniformly in time”(Shawky & Ali, 2012).  

Klems et al., (2009) highlight the dichotomy between current cloud computing services and 

traditional computing services where “traditionally, the IT operations department of an 

organisation must master the difficulties involved in scaling corporate infrastructure up or 

down”. This resulted in a trade-off whereby resource over-utilisation resulted in usability 

effects and SLA penalties and where resource under-utilisation resulted in negative financial 

outcomes. Armbrust et al., (2010) argue that while the costs associated with cloud computing’s 

pay-as-you-go model may be more expensive in comparison to purchasing a comparable server 

over the same period, cloud computing’s benefit of elasticity more than compensates for the 

additional costs incurred. The main line of reasoning behind this argument is that economic 

value may be derived from cloud computing in its inherent ability to “transfer the costs of 

resource over-provisioning and the risks of under-provisioning to the cloud providers” (Khajeh-
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Hosseini et al., 2010). Armbrust et al. (2010) demonstrate the financial burden incurred with 

the sub-optimal utilisation of computational resources associated with the traditional 

provisioning for peak load in comparison to the dynamically demand driven, pay-per-use, 

scaling capacity of cloud computing. The aforementioned scenario has been reproduced 

(Figure 2-2) for illustrative purposes (Hilley, 2009).  

 

Figure 2-2 Provision for peak load versus pay per use provision  

 

Source: Hilley (2009) 

Cloud providers (section 2.4.1) such as Amazon provide supplementary provision monitoring 

services, (e.g. CloudWatch), to alert organisations should their provisioning threshold require 

increasing. According to Iyer and Henderson (2010) the main value proposition associated with 

“keeping infrastructure provisioning simple is that it enable employees to innovate and 

respond faster to both competitors and the environment”. However, it is important to note 

that the elasticity of a cloud provider is limited by its capacity and that cloud computing service 

providers permit scaling up within defined limits thus “restricting the extent to which 

applications can take advantage of cost associativity” (Costa & Brasileiro, 2011). While some 

consumers may not be affected by cloud providers’ parsimonious restrictions, there are some 

incidences, particularly in an IaaS setting, where the unavailability of an ‘infinite’ quantity of 

resources can have a duplicitous effect. A case in point is that of scientific “bag-of-tasks 

applications which may be dependent on the initiation of thousands of compute resources at 

a single request” (Costa et al., 2013). It is argued, that the main reasoning for the imposing of 

strict sanctions on limits is that in order for cloud providers to maintain a high level of service 

availability, they must parsimoniously control their costs and profitability through the 
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regulation of consumer demand where increases in user demand and idleness of the system 

can increase the operating costs of the provider (Costa & Brasileiro, 2011; Costa et al., 2013).  

Thus, it may be argued that these strict sanctions on resources may present a substantial 

obstacle for high demand de novo cloud customers who may not be able to derive the full 

advantages of the cloud computing model.  

Measured Service 

Measured service represents the provision of user-based resource consumption metering by 

cloud providers where consumers are billed only for the actual use of resources. According to 

Menzel and Ranjan (2012), “cloud infrastructure services possess multiple numerical attributes 

that imply a calculation or measurement. Hourly usage prices are typically provided from the 

provider or must be calculated with a provider's price model”. Metering is one defining 

characteristic which differentiates the utility business model from other models (Rappa, 

2004b). This utility billing model, where a customer is charged for resource utilisation on a 

consumption basis, “relies on economies of scale in order to drive prices down for users and 

profits up for providers”(Foster et al., 2008). Cloud providers pricing models encompass free 

(free up to a specific maximum capacity), pay-per-use (most frequently utilised model), 

subscription and dynamic models (Weinhardt et al., 2009a). According to Armbrust et al. 

(2010), “although the economic appeal of cloud computing is often described as “converting 

capital expenses to operating expenses”, we believe the phrase ‘pay-as-you-go’ more directly 

captures the economic benefit to the buyer”. Despite calls for more “sophisticated pricing 

models”, they argue that the pay-as-you-go cost model is particularly suited to cloud 

computing due to the simplicity and transparency of the usage based pricing model which is 

akin to how other utilities such as electricity and gas are billed.  Weinhardt et al. (2009a) also 

concur and argue that cloud consumers (section 2.4.2) are attracted to the pay per use model 

not only due to the inherent simplicity of the pricing model but also for psychological reasons 

such as “overestimation of usage and avoidance of occasional large bills, even when the fixed-

fee costs more over time”.  

This pay-as-you go billing model contrasts to purchase or leasing models where resources may 

be acquired which, inevitably end up accruing costs over time, whether they are utilised or not. 

This aforementioned scenario is highlighted in Baun (2011) who posit that the main benefit of 

utilising the pay-as-you go model is largely due to elasticity in that there is minimal risk of 
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“overprovisioning and underutilisation (too many resources are available and not used 

sufficiently) or of under provisioning and saturation (too few resources are available and peak 

loads cannot be accommodated)”. However, Durkee (2010) argues that cloud consumers must 

be provided with a transparent “quantitative model of the cloud’s behaviour” mainly due to 

the fact that cloud consumers are often hampered by “the complexity of selecting and 

determining the cost of the service, as well being hamstrung by the lack of accurate 

benchmarking and reporting tools” which can result in the selection of sub optimal cloud 

services. Cloud consumers often utilise CPU - hour pricing as the main driver during the 

decision making process, and while the performance is sufficient for many applications, there 

have been incidences where “enterprise applications that failed to operate acceptably” 

(Durkee, 2010). Klems et al. (2009) argue that organisations, prior to adopting a cloud 

computing solution, must carry out a thorough valuation of the proposed solution.  

Broad Network Access  

Broad network access encompasses end-user and device-based access to remote servers 

situating cloud services or applications, and describes access to computing resources over 

networks, whether intranets or public internet, using thick or thin client devices and multiple 

platforms including laptops, tablet PCs, smart phones, and new emerging computing devices. 

Essentially, this component assumes that end-users can connect to remote servers. According 

to Abts and Flederman (2012),“a good user experience relies on predictable performance, with 

the datacentre network delivering predictable latency and bandwidth characteristics across 

varying traffic patterns”. End-user expectations of a utility service are often heightened due to 

necessity and while these expectations may be realistic or not, service providers must 

endeavour to “buffer users from the predictable problems that could cause a discontinuity in 

service” (Rappa, 2004b).  

Cloud providers provide standard quality of service (QoS) guarantees via service level 

agreements which contain negotiated commitments on the level of availability, serviceability, 

performance (I/O bandwidth), operation, billing, penalties and so on (Wang et al., 2010). Slow 

response times with regard to the speed with which services are provided to end-users can 

pose a substantial risk to organisations who intend to utilise cloud computing (Khalid, 2010; 

Mouline, 2009). Weiss (2007) asserts that despite the accelerated advances of compute 

power, the slow rate of advancement in broadband capabilities “may create at a bottleneck 
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holding back a major shift toward mainstream cloud computing”. As cloud computing adoption 

becomes increasingly widespread, ensuring a QoS for customers will constitute a major 

challenge for cloud computing service providers (Foster et al., 2008). It is incumbent on cloud 

providers to provide tailored QoS for each individual customer where QoS guarantees specific 

to each consumer may be negotiated via SLAs (Buyya et al., 2009). An absence of latency and 

bandwidth guarantees by cloud computing service providers have also been identified as two 

salient issues which pose potential threats to the future cloud computing (Habib et al., 2010). 

Mogul and Popa (2012) highlight how most cloud providers do not make network performance 

(bandwidth, latency and loss) guarantees, resulting in cloud tenants suffering from “highly-

variable, unpredictable network performance”. High cost levels and throughput, amount of 

cloud service tasks completed per unit of time, have been identified as the main factors 

hindering cloud providers ability to provide robust guarantees with regards to bandwidth 

(Mouline, 2009). Location dependence, the geographical location of datacentres, has been 

denoted as the main reasoning for lower or higher levels of latency in cloud computing (Ballani, 

Costa, Karagiannis, and Rowstron, 2011; Mogul & Popa, 2012; Mouline, 2009).   

Ballani et al.,(2011) highlight how the performance variability in intra-cloud bandwidth can 

result in the sub-optimal performance of applications which can range from “user friendly web 

services to data parallel, HPC and scientific applications”.  Location independence can also have 

an indirect knock on effect on cloud customer costs as cloud tenants are charged for the 

amount of time they occupy their virtual machines and this costing can increase considerably 

as a result of sub-optimal network performance. Iyer and Henderson (2010) advise that 

organisations may have to “implement intelligent caching techniques and provide high 

bandwidth connectivity” in order to reap the full benefits of ubiquitous access. Wood, 

Ramakrishnan, Shenoy, & Van der Merwe (2012) point to the lack of coordination that 

currently exists between cloud providers and customers where the onus is placed on the 

customer to separately arrange “traffic isolation” and bandwidth guarantees with network 

providers. Following an in depth review of a number of proposed approaches for providing 

performance guarantees within cloud networks, Mogul and Popa (2012) predicate that there 

is “widespread recognition that cloud providers will have to start providing network-related 

guarantees in order to support a broad range of applications that demand predictable 
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performance and cost…. further progress requires a common understanding of the choices 

and their implication for the relationship between cloud providers and their customers”.  

On-Demand Self-Service  

In a cloud computing context, on-demand self-service, describes a requirement from end-users 

for ubiquitous computing capabilities such as storage or processing power at any time, without 

the requirement for human interaction with the service provider. Cloud computing is viewed 

as the “next natural step in the evolution of on-demand technology products and services” 

(Vouk, 2008). On demand technology services have been in existence since the late 1990’s, 

most notably application service providing and business service providing (Benlian, Hess, & 

Buxmann, 2009). Cloud computing also represents a major development in self-serving 

technologies which constitute “technological interfaces that enable customers to produce a 

service independent of direct service employee involvement”(Meuter, Ostrom, Roundtree, & 

Bitner, 2000). Cloud interfaces are location independent and may be accessed via well-

established network interfaces (Lizhe et al., 2008). Cloud computing’s service oriented 

architecture enables the “automatic orchestration of service flows transparently and 

dynamically for users”(Wang et al., 2010). Organisations may select predefined services from 

a cloud providers’ catalogue via friendly, understandable and intuitive user centric portal 

interfaces. On-demand self-service may be seen as an important elixir component for value 

creation in that it enables organisations not only to improve flexibility, efficiency, reduce 

acquisition time but also to avoid unnecessary disruption to legacy systems.  

Cloud computing user interfaces do not impose a requirement for end-users to change their 

working habits or environments in stark contrast to grid computing where it is incumbent on 

end-users, in order to gain access grid resources and services, to learn new grid commands 

and APIs (Wang et al., 2010). Buyya et al., (2010a) highlight how the traditional process of IT 

self-provisioning often results in “legacy processes and functions such as capacity planning, 

network management (providing quality of service) and security (management of firewalls and 

access control lists) grinding to a halt”. Migration to the cloud is relatively straightforward for 

organisations with basic legacy applications, however it is recommended for larger 

organisations, with complex silos of legacy systems, that an experienced cloud provider is 

employed to oversee the migration (Olekar & Sreekumar, 2013). On-demand self-service will 
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also have positive impact on business efficiency and flexibility by enabling an organisation’s IT 

department to reduce time spent managing an IT infrastructure and on routine tasks such as 

service requests allowing them to focus on higher value activities. Cloud end-users retain 

administrative privileges thus allowing them to customise their cloud environment, for 

example additional software installation, network configuration and so on, when they should 

see fit (Wang et al., 2010). According to Dhar (2012) Software as a Service (SaaS) is the 

preferred delivery model for on demand services. SaaS is capable of providing cost effective 

access to global networks, enabling customers to focus on core business activities, timely 

deployment of services and a faster return on investment. The aforementioned benefits are 

highlighted by Creeger (2009), where “if the marketing department wants to run a new kind 

of application, traditionally you had to get the IT department to agree to help you build and 

deploy that application. Now IT departments are able to say, you’ve got your own developers 

over in your area. If they want to develop and run this, fine, go ahead.  Here are the policies 

for infrastructure services.” 

Resource Pooling  

Resource pooling represents the provision, using multi-tenant models, of pooled computing 

resources (storage, processing, memory and others) to multiple consumers, where physical 

and/or virtual computing resources are a shared resource, in essentially a one-to-many 

provisioning relationship. The two major categories of resources provisioned by cloud 

providers include storage and computational hosting. Any provisioned cloud services will 

“ultimately require both storage and computational resources, but some companies may 

choose to leverage the cloud for only one”. Take for example an organisation who initially 

decides to only utilise a cloud storage service, (e.g. Amazon S3), rather than also acquiring the 

computational resources of a cloud provider (e.g. Amazon EC2). Resource pooling represents 

the basis of scalability in the cloud computing paradigm. The main motiving factor for resource 

pooling is economies of scale at the computing and service layers (Dillon, Wu, & Chang, 2010; 

Durkee, 2010). It has been argued that “without resource pooling and multi-tenancy the 

economics of cloud computing do not make financial sense” (Williams & Reese, 2012, p. 7). 

Resource pooling may be described as being location independent. According to Iyer and 

Henderson (2010) location independence refers to the “control of access to services and 

information assets from anywhere within an enterprise without needing to know their 
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location”.  Thus as can be seen, many aspects underpin the five components of the essential 

characteristics layer (See Buyya et al., 2009; Gong et al., 2010; Vaquero et al., 2009; Vouk, 

2008). Amongst these are user-friendly user interfaces to cloud services and applications, 

particular technologies and approaches to service provision such as system virtualisation, 

leverage of existing best standards in distributed computing, network optimisation, resource 

sharing techniques, and security. According to Clohessy, Acton and Coughlin (2013) as enablers 

of value creation, some of these components are provision-dependent, that is, the cloud 

provider must provide the functionality, for example, deterministic and automatic provision of 

elasticity and resource pooling. Other aspects such as network access can have dependencies 

on public policy in the organisation’s jurisdiction, for example, governmental provision of 

adequate growth-capable broadband. As such, it becomes incumbent on organisations to 

assess these dependencies, as deficiencies in any of these five components can negatively 

impact the potential for value creation.  All five components being in place and of high quality 

provide only a common denominator, none will provide value creating capacity in itself, and 

together provide a value creation platform depending upon how each component and 

associated value propositions are leveraged, but their absence or suboptimal provision can 

impede value creation. The manner in which the five components of the essential 

characteristics layer “manifest in an organisational context vary according to the deployment 

model utilised” (Ellahi, Hudzia, Li, Lindner, & Robinson, 2011). 

2.3.2 Deployment Models  

As per the study’s conceptualisation of the cloud computing paradigm (Table 2.3), depending 

on the cloud consumer’s required level of computational resource exclusivity, a cloud 

infrastructure and associated services may be provisioned via four deployment models: public 

cloud, private cloud, hybrid cloud and community cloud (Liu et al., 2011; Mell & Grance, 2011).  

Public Cloud  

A public cloud refers to utility computing services, which are made available in a pay-as-you-

go manner, to the general public in a multi-tenant environment (Armbrust et al., 2010). 

Examples of public cloud offering include Microsoft Azure Services and Amazon Elastic 

Compute Cloud (EC2). The service is sometimes termed utility computing. The technologies 

underpinning public clouds reside on the premises of the cloud provider. A report by IDC (2014) 
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identified that by 2018, public cloud IT spending will have more than doubled to $127. 5 billion. 

Whereas a private cloud is dedicated to one cloud consumer (CC), a public cloud may “have 

unpredictable tenants co-existing with each other” (Liu et al., 2011). The security and privacy 

nuances inherent to public cloud services have resulted in security conscientious organisations 

favouring private and/or hybrid cloud deployment models.  

Private Cloud    

In additional to public cloud offerings, cloud providers also offer managed private cloud 

offerings. For example, AWS provide a virtual private cloud offering while VMWare provide 

both dedicated (physically isolated) and virtual (logically isolated) private cloud services. A 

private cloud represents internal data centres located in organisations which may not be 

accessed by the general public. A private cloud, typically provisioned for exclusive use by a 

single organisation, describes the “internal data centres of an organisation that are not made 

available to the general public” (Armbrust et al., 2010). Unknown parties do not share 

resources. A private cloud may be managed by the end-user organisation or by a third party 

and may be hosted on site or outsourced to a hosting organisation.  

Hybrid Cloud 

A hybrid cloud comprises some combination or variant “of two or more clouds (on-site private, 

on-site community, off-site private, off-site community or public) that remain as distinct 

entities but are bound together by standardised or proprietary technology that enables data 

and application portability” (Liu et al., 2011). A hybrid cloud enables organisations to utilise the 

combination of a private cloud, in order to store sensitive data and run mission critical 

applications, and a public cloud for conducting rudimentary routine computational and storage 

tasks (Wyld, 2009). A number of surveys have highlighted the growing popularity of Hybrid 

cloud deployment model strategies. For example, a survey conducted by EMC (2014) of 10,451 

IT decision makers dispersed across 33 countries elucidated how 27% of enterprises had 

adopted a hybrid deployment model. Additionally, 64% of the respondents expressed an 

immediate need to adopt a hybrid cloud strategy due to its inherent agility and security 

advantages. Similarly, a report conducted by Rightscale (2015) which encompassed a survey of 

930 IT professionals identified that 82% of enterprises had adopted a hybrid cloud strategy.  
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Community Cloud  

A community cloud extends a private cloud, provisioned for specific use by a group of 

organisations or users for shared purposes such as security, privacy or legal compliance (Iyer 

& Henderson, 2010). Connections between participating organisations in a community cloud, 

enable CCs to access not only local cloud services but also permit access to the resources of 

the other members. A community cloud may be managed by the participating CC organisations 

or by a third party and may be hosted on site or outsourced to a hosting organisation. For 

example, Waschke (2012) provides an example of a community cloud whereby a consortium 

of hospitals may unite in order to manage their supply chains. The author asserts that in this 

example, a community cloud is “an efficient way to provide the needed services while avoiding 

the redundancy of duplicate implementations and equipment at each participating hospital 

while realising economies of scale” (Waschke, 2012, pg. 51). Another example, would be where 

a local authority for a district would leverage the unused computational resources of their 

private cloud in order to provision a community cloud service offering to local businesses in 

order to spur economic growth and innovation within that local jurisdiction. A CC’s decision 

whether to select a public, private or hybrid cloud deployment model is not a straight forward 

as one would think. As highlighted by Hu et al (2011), each individual cloud deployment model 

has its own specific inherent advantages and disadvantages (Table 2-5). From a security 

perspective, the varying degrees of exclusivity afforded by each of the deployment cloud 

models present each cloud consumer with different levels of risk exposure. As a private cloud 

is dedicated for exclusive use by a single organisation, the security risk of workload isolation is 

less when compared to the multi-tenant environment of a public cloud (Liu et al., 2011).   
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Table 2-5 Advantages and disadvantages associated with private, public and hybrid clouds 

Advantages Public Cloud Private Cloud Hybrid Cloud  
(Public & Private) 

1 Simplest to 
implement and use 

Allows for complete 
control of server software 

updates patches, etc. 

Most cost-efficient through 
utilisation flexibility of public and 

private clouds 

2 Minimal upfront 
costs 

Minimal long-term costs Less susceptible to prolonged 
services outages  

3 Utilisation efficiency 
gains through server 

virtualisation 

Utilisation efficiency gains 
through sever utilisation 

Utilisation efficiency gains through 
sever utilisation 

4 Widespread 
accessibility 

- Suited for handling large spikes in 
workload 

5 Requires no space 
dedicated for data 

centre 

- - 

6 Suited for handling 
large spikes in 

workload 

- - 

Disadvantages    

1 Most expensive long-
term 

 

Large upfront costs 

 

Difficult to implement due to 
complex management schemes 

and assorted cloud centre 

2 Susceptible to 
prolonged services 

outages 

Susceptible to prolonged 
services outages 

Requires moderate amount of 
space dedicated for data centre 

3 - Limited accessibility - 

4 - Requires largest amount of 
space dedicated for data 

centre 

- 

5 - Not suited for handling 
large spikes in workload 

- 

 

Source: Hu et al., (2011) 

According to Clohessy et al., (2013) the value creation capabilities of the deployment model 

layer lie in a trade-off between costs and overall control. Private clouds can be relatively highly 

secure and offer the most complete degree of internal control in terms of user access, 

authentication, data governance and so on, but tend to be costly to set up. Hybrid or public 

clouds are generally less costly, with openness trading against investment. The value to 

organisations rests with the cloud structure that best facilitates the organisation to focus on 

its core competencies while balancing this focus with the cost of cloud-based services. 
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2.3.3 Service Offerings  

Cloud computing’s service offerings comprise well-established service models, differentiated 

into three distinct categories depending on the capability provided, and referred to as the SPI 

(Software, Platform, Infrastructure) model (Gong et al., 2010; Mell & Grance, 2010; Vaquero 

et al., 2009).  The SaaS, PaaS, and IaaS model layers complement each other and represent the 

full range of cloud services (Yang & Tate, 2012). For a detailed overview of each of the SPI 

operating environments see Badger et al. (2012). For the purposes of this study a fourth servce 

model, anything as a service (XaaS), is also dscussed.  

Software-as-a-Service (SaaS) 

The first component of the service model layer, Software-as-a-Service (SaaS), describes a 

computing scenario where the cloud provider allocates the user with software resources and 

capabilities, delivered through the user’s web browser or thin client download, eliminating the 

need for the user to install or manage complex software or acquire additional hardware. The 

resources run on the cloud infrastructure. SaaS may be used to reduce the operating costs of 

a business, and aims at replacing applications on a PC (Gong et al., 2010). The advantages 

associated with SaaS are widely known for cloud providers and cloud consumers (See Armbrust 

et al., 2010). From a cloud provider perspective, the benefits of central versioning control and 

increased efficiency with regards to the software installation and maintenance processes are 

associated with SaaS. Cloud computing further enhances the benefits associated with SaaS for 

CPs in that SaaS services may be deployed without the requirement of having to also provision 

a personal data centre for a cloud consumer. From a cloud consumer perspective, SaaS enables 

on demand scalability, access to services “anytime, anywhere”, the safe storage and sharing of 

data and enhanced collaboration capabilities. Organisational-level SaaS examples include 

customer relationship management (CRM) as a service and cloud enterprise resource 

management (ERP). Productivity applications include email, instant messaging, virtual 

desktops, and office automation such as Google Docs (Lenk, Klems, Nimis, Tai, & Sandholm, 

2009); with consumer or citizen-based applications including wikis, blogs, social networking 

and web hosting (Rabai et al., 2012). SaaS computational resources “may be billed for based 

on the number of end-users, the time of use, the network bandwidth consumed, the amount 

of data stored or duration of stored data” (Liu et al., 2011).  
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Platform-as-a-Service (PaaS) 

The second service offering describes service provisioning of computing platforms, Platform-

as-a-Service (PaaS). Here cloud providers allocate cloud consumers, typically application 

developers, application testers, application deployers and application administrators (Liu et al., 

2011), with a complete computing environment, for software development or application 

testing through provision of developer tools, database management or testing functionality 

(Rabai et al., 2012). The benefits associated with PaaS are very similar to SaaS and include: 

minimum software tool footprint, centralised management and data, platform management 

by the CP and savings in upfront costs (Badger et al., 2012). Durkee (2010) affirms that the 

main advantage associated with PaaS is that it enables a cloud consumer to acquire a “fully 

functional development and/or production environment”.  Focus on the business implications 

of PaaS, and highlight how “facilitate the processes of IS development by enabling developers 

to collaborate globally, testing and releasing their products more quickly, and avoiding non-

productive system administration work. The end-user may deploy created or acquired 

applications onto the cloud. Examples of PaaS cloud offerings include IBM’s Bluemix, 

SalesForce’s Force.com and Google’s App Engine. Google AppEngine provides a scalable 

environment which allows CCs to build and host web applications. The cloud platforms includes 

supercharged API’s consisting of a range of services such as Extensible Messaging and Presence 

Protocol and cloud SQL services. PaaS computational resources may be billed based on 

“processing, database storage and network resources consumed by the PaaS application, and 

the duration of the platform usage”(Liu et al., 2011).  

Infrastructure-as-a-Service (IaaS)  

The third service offering is Infrastructure-as-a-Service (IaaS), where the cloud provider 

allocates storage and computing resources to an end-user, through the provision of multi-

server storage or processing, or virtualisation of computing infrastructures. IaaS may be 

“delivered as a single server or as part of a collection of servers integrated into a virtual private 

data centre”(Durkee, 2010). IaaS represents the outsourcing of a complete computing 

infrastructure. Resources are only allocated to a single tenant or client. An end-user “has 

control over operating systems, storage, and deployed applications and [may have] limited 

control of select networking components……the end-user does not control the underlying 

infrastructure” (Mell & Grance, 2010). IaaS end-users can be system developers, 
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administrators and IT managers who may be billed based on “the amount or duration of the 

resources consumed, such as CPU hours used by virtual computers, volume and duration of 

data stored, network bandwidth consumed, number of IP addresses used for certain 

intervals”(Liu et al., 2011). Examples of IaaS include Amazon’s Elastic Compute Cloud (EC2) and 

GoGrid’s ServePath. The main benefits associated with IaaS include: savings in up-front costs, 

flexible, efficient renting of computational hardware, high compatibility, portability and 

interoperability with legacy systems and full control of resources via administration access to 

virtual machines (Badger et al., 2012).  

Anything-as-a-Service (XaaS) 

The final service offering is XaaS with the X representing “Anything-as-a-Service” or 

“Everything-as-a-Service”. Some researchers have opted to eschew terminology such as XaaS. 

For example, Armbrust et al., (2010) opines “values of X we have seen in print include 

infrastructure, hardware, and platform, but we were unable to agree even among ourselves 

what the precise differences among them might be”. However, while this term has traditionally 

been used to encapsulate just SaaS, PaaS and IaaS cloud offerings, recent advances in cloud 

technology and the emergence of the “on-demand economy” (The Economist, 2015) has 

meant that the term is now used to also encapsulate the growing number of cloud service 

offerings which would have traditionally resided and/or been provisioned locally on premise. 

Examples of XaaS include desktop/database-as-a-service (DaaS), business process-as-a-service 

(BPaaS), security-as-a-service (SECaaS), monitoring-as-a-service (MaaS), communication-as-a-

service (CaaS) and so on.  

The conceptualisation of the service offerings presented in this study parsimoniously captures 

the various categorical delineations of service-based cloud activities, providing an overall 

descriptor for disparate descriptions of service architectures, from the 5-layer ontological stack 

proposed by Youseff, Butrico and Da Silva (2008) to the definitional components proposed by 

others over the last half decade (Buyya et al., 2009; Gong et al., 2010; Iyer & Henderson, 2010; 

Sultan & van de Bunt-Kokhuis, 2012; Vaquero et al., 2009; Yang & Hsu, 2011). From a security 

perspective, each individual service offering imposes different security responsibilities for CCs 

(Bannerman, 2010). SaaS provides the most consolidated service offering capable of providing 

a high level of security with minimum customer extensibility. PaaS allows for greater customer 

extensibility than SaaS, however, the limited security features requires end-users to “layer-in” 
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required security protocols. IaaS permits extensive extensibility, however, an end-user must 

assume control for maintaining and securing the execution environment. Interoperability also 

poses an additional difficulty for end-users when attempting to integrate in house security 

measures with cloud security protocols.  

According to Clohessy et al., (2013) the value creating capabilities of the service model layer is 

dependent on organisational choices made regarding the immediate deployment model, 

whereby it can determine the organisational interest in the service offerings. Essentially, value 

creation can be facilitated by channelling various outbound organisational services through 

one of the service offerings, and is dependent on the business focus of the organisation. For 

example, provision to customers of virtualised computing environments may be very useful to 

software development companies delivering new software for customer testing, and provision 

of this through cloud-based SaaS may provide a more effective or improved customer 

relationship, which in itself may facilitate further business with that client, or increased 

customer satisfaction. Such benefits have been shown to be instrumental in studies on IS 

success and acceptance.  

2.4 Delineating the Cloud Computing Stakeholder Ecosystem  

The traditional IT service provision ecosystem comprised two main stakeholders, the consumer 

(buys, uses, maintains and upgrades IT systems), and the provider (sells, installs, consults on 

and licensing of IT systems). However, cloud computing has dramatically changed the roles of 

the traditional stakeholders and has also introduced additional new ones to the service 

provision ecosystem (Marston et al., 2011). In the past five years researchers have attempted 

to identify the main stakeholders and activities encompassed within a normative cloud 

computing ecosystem. However, due to the rapidly evolving nature of cloud technology, their 

attempts serve at a best at providing a mapping of the cloud stakeholder ecosystem at that 

point in time. It has been argued that 21st century organisations operate and compete in 

ecosystems that comprise a set of entities such as rival organisations, infrastructure providers, 

complementors, development platform providers and so on (Iyer and Henderson, 2010; 2012). 

The intricacies of a cloud computing value network will be discussed in section 3.3.2.  
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As discussed in the preceding section, this study has adopted a widely cited and trusted 

definition as proposed by NIST. NIST have also proposed a conceptual cloud computing 

reference model (Figure 2-3), comprising of five main entities, their activities and functions (Liu 

et al., 2011). The conceptual architecture defines five main stakeholders: cloud provider, cloud 

consumer, cloud auditor, cloud broker and cloud carrier. A cloud provider and cloud consumer 

constitute the two main entities who share control of computational resources in a cloud 

computing environment.  

Figure 2-3 NIST Conceptual Cloud Computing Reference Model 

 

Source: Liu et al., (2011) 

2.4.1 Cloud Provider  

For the purposes of the following study a cloud provider (CP) may be defined as an  

organisation (e.g. IT service provider) who is “responsible for making a service available to 

cloud consumers” whose activities may be summarised in five categories: service deployment, 

service orchestration, cloud services management, security and privacy (Liu et al., 2011). As 

illustrated by Figure 2-3 CPs have many responsibilities. According to Marston et al., (2011) the 

various IT service providers who have migrated to becoming cloud providers “have developed 

competencies around the different components (software, platform and infrastructure) that 

make up the cloud computing service”. Cloud computing enables IT service providers to 

virtualise their computational resources and concurrently provision them, via a service 
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orchestration process, in the form of Software-as-a-Service (SaaS), or Platform-as-a-Service 

(PaaS) or Infrastructure-as-a-Service (IaaS) to cloud consumers. This service orchestration 

process encompasses “the composition of system components to support the cloud providers 

activities in arrangement, coordination and management of computing resources in order to 

provide cloud services to cloud consumers” (Liu et al., 2011). This process is represented by 

the three tier model in Figure 2-3 comprising the service layer (section 2.3.3), resource 

abstraction and control layer and the physical resource layer. With regards the service layer, 

the CP and CC assume different responsibilities and control pertaining to computational 

responsibilities (Figure 2-4). SaaS CPs provision software applications to CC. While CCs have 

limited administrative privileges pertaining to the software applications, SaaS CPs assume 

responsibility for the middleware and the underlying operating system in order to run and 

manage the software applications. PaaS cloud offerings, comprising integrated development 

environments, software development kits, deployment tools and so on, may be provisioned by 

either PaaS or IaaS CPs. The CP assumes control of the platform infrastructure and the software 

components required to deliver a PaaS cloud service. With a PaaS offering a CC assumes 

additional responsibility in terms of controlling the applications and possibly some of the 

hosting settings. However, their access to the underlying infrastructure is restricted. In 

comparison to SaaS and PaaS, IaaS CCs have “access to more fundamental forms of computing 

resources and thus has more control over the more software components in an application 

stack, including the OS and network…[whereas the CP] has control over the physical hardware 

and cloud software that makes the provisioning of these infrastructure services possible” (Liu 

et al., 2011). According to Venters and Whitely (2014) the current “cloud computing 

marketplace is dominated by a few high profile companies”. Examples of established IT service 

providers who have migrated to provisioning cloud technologies include IBM, Hewlett Packard, 

SalesForce, Amazon, Oracle, Rackspace, Google, and Microsoft.  
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Figure 2-4 Consumer and Provider Levels of Service Model Control  

 

Source: Ehrenhofer and Kreuzer (2012) 

The middle layer comprises the resource abstraction and control layer. This layer contain 

systems components which enables access to the physical resource layer via a software 

abstraction process. Hypervisors, virtual machines and virtual data storage are examples of 

resource abstraction components. The control layer encompasses software components which 

ensure resource allocation, access control and usage monitoring. The control can be viewed as 

the “software fabric that ties together the numerous underlying physical resources and their 

software abstractions to enable resource pooling, dynamic allocation, and measured service” 

(Liu et al., 2011). Finally, the lowest level in the tier model is the physical layer which comprises 

physical computing components (e.g. hardware, storage, networks) and the facility resources 

(power, heating, cooling, communication etc.). In line with systems architecture conventions, 

this three tiered model is horizontally positioned meaning that the upper layer elements are 

dependent on the lower elements to function appropriately. The middle tier exposes virtual 

cloud services on top of the lower tier enabling CCs to access cloud services via the top tier. 

While, CCs have access to virtual cloud services they cannot see or have access to the lower 

tier. In addition to overseeing the service orchestration process and ensuring the security and 

privacy of the CCs, CPs must oversee several cloud service management obligations.              
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Cloud service management encompasses several main activities: business support (customer, 

contract, inventory, accounting, reporting auditing and pricing management), provisioning and 

configuration (e.g. rapid provisioning, resource, monitoring, reporting, metering and SLA 

management) and portability (e.g. data and system) and interoperability (e.g. utilisation of data 

and services across multiple CPs). 

2.4.2 Cloud Consumer 

A cloud consumer may be defined as an “organisation or person that maintains a business 

relationship with, and uses cloud services from CPs”(Liu et al., 2011). In its most primitive form 

a CC constitutes the principal stakeholder who utilises cloud computational services. Three of 

the traditional and most popular services consumed by CC are SaaS, PaaS and IaaS. For a 

comprehensive discussion on the variety of cloud offering available in the service model 

catalogue refer to Liu et al., (2011, pg. 24). It should be noted that the catalogue of services 

available to CCs is continuing to expand at an exponential rate. CCs can today avail of a wide 

range of cloud service offerings which fall under the umbrella of XaaS (section 2.3.3). CPs utilise 

SLAs in order to provision cloud computing resources to CCs. According to Durkee (2010) a SLA 

is defined as “ some guarantee of how much of the time the server, platform, or application 

will be available….comprising of a number of service level objectives…rolled up to compute the 

overall SLA”. CPs may issue customers penalties should they violate the terms and conditions 

of the SLA. A case in point is highlighted by Mohammad Mehedi (2009) where the process of 

“cloud bursting, which entails the use of remote resources to handle peaks in demand for an 

application, can result in SLA violation and end up incurring additional costs for the provider”. 

In order for a CC to derive definitive value from an SLA, they must ensure a rigorous thorough 

negotiation process with a CP to ensure that their cloud services are provided at the 

“appropriate level of abstraction” and managed to an “overall application SLA”(Durkee, 2010). 

2.4.3 Cloud Carrier 

A cloud carrier may be defined as an “intermediary that provides connectivity and transport of 

cloud services between cloud providers and cloud customers”(Liu et al., 2011). A cloud carrier 

enables cloud customers to access cloud services via network (computers, laptops, mobile 

phones and so on), telecommunication and other forms of access devices. Network carriers, 

telecommunication carriers (Telco) and transport agents assist with the distribution of cloud 
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services. In order to maintain a consistent high quality service between a CP and CC, a CP will 

typically negotiate a SLA with a cloud carrier that is consistent with the SLA that has been 

negotiated between a CP and a CC. Examples of cloud carriers include Vodafone, Alltel, Eircom, 

Verizon and so on. Recently, cloud carriers such as AT&T and Telstra have also migrated to 

provisioning cloud computing offerings in order to leverage the multitude of benefits on offer 

for Telco organisations (Khanagha, Volberda and Oshri, 2014). 

2.4.4 Cloud Auditor  

A cloud auditor may be defined as a “party that can conduct independent assessment of cloud 

services, information system operations, performance, privacy and security of the cloud 

implementation” to ensure CPs conform with designated standards and also “assess and 

verifies the availability, integrity, and confidentially” of a CP cloud offering (Liu et al., 2011).   

For example, a security audit may assess whether a CP complies with the protocols as set out 

by their security standard or review the security protocols in place to protect against the 

nefarious destruction or modification of data. While reputable certified CPs actively conduct 

internal and independent external audits in order to ensure the highest of standards are 

maintained, due to the security and privacy nuances of the cloud computing paradigm (see 

section 2.5.3) and the variances in policies offered by CPs, various bodies such as the cloud 

security alliance (CSA) have called for the standardisation of cloud auditing protocols in order 

to ensure the accountability of CPs and minimise the risks to CCs. The CSA have also produced 

an auditing support tool termed the ‘cloud controls matrix’ which provides a baseline 

framework for auditing CPs. According to Waschke (2012), “a cloud software architecture must 

consider the auditor role or risk developing a cloud that cannot be audited acceptably”.  

2.4.5  Cloud Broker  

As the cloud computing paradigm continues to evolve so to do the complexities associated 

with the integration of cloud computing services. To reduce the complexity associated with 

acquiring cloud services and in an attempt to increase transparency a CC, rather than initiating 

contact with a CP, may enlist the services of a cloud broker (CB) to fulfil the role of an 

intermediary to mediate between the CP and the CC. According to Liu et al. (2011), as proposed 

by NIST, a CB is defined as an “entity that manages the use, performance and delivery of cloud 

services, and negotiates relationships between CPs and CCs”. The CB acting on behalf of the 
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CC identifies suitable CPs and “negotiates for an allocation of resources that meets the quality 

of service needs” of the CC (Buyya, Ranjan, & Calheiros, 2010b). The services provided by a CB 

take the form of three categories: service intermediation(improving capability by providing 

adding value services), service aggregation (assisting with the secure integration and 

movement of data between multiple cloud providers) and service arbitrage (CB possess the 

flexibility to choose cloud services from multiple cloud providers) (Liu et al., 2011).  

2.5 Benefits of Cloud Computing  

2.5.1 Cloud Consumer Perspective 

From a CC perspective, the case for adopting cloud technologies is compelling. Hu et al. (2011) 

argues that cloud computing not only enables an organisation to remain agile but also assists 

them to dynamically respond to changes in business forecasts. Cloud computing enables 

smaller organisations to “provide services that have heretofore only been available to larger 

organisations” (Luftman et al., 2013). Computational resources (infrastructure and software) 

may be outsourced by CC from CPs (who assume the capital risk of controlling the 

infrastructure) on-demand and paid for akin to utilities such as electricity, gas and water (Buyya 

et al., 2009; Vaquero et al., 2009; Vogels, 2008). Cloud computing’s capabilities enable 

organisations to reduce costs, remove business frictions and increase business agility 

(Armbrust et al., 2010; Creeger, 2009; Etro, 2009).  Kaufman (2009) elaborates on the benefits 

associated with cloud computing for start-up organisations and well established organisations. 

For a start-up company, who may not have the necessary capital to acquire and maintain in 

house computational resources, cloud computing may be utilised in lieu of rational 

implementation methods to provide a viable cost efficient alternative. For well- established 

organisations, cloud computing serves as an elixir solution capable of reducing costs and 

enhancing IT capabilities. Böhm et al., (2011) outlines the core benefits for CCs whereby both 

start-ups and established organisations can leverage the inherent “flexibility  and  efficiency  in  

terms  of  cost  variabilisation  (monetary  flexibility)  and also in terms of availability of IT 

resources (IT flexibility)”. 
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Following a study of the cloud computing vendor ecosystem, Iyer and Henderson (2010) 

contend that the benefits associated with cloud computing are not solely restricted to IT cost 

savings. By operationalising an effective combinational mixture of the seven identified 

capabilities an organisation can increase their agility, thus enabling the organisation become 

an agile “plug and play” enterprise. Cloud computing enables organisations to combine existing 

product and service offerings with new ones, also known as modularisation, to create unique 

value propositions for their customers. Marston et al., (2011) conducted a SWOT (Strengths, 

Weaknesses, Opportunities, Threats) analysis of cloud computing. The following strengths are 

identified: (i) lower entry costs for smaller firms trying to reap similar benefits to that of large 

organisations derived from  utilising compute-intensive business analytics, (ii) cloud computing 

offers numerous advantages and opportunities for third world countries were the deployment 

of widespread computing infrastructural facilities/capabilities  has  proven  difficult, (iii)  the  

adaptive  nature  of  the  cloud infrastructure  provides  for  immediate  access  to  hardware  

resources  and  dramatically reduces  the  upfront  costs  in  corporate  computing, (iv)  cloud  

computing  lowers the barriers  to  innovation, (v)  cloud  computing  enables  enterprises  to  

scale  their  services according  to  client  demand, (vi)  cloud  computing  enables  the  

development  of new classes  of applications and services (e.g. parallel batch processing, 

mobile interactive applications, business intelligence etc.). A  detailed  analysis  of  cloud  

computing  and  total  cost  of  ownership of implementing web applications on IaaS and PaaS 

utilising various cloud providers “has demonstrated that cloud computing has technical 

advantages and offers significant cost savings when serving web applications”(Han, 2011).  

2.5.2 Cloud Provider Perspective  

As highlighted in the previous section there are is a throng of benefits for CCs pertaining to 

adopting and using cloud technology. According to Armbrust et al. (2010) there are also a 

multitude of reasons why an incumbent ITSP, who currently possess existing large scale 

infrastructure and operational expertise, would contemplate provisioning cloud computing 

services. These include: leveraging of existing infrastructure and economies of scale and 

“statistically multiplexing among a large group of customers” in order to increase profits and 

enhance the franchises current offerings, defending against threats from both start-up and 

incumbent CPs, and the leveraging of an existing customer base in order to enhance customer 

relationships (Armbrust et al., 2010).  
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The virtualisation of computational resources within CPs data centres enables “the use of 

cheap commodity hardware and enables the elasticity, load balancing and economies of scale 

which are fundamentally driving cloud computing’s adoption and underpin its economic 

model” (Venters and Whitley, 2014). The cloud also enables substantial economies of scale in 

terms of the accrued cost advantage with regards to network, storage and administration costs 

(Armbrust et al., 2010). Economies of scale refer to the reduction in the total cost of ownership 

that may be achieved utilising cloud computing services as the computing resources are shared 

with other consumers and also maintained by the cloud provider (Chaisiri, Lee, & Niyato, 2012). 

CPs can benefit from providing services to ‘outsiders’ and even the provisioning of cloud 

services to rivals by “partially subsidising their existing investments in infrastructure and 

expertise used for their core businesses and directly profit from excess capacity”(Hilley, 2009). 

CPs are also using cloud technology in order to target new markets. For example, cloud 

technology facilitates CPs in enabling “IT services in countries that would have traditionally 

lacked the resources for widespread deployment of IT services” (Marston et al., 2011).  

Provisioning cloud technologies enables CPs to benefit from both a business and technical 

point of views (Leimeister et al., 2010; Böhm et al., 2011). From a technical perspective, the 

construction of centralised data centres which can serve large numbers of CCs is a significant 

enabler for CPs. CPs can leverage these large data centres in order to provision their 

commodity computational resources on pay-per-use model billing format in order to sell below 

the cost prices of small to medium data centres. From a business point of view, provisioning 

cloud technology enables IT service providers to experiment with new value chains and new 

business models (Leimeister et al., 2010; Böhm et al., 2011). For example, CPs can now assume 

additional functional roles as service aggregators and integrators. Well established CPs such as 

Amazon and Google can use their existing infrastructure in order to expedite innovative cloud 

technologies to the market (Böhm et al., 2011). Cloud computing also affords new entrants 

and SME CPs to avail of large scale computational resources, which would have traditionally 

been unfeasible in the past mainly to costs, in order competitive compete effectively in the 

cloud computing market. For example, ‘white label’ solutions have become very prominent 

with new entrants and SME CPs. A white label solution is one which is manufactured by one 

company and then rebranded and sold by another company. Another example, is where a SME 

medical SaaS CP uses the IaaS and PaaS offerings of an established CP in order to avail of the 
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cogent security standards associated with that service in order to store confidential data. An 

additional benefit of provisioning cloud technology includes the prospect of potential strategic 

partnerships with globally recognised organisations. Cloud computing has resulted in the 

blurring of the traditional competitive boundaries. CPs are now opening up their organisations 

to competitor organisations in order to fully leverage the capabilities of cloud technology. For 

example IBM, in the period from 2013 to 2015, have partnered with Twitter, SAP and Apple in 

order to leverage and enhance their cloud computing provisioning capabilities. Table 2-6 

summarises the main technical and business benefits which can be derived by ITSP services 

providers (SME and large) provisioning cloud technology.  

Table 2-6 Cloud Provider Technical and Business Benefits  

Technical Business 
Centralised Data Centres Lower Barriers to Entry 

Leverage Existing Resources (e.g. 
Infrastructure, Software, Expertise) 

New Customer Markets 

Commodity Computational Resources New Agile and Innovative Business Models 

Centralised Cloud Resource Access Portal Leveraging Existing Customer Base 

Standardisation  Faster Time To Market 

Virtualisation New Value Chains 

 Multiple Revenue Streams  

 New Strategic Partnerships 

Sources: Adapted from Weinhardt et al. (2009); Armbrust et al., (2010); Leimeister et al., (2010); 
Böhm et al., (2011); Marston et al.,(2011); Wilcocks, Venters and Whitley (2013); and Whitley, 
Mooney et al., (2013).  

However, while extant research has logically outlined the general technical and business 

benefits cloud providers can derive from cloud computing technologies, there is currently a 

dearth of in-depth case study research which has explored and confirmed the cloud-enabled 

business model benefits that can be derived for ITSPs who have migrated to cloud provisioning 

technologies. Subsequently, research has called for in-depth case study research to be carried 

out in order to action this research gap (See Marston et al., 2011; Venters and Whitley 2012; 

and Whitley, Mooney et al., 2013).  
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2.6 Cloud Computing Challenges 

This section discusses the salient challenges which are particular to cloud computing. Despite 

the transformative capabilities of cloud technology for organisations (Section 2.5), the 

emergence and prominence of socio-technical, compliance and legislative, security and privacy 

and business model challenges has led to researchers calling for further studies into these 

areas.  

2.6.1 Socio-Technical  

According  to  Picolli  (2007)  the  four  salient components  of  an  IT–based  IS  are  technology,  

people,  process  and  structure. The aforementioned interrelated components may be divided 

into two separate sub systems: (i) technical subsystem (technology & process), (ii) social 

subsystem (structure & people). Picolli (2007) argues that in order for an organisation to fully 

capitalise on a new technological investment, the four aforementioned interrelated 

components must be optimised as a whole rather than optimising any individual components 

i.e. solely focusing on optimising the technology. According  to  Creeger  (2009) cloud 

computing  “represents  a  fundamental  change  in  how  IT  is  provisioned  and  used”. As 

with the adoption of any new technology, organisations migrating to cloud computing must 

plan and  prepare for a plethora of intra-organisational issues  as  a  result  of  the  

accompanying  changes  to  an  organisations’  IT  structure. The “authority of the IT department 

is  going  to  be  further  eroded  by  cloud  computing…….the  IT  departments  role  will change 

from “provider to certifier, consultant and arbitrator” (Khajeh-Hosseini et al., 2010).   

Carr (2005) proclaims that in the future the majority of all “IT services  and resources  including  

the  many  infrastructure,  application,  and  support  tasks  currently being  addressed  in-

house  will  be  outsourced  to  cloud  computing  vendors”. However, the prospect of 

outsourcing/offshoring an organisation’s core IT infrastructure and/or core competencies to a 

3rd party can represent a daunting step for any organisation. Also, the concept of sourcing 3rd 

party software and hardware may seem a step too far for organisations that may not possess 

the requisite internal IT expertise to advise management on such a move. Porter (2001) 

identified a number of disadvantages associated with IT outsourcing. First, when a large 

number of competitors purchase similar products and services from identical vendors it can 

inevitably result in not only the relinquishing and diminishing of an organisation’s 
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distinctiveness but also increases the likelihood of pricing battles occurring. Second, 

outsourcing lowers barriers to entry. Start up organisations merely have to configure rented 

products and services rather than outlay massive investments constructing infrastructure from 

scratch. Finally, outsourcing can result in a shift in the balance of power from an organisation’s 

IT department to ITSPs resulting in organisations having diminished control over vital business 

processes. 

The effect of corporate culture on cloud computing will play a pivotal role in the paradigm’s 

success or failure (Marston et al., 2011). According to Carr (2005) the biggest obstacle for 

organisations contemplating a move to a novel utility computing model are a consequence of 

“entrenched management assumptions” pertaining to traditional approaches and 

investments”. Carr (2005) surmises that the current harsh economic climate can result in two 

opposing viewpoints being taken by organisations. On the one hand, the increased cost 

pressures currently being experienced by IT departments will encourage organisations to 

search for cost efficient mediums of conducting business and cloud computing, with its 

advantage of not requiring ‘capital outlays’, will prove a very attractive solution. On the other 

hand, organisations may adopt a ‘conservative and risk-averse’ approach when evaluating their 

decision to adopt a cloud computing model and ratify an ethos of "let's batten down the 

hatches and not do any experiments". Carr (2005) envisages that the status quo will not be 

significantly disrupted until the benefits, reliability and stability of utility computing services 

become widely established and recognised. Khajeh-Hosseini et al., (2011) identified a number 

of socio-technical issues which can manifest within a CC context as a result of migrating to 

cloud services:  

1. The accounting function will undergo transformation as the hardware and network 

infrastructure is consumed as a service and paid for as a utility.   

2. The project management function of organisations will undergo radical change as the 

authority of IT departments becomes eroded as services once provided by the IT 

department are replaced by services offered by the cloud.   

3. System support will change as control of a systems infrastructure is outsourced.   

4. The migration can also have  implications for end-users, where in the event of a denial of 

service attack an end-user now has to contact an organisation such as Google or  Amazon  

where  in  the  past  the  end  user  could  contact  the  local  IT department. 
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5. Virtualisation may expose the organisation to new security and privacy vulnerabilities.  

Currently, there is a dearth of research which has examined the socio-technical issues which 

emerge in the context of service providers who migrate to provisioning cloud technologies. 

Media reports have identified how various established software providers are struggling to 

cope with the transition to provisioning cloud technology. According to Marston et al., (2011) 

further research is required, from a vendor perspective, to identify the “resulting intra-

organisational issues…[in terms of] what type of cultural change will be needed, how will a 

corporation address this change, and how would the corporation achieve employee 

acceptance of change” are all salient issues which merit further investigation.  According to 

Creeger (2009), organisations who are contemplating migrating to the cloud should do so in 

an iterative manner. Engineers can initially start by experimenting with cloud services, using 

them for small projects and comparing cost savings. The key to successfully migrating to the 

cloud is through a new form of collaboration rather than attempting to replace or modify 

existing IT infrastructure or hardware in a large company can be quite difficult (Creeger, 2009). 

In order to reduce the risk of encountering resistance, it is necessary to formulate a compelling 

proposal demonstrating how cloud computing can significantly reduce total cost of ownership. 

Ultimately, the introduction of a novel technology platform such as cloud computing within an 

organisation, be it from a CP or CC perspective, can involve a number of socio-technical issues, 

therefore a prudent organisation must be capable of weighing the pros and cons associated 

with migration to cloud services. For cloud computing to be of real value it must be aligned 

with the entire organisation. This will require salient consideration from different stakeholder 

perspectives. However, aligning IT in large organisations is inherently complex. “Organisations  

who  are  early  adopters  of  any  specific  technology  need  to  carry  out rigorous  in  house  

evaluation  before  making  a  final  decision  to  migrate  to  the  cloud” (Wang et al., 2010). 
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2.6.2 Legislation and Regulation  

As cloud computing continues to evolve so too does the legislative and regulative landscape.  

As a result, a lack of standards and regulation at local, national, and international level pose 

serious threats to the growth of cloud computing (Marston et al., 2011). Major stumbling 

blocks in migrating to the cloud  that  are most often cited  by industry surveys of chief 

information officers are “that  they  do  not  address  complex  production  application  

requirements  such  as compliance,  regulatory,  and/or  compatibility  issues” (Pallis, 2010). 

For example, some CPs do not stipulate where their data centres are located. This issue can be 

problematic for some CCs who may require that their data is stored in the country in which the 

CC resides. As legislation and regulation pertaining to data storage can vary across global 

jurisdictions, CPs are having to roll out data centres across global locations in order to satisfy 

CCs demands for indigenous data storage facilities. Cloud computing represents a fundamental 

change to the technological legal landscape where service levels agreements are set to replace 

traditional software licencing agreements.  

McAlpine (2010) issues a caveat for organisations negotiating their SLAs in that legal 

representatives acting on behalf of CPs may attempt to provision “as is” contracts to CCs in an 

attempt to reduce the liability of their clients. Thus, assurances pertaining to legislation and 

regulation may not be guaranteed. An example scenario involves third-party outsourcing 

whereby a CC uses the data storage services of a CP A who unknown to the CC is leasing the 

infrastructure from another CP B who resides in another country. The end result is that the 

CC’s data is subject to the legislation and regulation requirements of CP B’s country of origin 

and not CP A. Thus, it is imperative that CCs exercise due diligence when negotiating their SLAs 

and contracts with CPs. Further research is warranted to investigate the degree to which 

businesses plan and implement measures to minimise the legal and regulatory risks associated 

cloud computing (Buyya et al., 2009). As these issues also manifest in other paradigms such as 

grids and service-oriented computing, further  research  is  required  in  order  to determine 

how the related paradigms may cooperate to advance cloud computing. IS  researchers  can  

assist  in  “identifying  pertinent  issues  in  order  to  enable ‘thoughtful  legislation’  on  the  

matter”  (Marston et al., 2011).  
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2.6.3 Security and Privacy  

It is quite apparent from the literature that security and privacy issues are presenting 

themselves as significant barriers to the faster and more widespread adoption of cloud 

computing (Chen et al., 2010; Dekker & Hogben, 2011; Grobauer, Walloschek, & Stocker, 2011; 

Hu et al., 2011). Data security is often cited by chief information officers, chief technical officers 

and IT  executives  in  surveys  as  the  main  reason  why  an  organisation  may  be reluctant  

to  adopt  cloud  computing,  closely  followed  by  performance  and  reliability (Marston et al., 

2011). CPs  must provide “adequate  solutions  to  address  the data  privacy  and  security  

specificities  of  their  business  model  in  order  to  alleviate consumer fears and build market 

trust in the application of cloud computing” (Kumar et al., 2011). Information security may be 

defined as “protecting the confidentiality and integrity of data and ensuring data availability” 

(Badger, Grance, Patt-Corner, & Voas, 2012) and apart  from  general  known  threats,  cloud 

computing poses novel threats that endanger the protection of information security. The open 

nature of cloud computing raise a number of unique security, privacy and trust concerns 

(Kumar et al., 2011; Zissis & Lekkas, 2012). Table 2-7 summarises the unique security 

challenges that a multi-tenant distributed environment such as cloud computing (Zissis and 

Lekkas, 2012).  
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Table 2-7 Nuanced Cloud Computing Security Challenges 

Service Level  Users  Security Requirements  Threats  

Application level: 

SaaS 

End client applies to a 
person or 
organisation who 
subscribes to a 
service offered by a 
cloud provider and 
is accountable for its 
use 

 Privacy in multitenant 
Environment 

 Data protection from 
exposure (remnants) 

 Access Control 

 Communication protection 

 Software security 

 Service availability 

 Interception 

 Impersonation 

 Privacy breach 

 Session hijacking 

 Exposure in network 

 Data interruption  

 Modification of data at rest 
and in transit  

 Traffic flow analysis 

Virtual Level:  

PaaS  

IaaS 

Developer moderator 
applies to a person or 
organisation that 
deploys software on a 
cloud infrastructure 

 Access control 

 Cloud management control 
security  

 Data security  

 Application security  

 Secure images 

 Virtual cloud protection 

 Communication security  

 Program flaws 

 Software modification 

 Software interruption 

 Impersonation  

 Session Hijacking  

 Defacement 

 DDOS 

 Connection Flooding 

 Disrupting Communications 

 Traffic Flow Analysis 

 Exposure in Network 

Physical Level:  

Datacentre 

Owner applies to a 
person or 
organisation that 
owns the 
infrastructure upon 
which clouds are 
deployed 

 Hardware security  

 Hardware reliability  

 Network protection 

 Network resource 
protection 

 Legal and jurisdiction 
requirements 

 

 Natural disasters 

 Network attacks 

 Hardware theft 

 Hardware modification 

 Infrastructure misuse 

 Hardware interruption 

 DDOS 

 Connection Flooding 

Source: Zissis and Lekkas (2011) 

To complicate  matters  each  cloud  computing  service (e.g. SaaS, PaaS and IaaS) have  their  

own security issues (Subashini & Kavitha, 2011). The  end-user’s  responsibility  for  security  is  

increased  as  one  goes  down  the service stack. Saas provides a user with the highest level of 

security combined with the least customer extensibility. PaaS offers fewer security features 

and capabilities which are required to enable the end-user to add on additional security 

features. IaaS, while offering the greatest level of extensibility, provides only a minute level of 

application features. The CC must manage and execute the environment. An additional 

challenge involves integrating cloud based security with the CC’s on premise security 

(Bannerman, 2010). These aforementioned concerns has resulted in the development of 

dedicated forums such as the  ACM Cloud  Computing  Security  Workshop  and  the  Cloud  

Security  Alliance whose main interests and goals pertain to developing security solutions and  
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standards for cloud computing. From a CC perspective, several pertinent security concerns 

have been identified (Zissis  and  Lekkas,  2012; Zhao,  Rong,  Jaatun,  and  Sandes,  2012;   

Kaufman, 2009; Armbrust et al., 2010). These include: 

Data confidentiality and integrity (Loss of control): As  a  result  of  their  data  being  stored  in  

the  clouds,  CCs  must  rely  on  cloud operators to enforce access control, which may result in 

the inability of the end-user to prevent the potential nefarious use of their data.    

Data migration (Data lock-in): It  may  not  be  possible  for  CCs  to  migrate  their  data  to  

other  clouds (interoperability). Users may be forced to stay with a CP should they have a 

considerable dependence on the data.   

Fault tolerance and service availability: Organisations can run the risk of the CPs experiencing 

outages or downtime which can have serious ramifications for organisations may not have a 

business continuity plan in place. 

Specifying security SLAs has  been  identified  as  being  essential  to  quantitatively  assess  the  

security level  offered  by  cloud  service  providers  (Luna, Ghani, Germanus and Suri,  2011).  

However, a survey conducted by Dekker and Hogben, (2011) highlighted how security 

parameters are inadequately covered and that many cloud end-users  fail  to  monitor  the  

security  aspects  of  their  contracted  SLAs  on  a  regular  basis which  renders  customers  

unaware  of  the  important  security  aspects  related  to  their cloud computing services. CPs 

must be capable of offering security primitives with well thought out defaults (Chen et al., 

2010). These security primitives must be capable of protecting different stakeholders against 

particular security and privacy threats. A  number  of  security  standards  which  are  currently  

being  utilised  in  conventional computing (e.g. ISO/IEC  27001, IS0/IEC 27002, ISO 27005,BS  

25999-20072, NIST SP800-50, NIST-FISMA, SSAE, HIPAA and PCI DSS),  can  assist  in  developing  

security and  trust  frameworks which  in  turn  may  determine  the  security  needs  of  the  

end-user and  the  cloud  providers  capacity  to  satisfy  those  needs.  However, these 

standards must be continually reviewed, revised and developed in order to deal with the full 

complexities associated with the cloud computing paradigm. Whereby, “it is  necessary  to  

assess  a  cloud  service  providers  overall  security,  obligations  and responsibilities  in  order  

to  ensure  the  same  level  or  a  higher  level  of  security  than  an end-users  on-premise  

traditional  solution” (Ristov, Gusev and Marjan, 2012). 
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2.6.4 Business Model Challenges   

There is a general consensus amongst academics and practitioners that the business model 

concept plays a fundamental role in determining the longevity of a new technological 

paradigm. Chapter 3 will discuss this consensus in greater detail and provide an overview of 

the nuances associated with cloud business models. These particular nuances, when compared 

to traditional information technology service outsourcing, has resulted in established ITSPs, 

who have migrated to provisioning cloud technology, having to implement fundamental 

changes to the core components of their traditional business models. There is strong evidence 

to suggest that while CCs are reaping the benefits associated with using cloud technologies, IT 

service providers are concurrently experiencing substantial difficulties in their attempts to 

effectively leverage the transformational business capabilities afforded by cloud computing 

(Conboy and Morgan, 2012; Linthicum, 2012; Da Silva, Trkman, Desouza and Lindič, 2013). A 

study conducted by the international data corporation revealed that businesses would spend 

an estimated $100 billion on cloud technology in 2014 (IDC, 2013). However, this estimate is 

well short of the total estimated $1 trillion business were expected to spend on IT. Additionally, 

a number of established large IT service providers have reported consecutive quarterly reports 

of missed revenue targets (Westbrook, 2015). 

Established ITSPs are struggling to “reshape for the cloud economy…and adapt to the cloud 

strategies that transformative CIOs are adopting” (Westbrook, 2015). Technological stalwarts 

such as IBM, Oracle, Cisco, SAP and Hewlett Packard  “face major headwinds as they adjust to 

this new cloud paradigm shift, which coupled with a cloudy IT spending environment have 

negatively impacted results” (Rigby, 2015). International surveys of CPs have also identified 

that a lack of business model innovation (CSA and ISACA, 2012) and an inability to produce 

compelling business cases for customers (KPMG, 2012) represented salient challenges which 

were currently stagnating customer adoption of cloud technologies. These difficulties are often 

rooted in the reluctance and/or the inability of CP organisations to alter their existing business 

models (Casadesus and Zhu, 2013; Al-Debei and Avison, 2010) when attempting to leverage 

the nascent capabilities of digital technologies. For example, one specific business model 

innovation challenge pertains to the pricing of cloud offerings.  

Given the alluring benefits of provisioning cloud technology (section 2.5.2), the cloud 

computing provision market is currently becoming very congested with de novo cloud vendors 
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who are competing with ready established cloud providers based on lowest possible price. 

Traditionally, a business model for software has involved a onetime payment for unlimited use 

of (a particular version release of) the software (Foster et al., 2008). However, to date a typical 

cloud computing business model involves a CC paying a CP on a consumption based metric 

similar to procedures for charging for utilities such as electricity, gas and water. This model  

involves  economies  of  scale  to  drive  down  the  prices  for CCs and increase profits for CPs 

(Amrbrust et al., 2010). In 2014 a price war erupted between the established CPs. In March 

2014, Google commenced the process by reducing the prices for data storage and application 

processing cloud services from between 30% and 85%. Amazon Web Services (AWS) in 

response to these price cuts, introduced price reductions of up to 65%. Microsoft quickly 

followed with price reductions of their own. Porter (2001) issues a caveat to organisations who 

“utilise internet technology to shift the focus of competition away from quality, features, and 

service toward price” in that it will become increasingly difficult for those in the specific 

industry to experience healthy profit margins. According to Durkee (2010) the “result of many 

providers competing to deliver very similar product in a highly price competitive environment 

is termed perfect competition by economists”. Magretta (2002) argues that when 

organisations provision similar services and products to similar customer segments utilising 

similar activities it can result in short term customer satisfaction due to the associated lowering 

of prices. However, the use of similar business models with no integrated differentiating 

strategy can lead to what Porter (2001) describes as destructive competition. To the avoid the 

negative effects associated with ‘perfect competition’, suppliers in perfect competitive 

markets, such as milk, fuel, airline seats and so on, adopt certain ‘tactics’ such as: requiring 

customers to sign up to long term contracts, hiding additional charges via opaque pricing 

systems, synthetically differentiating services rather than focusing on unique characteristics 

and jeopardising service quality in order to increase profits by “cutting corners in the value 

chain system” (Durkee, 2010). These attributes, when applied to cloud computing, threaten 

the long term future of CPs as a result of cloud services being perceived as not meeting CCs 

requirements for “deterministic behaviour and predictable pricing” (Durkee, 2010). In order 

for CPs and CCs to derive real economic value from cloud computing, both parties must form 

synergistic partnerships built on trust and transparency. Business model innovation and 

business case challenges are compounded by the fragmented fuzzy logic underlying the 

business model concept (Al-Debei and Avison, 2010; Zott, Amit and Massa, 2011; Deodhar, 
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Saxena, Gupta, and Ruohonen, 2012), the rapidly evolving cloud computing technological 

landscape (Ojala and Tyrvainen, 2011) and the inherent complexities encompassed within the 

cloud computing modular architecture (Armbrust et al., 2010; Urquhart, 2012; Clohessy, Acton 

and Morgan, 2014). CPs’ business model arrangements are also in a constant state of flux due 

to the rapidly evolving nature of cloud technologies (Iyer and Henderson, 2010; Ojala and 

Tyrvainen, 2011).  

2.7 Implications for the Study  

A review of the cloud computing literature identifies that the business model concept is 

essential to facilitating the effective provision of cloud technology. The challenges currently 

being encountered by established ITSPs in conjunction with the nuanced differences 

associated with cloud computing provisioning business models have resulted in both 

practitioners and academics “are scrambling to understand cloud computing” (Lacity et al., 

2011). Further academic research is required to identify the extent to which cloud computing 

is incrementally or radically different from traditional methods of application service provision 

and to also identify the best practices to provision services through the cloud (Lacity et al., 

2011). Thus, opportunities exist for “information systems researchers to provide new insights 

into how digital organisations can develop compatible business models with internal-external 

factors in order to cope with turbulent business environments” (Al-Debei and Avison, 2010). 

While there has been a growing interest in how organisations can reap the benefits associated 

with provisioning cloud technologies (Armbrust et al., 2010; Brynjolfsson, Hofmann and 

Jordan, 2010; Buyya, Yeo, Venugopal, Broberg and Brandic, 2009; Conboy and Morgan, 2013), 

in general, there is a dearth of research contained within the mainstream IS research literature 

which has used a holistic lens to focus on how cloud computing impacts ITSPs’ business models. 

Additionally, the difficulties currently being experienced by IT service providers’ endeavours to 

operationalise effective business models raises pertinent questions not only as to how cloud 

computing can impact this constructs, but also to how they are leveraging and managing these 

impacts. Thus, given the rapidly evolving nature of the cloud computing technological 

landscape in conjunction with the dearth of existing IS literature into the focal phenomenon, 

and the current difficulties being experienced by information technology service providers, 

investigating the business model concept with cloud computing constitutes an IS research field 

which is ripe for further investigation. Therefore, this study’s interest lies in developing an 
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understanding of how cloud computing impacts IT service providers’ business models. Figure 

2-5 signposts the role which Chapters 2 and 3 play in the following study. While Chapter 2 

identified the broad area that this study will investigate, Chapter 3 will introduce the business 

model concept and theorise it with cloud computing. The study’s initial research objective and 

corresponding research questions are then developed. A conceptualisation of the business 

model concept is then derived from a theoretical review of the business model literature. This 

conceptualisation of the business model concept is used in the study as a lens in order to 

develop an understanding of the study’s research objective.  

Figure 2-5 A Summary of the Role of Chapters 2 and 3  

 

 

2.8 Summary 

The chapter provided the reader with a broad overview of the cloud computing concept. The 

chapter commenced by introducing the cloud computing concept and delineating the main 

differentiators between the paradigm and traditional information technology service 

provisioning (section 2.1). The chapter then provided an overview of evolution of cloud 

computing. A review of the cloud computing literature identified that the field of cloud 

computing has emerged in response to IT service providers’ needs to fully leverage their 

infrastructural resource (e.g. selling excess capacity, centralisation, standardisation and so on) 



57 
 

and the needs for customers to acquire flexible, on-demand, cost effective, agile and 

innovative computational resources. The concept of cloud technology has been evolving for 

over 50 years and that cloud computing as we witness it today is in fact a recombination of 

new and existing technologies. The main antecedent technologies are discussed in detail 

(section 2.2). While the cloud computing term is now widely recognised, it is a largely 

ambiguous term which represents a multitude of connotations to various stakeholders. Thus, 

section 2.3 concreted a formal conceptualisation of the cloud computing term which is 

adopted for the purposes of the study. The chapter identified that in comparison to the 

traditional information technology service outsourcing ecosystem which comprised two main 

stakeholders in the form of the consumer and provider, the cloud computing stakeholder 

ecosystem has introduced a number of new stakeholders, each of whom have key roles to play 

within the context of a rapidly evolving technological landscape (section 2.4).  

Section 2.5 discusses the multitude of benefits that cloud computing from both cloud 

consumer and cloud provider perspectives. ITSPs are largely incentivised to provision cloud 

technologies from technical and business perspectives. However, there are also a number of 

salient challenges which are inherent to cloud computing (section 2.6). This had led to a 

stagnation in adoption rates by consumers. Despite the ongoing substantial investments by 

established ITSPs into cloud computing, there is evidence to suggest that they are struggling 

to capitalise on the proposed nascent capabilities which can be derived from provisioning cloud 

technologies. The chapter draws the conclusion that given the dearth of research into the focal 

phenomenon, the effective provision of cloud technology is reliant on the dynamics of the core 

components of the business model concept and therein lies the research gap (section 2.7). The 

next chapter, Chapter 3, introduces the business model concept and theorises it relative to the 

cloud computing concept.  
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Chapter 3:  Theorising the Business Model Concept with Cloud Computing  
  
Chapter 2 identified that there is currently a dearth of research on the impact of cloud 

computing on IT service providers’ business models. Subsequently, this chapter has a number 

of objectives. The first is to introduce the business model concept and how it fits with 

information and communications technology (section 3.1). This is followed by a discussion 

pertaining to the theoretical antecedents to the business model concept (section 3.2). Section 

3.3 examines the extant business model literature by way of a content analysis. Subsequently, 

nine core business model thematic indicators are delineated. This section also discusses these 

business model thematic indicators in the context of cloud computing. The chapter culminates 

with an introduction of both the study’s research objective and the business model framework 

selected to elucidate this objective (section 3.4). This leads into Chapter 4 which discusses the 

research approach operationalised in order to investigate the study’s research objective.  

 

3.1 The Business Model Concept   

Both the management and information system research bases have actively participated in the 

discourse concerning the use of business models, emerging technologies and computing 

paradigms as potential key enablers in the quest for the silver bullet of the attainment of 

sustained competitive advantage (See Afuah and Tucci, 2001; Chesbrough, 2003a; Davenport, 

1993; Herndon, 2008; Morris et al., 2005; Porter and Cunnigham, 2004; Zott et al., 2011). Over 

25 years ago, Hopper (1990) discussed the strategic significance of the unprecedented 

advancements in technology for organisations, proclaiming that “the consequences of falling 

behind are so irreversible, companies must either master and remaster the technology or die”. 

The author predicted that innovative technology would level the competitive playing field for 

many organisations thus making it increasingly difficult to achieve competitive differentiation. 

However, astute organisations could outmanoeuvre rivals and achieve a competitive 

advantage by ensuring that specific technology is comprehensively assessed prior to full 

deployment in order to determine if the technology is capable of leveraging upon the 

organisation’s existing advantages and traits. In recent years, driving factors such as the 

emerging knowledge economy, the restructuring of global financial services, increased 
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outsourcing of business processes and IS, rapid advancements in information and 

communications technology (ICT) and the repeated failure of organisations to capitalise on the 

capabilities afforded by these ICTs have catapulted the business model concept back into the 

public arena (Teece, 2009; Zott et al., 2011).  

More recent millennial technological advances coupled with an increase in the 

consumerisation of ICT and economic turmoil has expedited the emergence of new 

opportunities for ICT providers pertaining to “the creation of organisation arrangements 

(business models) among firms, partners and customers”(Zott and Amit, 2008). However, this 

business model metamorphosis, if not managed solicitously, is strewn with many negative 

repercussions (Weill and Vitale, 2001; Teece, 2009; Zott et al., 2011). In the last decade, cloud 

computing technology has emerged as a catalyst for business model innovation for both cloud 

consumers and cloud provider perspectives (See Section 2.5). Iyer and Henderson (2010) 

proclaim that cloud computing represents an “evolution of both computing technology and 

the dominant business model for delivering IT-based solutions”. Organisations contemplating 

whether or not to migrate to the cloud, may be swayed and enticed by the “fine grain economic 

models enabled by cloud computing…in particular, economic benefits may be derived from the 

elastic nature of the cloud and its inherent ability to minimise the risk associated with 

“overprovisioning (underutilisation) and under provisioning (saturation)” (Armbrust et 

al.,2010). It has also been argued that long term sustainability of the cloud computing 

paradigm is dependent on organisation’s abilities to effectively innovate their business models 

in order to effectively leverage cloud technology (Chou, 2009; Weinhardt et al., 2009a). In 

order for organisations to enhance their competitive positioning with emergent ICT, they must 

be capable of responding rapidly to fluctuating environmental changes. This process can be 

facilitated with superior business models which effectively align with the nascent capabilities 

of an emerging ICT such as cloud computing (Teece, 2009; Al-Debei and Avison, 2010). In the 

next section, the theoretical antecedents to the business model concept are discussed.  
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3.2 Business Model Theoretical Antecedents  

All businesses implicitly or explicitly deploy business models. The business model is a concept 

which goes far beyond the logic of what the organisation does and represents a construct 

which must be honed in order to not only to ensure that imitation by rivals is difficult but also 

to satisfy the finicky needs of modern technological savvy customers’ in order to constitute a 

source of competitive advantage (Teece, 2009). Despite business model lineage dating back to 

an era where barter exchanges where commonplace, its meteoric rise to prominence, in 

business and academic spheres, has only manifested in the last decade (Teece, 2009). During 

the 1990’s the arrival of the ‘New Economy’ encompassing the commercialisation of the 

internet and corresponding advancements in ICT provided existing businesses, new entrants 

and customers with opportunities to exploit new virtual market places and rejuvenate 

economic prosperity (Lazonick, 2005). In line with Moore’s law, as ICT capabilities became 

increasingly cheaper, innovative and ubiquitous, the opportunities for organisations to 

conduct business online and avail of innovative technologies increases due to a decrease in 

transaction costs which include overheads involved in procurement, processing paperwork, 

inventory management, supplier and buyer search, product comparison, communication, and 

travel (Amit and Zott, 2001; Lucking-Reiley and Spulber, 2001; Tapscott, Ticoll, and Lowy, 

2000).  

Applegate (2001) equates the initial frenzied manner in which organisations approached the 

internet and technological advances to the way “fortune seekers of the 1800s prospected for 

gold”. Concurrent to the lionisation of the internet and new technological advancements, 

business models were thrust into the limelight by organisations and academics alike in their 

attempts to answer such questions as: does the internet create new business models, does the 

internet render traditional business models obsolete or how can traditional business models 

be adapted to align with the virtual market place? Following the collapse of the dot.com bubble 

in the early 2000s, it became apparent that there had been a widespread misconception 

amongst organisations pertaining to business models and their usage on the internet, where 

many held the myopic mantra that “a company did not need a business strategy, or a special 

competence, or even any customers, all it needed was a web based business model that 

promised wild profits in some distant, ill-defined future” (Margetta, 2002). 
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Organisations who adopted this ethos inevitably ended up getting burned as a result of 

spurious business models. Research which has focused on the theoretical underpinnings of the 

business model concept argue that transaction cost economics, value chain/value system, 

resource based view of the firm, dynamic capabilities and schumpeterian innovation represent 

fundamental antecedent research pillars which have shaped our current understanding of 

what a business model is today (Morris, Schindehutte, and Allen, 2005; Osterwalder, 2005, 

Teece, 2007; Zott and Amit 2007). Thus, the aim of the ensuing sections is to discuss each of 

these research pillars in greater detail.  

3.2.1 Transaction Cost Economics  

Osterwalder et al. (2005) argue that “part of the relationship between technology and business 

models stems from the business model concept’s roots in transaction cost economics (TCE). 

According to Zott and Amit (2007) organisations can create value by increasing customer’s 

willingness to pay or by enhancing transaction efficiency (e.g. reducing supplier and partner 

costs). The total value created represents the value created for all the business model 

stakeholders and constitutes the upper limit that the principal organisation may capture. The 

concept of transaction cost economics, originally conceived by Coase’s (1937) in his article ‘The 

nature of the firm’ and was later developed as a theoretical framework by Williamson (1975), 

is primarily focused on cost minimisation with transaction efficiency and boundary decisions 

perceived as major source of value such as superior efficiency, reduced costs and so on (Amit 

and Zott, 2001; Morris et al., 2005). In accordance with this theory, an organisation is 

presented with two options for organising their business activities: a hierarchical internal 

structure or market relationships with external partnering organisations. Whereas a 

hierarchical structure supports the management of internal activities within the firm, market 

relationship transactions support the management of external activities conducted between 

multiple entities (e.g. buyers, sellers, and so on). Those organisations that can effectively 

economise on the costing of transactions can be expected to derive more value from 

transactions (Amit and Zott, 2001). Trust, reputation and transactional experience also lower 

the costs of exchanges between partnering organisations (Williamson, 1975). 

Interorganisational trust constitutes a significant concept in effective performance of cloud 

computing, as it enables partnering organisations to collaborate effectively, transfers  
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resources, lower transaction costs, and limit perceptions of opportunistic behaviour (Garrison 

et al., 2012). According to Peppard and Rylander (2006) transaction cost theory provides a 

medium for understanding the impact of modern nascent ICT’s and the associated 

transformation that takes place within industries. Nascent emerging technologies, such as 

cloud computing, can significantly alter the cost structure of organisations, whereby 

transactions costs, internal and external to organisations, are reduced considerably (Armbrust 

et al., 2010; Jäätmaa, 2010; Marston, Li, Bandyopadhyay, Zhang, and Ghalsasi, 2011). It has 

also been argued that effective business model design can significantly reduce the transaction 

costs for all organisations involved in a transaction (Barney and Clark, 2007; Zott and Amit, 

2007; Zott et al., 2011). However, transaction cost theory is not without its critics whereby it 

has been argued that it: fails to focus on vertical integration decisions (Barney and Clark, 2007), 

places an over-emphasis on efficiency to the detriment of other of value creation mediums 

such as innovation (Ghoshal and Moran, 1996), and largely orients itself “towards explaining 

broad patterns of economic organisation rather than persistent differences in financial 

performance” (Argyres and Zenger, 2012).  

3.2.2 Value Chain/Value System  

One of the most seminal pieces of research pertaining to analysing and enhancing the value 

chain is provided by Porter (1985). The value chain framework (Figure 3-1) describes how 

organisations can configure their primary and support activities, also known as value chain 

activities, in order to add value to a particular offering. Primary activities directly add value to 

and transform inputs (raw materials) into offerings (goods or services). Support activities are 

those which enable and improve the performance of the primary activities. The value created 

by an organisation is determined by the amount customers are will to pay for an offering. The 

primary aim for an organisation is to create value that exceeds the costs of provisioning the 

offering. Porter and Millar (1985) contend that the value chain is a salient concept when 

attempting to decipher the role of information technology in competitive ecosystems. 

According to Porter (2001) a value chain, in its most basic form, is as a fundamental tool for 

determining the permeating influence of information technology on an organisation and may 

defined as a “framework for identifying all value creating activities and analysing how they 

affect both a company’s costs and the value delivered to buyers”. In order for an organisation 

to gain a competitive edge over rival organisations, they must perform their value chain 
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activities at a lower cost or perform in a manner that leads to differentiation. Information 

technology can enhance value creation by enabling differentiation strategies. These 

interdependent activities are bound together by linkages which occur when one activity is 

performed it affects the cost effectiveness of other activities. Thus, it is imperative that 

organisations remedy these trades-offs and optimise all the activities along the value chain. An 

organisation’s value chain does not occur in a vacuum, but exists in a larger ecosystem known 

as the value system comprising of supplier, channel and buyer value chains which are 

connected by the previously described linkages. Information technology can have a 

transformative effect on the value chain affecting the manner in which value activities are 

performed and moulding the nature of the linkages among them (Porter and Millar, 1985; 

Porter, 2001; Chesbrough and Rosenbloom, 2002). However, it has been argued that the value 

chain concept is more applicable to understanding value creation processes in a production 

and manufacturing context rather than in a service industry context (See Stabell and Fjeldstad, 

1998).  

Figure 3-1 Value Chain Framework  

 

Source: Porter (1985) 

In the context of service industries the assignment and analysis of primary activities can prove 

challenging. Additionally, the value creating mechanisms inherent in the resulting value chain 

can become clouded. Also, the traditional linear model does not take into account that nature 

of relationships involved in a modern business network (e.g. alliances, complementors, 

competitors etc.) (Peppard and Rylander, 2006). With regards to services provisioned over the 

internet, value networks represent a more suitable concept that enables the effective analysis 

of value creating activities in the context of modern day service industries (Stabell and 
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Fjeldstad, 1998). Magretta (2002) asserts that business models represent “variations on the 

generic value chain underlying all businesses”. This view of the business model has been 

described as being myopic in that the delivery of unique value propositions to customers, 

position in a value network and value capture mechanisms also constitute fundamental aspects 

of an effective sustainable business model (Teece, 2009; Zott and Amit, 2011; Morris et al., 

2005). 

3.2.3 Resource Based View  

As the concept of competitive advantage constitutes a fundamental aspect of the business 

model, it can be said that the business model has its origins in the resource based view (RBV) 

of the firm (Morris et al., 2005). Over 20 years has passed since RBV’s first appearance in 

strategic management literature (See Barney, 1991). There is now general consensus that 

resource based theory (RBT), the term RBT has now replaced the term RBV by many academics, 

is one of the most salient theories for explaining and predicating organisational relationships 

(Barney, Ketchen, and Wright, 2011). RBV, building on Schumpeterian theory of value creation, 

is concerned with how a specific organisation’s unique bundle of resources and capabilities can 

produce offerings which in turn lead to value creation and sustained competitive advantage 

(Barney, 1997). RBV has its origins in strategic management literature, dating back to the 

seminal work of Ricardo (1817) also known as ‘Ricardian economics’ and Penrose (1959) also 

known as ‘Penrosian economics’(Barney and Arikan, 2001). According to Barney (2001) 

resources constitute tangible and intangible assets utilised by an organisation in order to 

implement their strategies. Resources may comprise of financial, physical, individual and 

organisational capital features that an organisation possesses. Capabilities on the other hand 

may be viewed as those features of on organisation that enable it to exploit its resources in 

implementing strategies. RBV is buttressed on two salient assertions: (i) that the resources and 

capabilities of  rival organisations may differ (resource heterogeneity) and (ii) that these 

differences are durable (resource immobility) (Mata, Fuerst, and Barney, 1995). Barney (1991) 

contends that not all resources can possesses the potential for enabling sustained competitive 

advantage and that they must possesses four salient attributes: (1) value (2) rareness (3) 

imperfect imitability and (4) substitutability (Figure 3-2).  
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