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Abstract

With a rapidly increasing volume of Internet content and connected devices,
along with the development of cl mngd servi ces
clear that tradional network architectures are becoming increasinglgqllipped to
cater for tolays enterprisesnd eneusers.The Internet has now evolved to a stage
where the number of Internet enabled devices exceeds the global population and it is
estmated that there will be 50 billion devices connected to the Inteyrn2®20. This
growth is being driven by concepts such asltiiernet of ThinggloT) and Cyber
Physical System§CP9, facilitated by new paradigms such 8seftware Defined
Networking(SDN and is expected to be characterized bghireeto-machine cm-
munication.With such a growth in devices, the need to protect the Quality of Service
(Qo0S) of certain traffic classes such as Real Time Communications (RTC) has never
been more necessary. This is particularly so in the wireless domain where bandwidth
provisian is typically more problematic and where much of this conviectwill be

centred.

The ongoing development of communications and industrial applications over
compuer networks increasingly relies on accurate time synchroniz&recise and
verifiabletiming is a key requiremerthatcurrent systems daot support, particuta
ly in wireless networksThe Network Time Protocol (NTP) is widely used to
synchronize compat clocks on the Internet wheredan provide sumillisecond

accuracies on LANs; howev it is typically much less accurate on WLANs dae



their inherent asymmetry. Thahallenge of improving time synchronization in &vr

less networks is part of other ongoingearchat NUI Galway.

This thesis focuses oavaluatingthe extent to which syironized ime can be
used to improve the QoS &feal Time Communications (RTC) such\&sice over
Internet Protocol {oIP) applications over wireless network&lthough the IEEE
802.11(WiFi) standard has a QoS extension, it Bamificant limitations that this
thesis addresses. A dual approach of simulation andwvadd experimentation is
taken The former is used to validate the core idea whereas the latter is used princ
pally to assess the technical feasibility of the approach. Regarding the datter,
intelligent Access Point (iAP) is presedtwhich integrates a number of key features
that operate in redime. It firstly dynamically calculateaccurate onavay delays
based on synchronized timEhese values (as well as the loss rate) infar@oS s-
timator to produce QoS ratings for individual VolP caliwl these values in turn are
used by a/olP traffic prioritization mechanism which pritidescertain VolP calls,
if required, based on their QoS scoResults show that the approach is thus valid
and feasible. The approach is also very much aligned with the emerging S®&N par
digm and these linkages are discussed to put the thesis contribution into cimext.
coreresearch questions addressedhiy thesisare thustwofold. Firstly the use of
syrchronized time in wireless networis shown to facilitate a significant imprev
ment in QoS management of RTC over WiFi under certain conditions. Secondly, the
thesis proves the feasibility of the approach through development of aqgbroof
concept (PoC) iplementation, based on thMLAN QoS protocol 802.11e.
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Chapter 1

INTRODUCTION

The Internehas evolved in recent years to encompass concepts suchlaterithe
net of EverythingloE) which will bring togetherpeople process data and will,
according to some sourceseate economic value of $14.4 trillitmetween now and
2022[1]. It is estimated that there will be 25 billion devices connected to theétte
in 2015 (ith 50 billion by 2020)2]. The next phasef Internet growthwill be driv-
en by related concepts such atoE, Cyber Physical Sysns (CPS, Industrial
Internet (1IC) and a key component wilhe characterizedby mechineto-machine
communication Another enabling technology for such growthSeftware Defined
Networking(SDN), defined as an emerging network architecture whetesorkcon-
trol is decoupled from forwarding and is directly programmaflkeich enables
underlying infrastructure to babstracted for applications and network services,
which can treat the netwikras a logical or virtual entity[3]. Within this context,
precise and veriéble timingis a keyrequirement however arrent sygemsdo not
support this functionalityThis broadquestion is being addressed by Thime Aware
Applications, Computer, and Communications Syst@mMaCCS$ group set up in
2014[4], which aims tcaddressaccurate timingppportunities ancheedsvia a cross
disciplinary esearch approacin addition totraditional Internet devices, Figure 1.1

illustratesa summary ofhe crosssector scale that thi T will encompas$5].
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With such a growth in deviceand traffig the need to protect the Quality ofrSe
vice (QoS) of certain traffic classes such as Real Time Communis&RdiC) has
never been more nesgary. This is particularly so in the wireless domain whe
bandwidthprovisionis typically more problematic and where much of this conne
tivity will be centred. Aligned with this, the ongoing development of
communications and industrial applications ovemputer networks increasinglg-r
lies on accurate time synchronizatidrme Network Time Protocol (NTP) is widely
used to synclanize conputer clocks on the Internf8] andsynchronizes computers
to Coordinated Universal Tim@JTC) via Internet ime servers. It can provide sub
millisecond accuracies on LANs althoughis typically much less accurate on
WLANSs due to their inherent asymmetry. The challenge of inipgptime syncho-
nization over legacyvireless networks is part atherongadng research7] at NUI
Galway. The IEEE havealsodone significant standards work in this area, althou
the amount of legacy equipment installed wikhke transition a slow procegxpe-

imental resultoon legacywireless networkdrom this researcmeduce the error in

re

gh

time related data by up to 90%elivering results similar to that achievable over

wired networks

Internet of Things ]

Printer
Desktop

Figure 1.1The Internet of ThingsTtaditiond IT & Networking deviceqp]
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In terms of QoS, Redlime Communications (RTCapplications suchsaVoice
over Internet Protocol (VolP)Yideo Conferencinglnternet Protocol Television
(IPTV), Hybrid BroadbaneBroadcast TV (HbbTV)and Multiplayer Online Gaing
(MOG) can benefifrom accurate time synchronization. The IEEE 802.04&M
or Wireless MultiMedia) protocol[8], was developed as an amendment to the
802.11WiFi standardn 2005to helpaddress Quality of Service (QoS) comtsefor
time sesitive data. With modifications at the Media Access Control (MAC) layer,
802.11e provides set of enhancements for wireless LAN applimas which impé-
ment a degree of traffic categorization that capriowe QoS 802.11e provides a
default set ofstatic parameters which are configured staticallipe leadingsubjee-
tive measurement of voice quality is the Mean Opinion Score (MOS) as defined in
the ITU (International Telecommunicatis Union) recommendation P.8Q0].
However, it can béime consuming andxpensive tdavepeople sit down andsien
to, and evaluatéhe quality ofphone callsAs a result, a number of objective imet
ods have been developgdhich includePerceptual Evaluation of Speech Quality
(PESQ [10], Perceptual Objective Listening Quality Assessniie@LQA) [11], and
theE-Model(ITU-T G.107 [12], all of which can be mapped to an MOS score

1.1 Research Mdivation

In what can be viewed as a move in the direction of SDN, the research irethis th
sisevaluates the extent to which synchronizetetdeployed over wireless tveorks
can aid in improving the €5 of multimediaapplications specifically voice Voice
telecommunications have been gradually migrating from traditional connection or
entated systems to the packet based Internet Protocol sintesttee 1 9 9hasH s ,
brought about huge savings for the indysind facilitated the devgbment of much
more sophisticated communications systems. In order to addess#ing QoS Bb-
sues arising from the lack of admission contrbliffserv was devioped to provide
data categorization, and improve QoS for tmudia over privatavired netvorks
However the IEEB02.11 MAC protocol dighot provide anyimilar QoS facilityfor
wireless networks, which increasingly represent the lastTioplEEE 802.11e po-
tocol wasthendeveloped by the IEE working group as aamendment t@02.11.
The802.11e standard defines@ordination function called the Hybrid Coordination

Function (HCF). HCF includes both a contenttased channel access method,

-25-

wh i

ch



called the Enhanced Distributed Channel Access (EDCA) mechanism, fonconte
tion-based data transmission, and a controlled rélasccess, referred to as the HCF
Controlled Channel Access (HCCA) mechanism, for contetitin data transrai

sion. This amendmenthich is described in detail in secti@3.2 provides four
traffic access categories (ACs) whereby data traffic is categorized into voice, video,
best effort or background queues. 802.11e was designed to inthep@eS ofde-
lay-sensitivetraffic when operating in contention with other typdéslata traffic.

We arenow at a point in time wher@®oSenabledWiFi networks are ubiquitous.
Whether using802.11a/b/g/nor the recently ratifie®02.11ac[13] physical layer,
the current standard commeibiaavailable QoShased802.11e routers on the ma
ket canimprovereattime traffic performanceby assigningpriority over besteffort,
and background traffic. This reinforces users increagn&/QoEexpectation of
applcationsto the point thatisers a& beginning to expect the same level of quality
overwireless neworks as they do ovavired networkg14]. As multimedia technle
ogies evolve and become more integrated into everydayHedetel ofacceptable

QoSneeds continuous improvement in line with uétsterance andxgectations.

The issue of precise timeyrschronization in WLAN networks lsabeen e-
searched aiUl Galway in parallel with thevork in this thesiswWhen gnchraized
time isimplemenéd across all nodes innarelessnework, this thesis shows that it is
possible to implement a novel delay calculation tepmusingthe Real Time Cm-
trol Protocol RTCP Sender Reports (SR) and Receiver Reports (RREh can
theninform a QoS module producing QoS ratings for individwialP sessiondased
on these delays and in some cases packet losg\rategher aspect of this is that the
dday calculatiorand subeguent prioritization are done dynamicadlpd in reatime

by a central coordinating device, which is very much aligned with the SDN concept

The prioritization mechanisndeveloped utilises precise delay information and
operatest the wireless MAC lagr whereby802.12Qo0 S i mpl emendoati on doe
far enough with respect tompetingdelaysensitive traffic of the same typla. the
current 802.11e, alraffic within the 802.11e EDCA voice Access Category (AC)
will have similar elays at the wireless MAC layer as it is all treated with an equal
level of priority. The literature provides extensive work on the pursuit of optiasal p
rameter configuration using both statiod dynamic configurationsome of which
usegame theoreticadelection methods. By contrast, my PhD provides a hybrid sta
ic-dynamic 802.11e parameter selection approach which is better suited to a multiple

VoIP call scenario. In particular, it proposes that if the precise Maot#tar (M2E)
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oneway delay informatia for each VolP session is known in both diiens, EDCA
parameters can be configured differently between VolP sessions to optimise the QoS,
so that the sessions with the higher-oray M2E network delays receive highei-pr
ority treatment at the wirele$dAC level relative to other VolP sessions with lower
delays. Essentially, this implemeritdormed prioritizationwithin the voice access
category.For a session that hasegh E-Model R-factor (or a smalloneway delay),
packets can afford to wait forlanger time at the wireless MAC layer, on the dend
tion that they are delivered within a period that will not degrade their QoS
significantly (150ms according tdU-T G.114 recommendation), whereas a VolP
session that has a loMRE network delay will begfit from a shorter contentiored

lay at the wireless MAC layer

1.2 Problem Statement& Research Questions

While the IEEE 802.11 standapslovessufficient for web traffic users, there is an
increasing demand for delay sensitive applications among botimpeesal business
usersWhile the 802.11e QoS amendment goes some way towardging this d-
mand, there still exists dmitation in 802.11e in that itdoes notprovide any
prioritization amongt traffic that lies within the same AGAhen this problemsi
alignedwith improvements in the precision of timgnghronization in wireless he
works, there is an opportunity taxploit a new oneway delay calculation tecique
for VolIP that can then be used to build on 802.1l@s thesis seeks to address the

following two corequestions

1. Canthe implematation of time synchronizatioover WiFi improve
the QoS of VolIP sessions tHadve relativelyhigh oneway M2E de-

lays?

2. What are the kegngineering challengegquired to prioritizecertain
VolIP calls over otlrs using the 802.11e EDCA traffic access meech
nism in a eal-world RTC environment?This challenge can be sub

divided as follows:
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a. lIs it possible tadetermine in realime, the accurate oneay
M2E delays for multiple RTC streams?

b. Is it possible tdrandate dynamic network conditions in@oS

scoreshased on delay/loger RTC streams in redgime?

c. How feasibleis it to manag&onfiguremultiple RTC streams
via a single management devid®; building onthe EDCA
Carrier Sense Multiple Access / CollisioAvoidance
(CSMA/CA) mechanism in reaime?

1.3 Solution Approach

A dualapproach methodology is employed in this reseavblereby network
simulations arénitially carried out taassess theiability of the proposal and then to
inform the development of gealworld experimental tedted. Simulationsre used
to investigatethe thesis concept and evaluatpatticularlyoverlarge scale network
scenarios that would require exs@re resourcesHowever, ascalable, procbf-
concept experimental tebed isalsodeveloped whiclirstly demonstrates that sim
lation results dgieved are possible in the rembrid, and more so that the
engineering challenges can be niéte delay calculation mechanism showcases how
the move from simulation to the experimentaitt@ed raises significant eiggering
challenges that must be overcorfibis technique is tested and verified on the proof
of-concept tesbed. Once calculated, delay values ased by a redime QoS et
mator that is based dhe standard QoS measurenhénol, the EModel, to provide
quality scores for each VolIP call. These quality scorefakrs) ardahen used by
prioritization algorithm which alters (mangletiie IP DSCP QoSield in reattime to
improve the QoS afelatively poorly performing VoP calls.While packet loss rate is
factored nto the Rfactor calculations in simulations, it is not used as a parameter in

the experimental tedted as focus was on the eway delay

By combining these features in a single deviceinéelligent Access éint (IAP)
based on SDN concepits proposedas the core component of the pradfconcept
testbed. In summary, he prioritizationideais evaluated primarily via simulation

(factoring in delay and lossyhile thepractical feasibility of the approach fisoven
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via a combination ofhe delay calculation mechanisthased onychraized tme
using RTCP SRR packety the QoS EModel estimator(factoring in just delay)

and Prioritzation module withirthetestbed.

1.4 Contributions

In addressing the questi@f whether the implementation gfnchronizedime in
WLAN networks carsignificantlyaid in improving the QoS of reéime mulimedia
the concept of amtelligent Access Point (IAPhat oversees all traffic, evaluates
QoS of all individual RTC streasnand intervenes as necessary intiead emerges
The iAPis composed omodules that collectively implement thdltwing:

1 Development of &0lP delay calculatiomodulebased on RTCP SR/RR
packets andAP packet timestamps. This mechanism requihet erd-
points and the AP are time synchraoized for successful operation and
takes place on an 802.11 AP.

T Using this technique, tre-Mouth-to-Ear (iM2E) delaycan be calculated
along with Mouthto-Ear (M2E) delay and Round Trip Delay (RTD).

1 An E-Model basedQoS Estimator modulés proposed. Ractor scores
are céculated using the aforementioned delay calculation mechanism.

0 Both delay and loss are factored into QoS estimations in &mul
tions, however, the QoS Estimator module in the experimental
testbed jus factors in delay.

1 A Traffic-Reclassification module implements thkiltimedia Categar
zation (MC) hierarchical sysm which facilitates the prioritization
algorithm. Thiscarries out the actual prioritization in regmhe by man-
gling the DSCP value P headers which is then mapped to the
appropriate MC categorylhis allows VolP sessions to move up and

down between three tiers of prioritizationeggiries.

Finally, asynchronization test is designed and implemented to verify that nodes in
the expemental testbed are synchronized. This test is run before all experiments,
and it provides clarity on the precision of synchronization of multiple wired and
wireless nodesAt a more conceptual levehe concept o6DN managemernh the

contextof the thesis contribution is also considerétbnsidering that anfiguration
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and management @& wireless BSS via an intelligent AP shown to be possible
from a remote machine, whereetworkwide delay calculations and prioritization

decisions can be carried gatnotely, tis aligns well with the core SDN concept.

1.5 ThesisOutline

In the first section Section }, the current chapter has served as an inttimuc
and provided a context fohe remainingwork contained irthis thesis. It habriefly
introducedrelevantconcepts such as the Internet of Things (loT) and Software D
fined Networking (SDN) & well as introducing the research group on Time Aware
Applications, Computer an@ommunications Systems (TAACCSjesearch que
tions were identified andvé methodology employed towards conéhgthe research
was provided also along with a summary of ¢batributions made.

In Section || Chapter 2orovides the reader wittelevantbackground infamation
on a range of researaleas relating tthis thesis. VolP protocols and codecs age di
cussed along with voice call quality estimation technigiieshnical details on IEEE
802.11 wireless networks are provided including a review of the literature relating to
RTC support over WLAN networksTime s/nchronization is also stussed with a
summary of future timing requirements and some technical sl@mihetwork tn-
ing. Background information is provided on Software Defined Networks (SDN) and
informationon the SDN interface OpenFlow. Finalggme background information
is provided on the Linux Traffic Control suite, part of which is used to implemen

prioritization of RTC streams in the experimental-tesd.

In Section Il (Design & Implementatiol, there are two chagts, the first of
which, Chapter 3 commences with an overview of theioaale for, and design of
the simulation phase of the thesis. It then moves on tdé¢eistesign issues, namely
detailsof the iAP system design. The experimental-testdesignis discussed here
along with details on the two core aspects of the funatity of the iAP; theDelay
and QoS Estimation MethodologandTraffic Prioritization. Section 1l Chapter 4
thendetails the implementation of both the simulation test setup and of tha-exper
mental tesbed. Simulation tests are introduced here which evaluate diffesmatta

of VolP over wireless networks.

SectionlV of the thesis msents and analysessults for the simulations and-e
periments described in Chaptdr The first chapter irSection IV (Chapter %

provides the results for preliminasimulationscarried out on N&, as well as more
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detailed simulation results, using MSthat tested the core thesis researchsque
tion. Chapter 6provides experimentaksults forthe iAP that validate the proebf-
concept viherdoy a VolIP session is prioritizeith reattime over another based on its
R-factor score which is calculated via delay values provided by the RTCP k&ased d

lay calculation algrithm.

Section Vand Chapter 7concludethe thesis by summariziripe core contrib-
tions of this thesisas well as describingome potential future worthat will help
build on the iitial idea and its experimentptoof-of-concept
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Chapter 2

LITERATURE REVIEW

This chapter provides background information for the reader on different aspects
of the areas involved in this research, and sets the context for the challenges that this
research addresses. Tiémary baclground areas in question aveice over Inte-
net Protocb(VolP) communictionsincluding voice protocols and codees well as
information onvoice call quality estimatiomwhich details mdels for QoS and QoE
(Quality of Experience) estimatiohVireless LANs arealso detailedincluding in-
formation on the 8021 WiFi protocol and its QoS extension 802.11e along with a
review of how voice commueations behave on WLAN networkBhis chapter also
coversbackground infamationon computer clock and network timgnghronization
using the Network Time ProtocdNTP) where future timing requirements ars-di
cussed as is the Time Aware Applications, Computer and Communications Systems
(TAACCS) research project. Ttgoftware Déned Networking (SDN) concept id-a
so discussed in this chapter, as is background infamatn the Linux Traffic
Control suite which provides the tools used in the traffic prioritization module-as d
tailed inChapter andChapter 4
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2.1 Voice over Internet Protocol (VolP)

Voice over Iternet Protocol (VolP) refers to the transmission of voice corirmun
cations over packet switched networkshis technologyhas succeeded older
technologies that ilized connectiororiented analogue transmissieanch asPublic
Switched Telephone Networks (PS) thatuse circuit switchingVolP involves cp-
turing a human voice signal with a microphone on a computer device such as a
Personal Computer (PC), laptop, dedicated VolP phone handset, or mobile phone or
smatphone. Once aanalogue speedignal is capured it is then encoded at theg-a
plication layerof the protocol stacky a @dec €ode/demde) into a digital signal
This can then be broken up and packaged in IP packets to be sentpawiet
switchedcomputer networko a receivewhere the procasisthenreversedand the
digital signal is decoded and played out to the receiver through a speaker in a VolP
device.Circuit switching involves reserving an entire communication path foruhe d
ration of a session where®®IP packetsmight use diffeent paths to get to their

ultimatedestinatior(receiver).

2.1.1 VolP Protocols

VoIP protocols can be categorized into two sub categadiEs; and controproto-
cols.Data protocols such as Real Time Protocol (RTP) and User Datagram Protocol
(UDP) transport the #aigal voice datawhereas ontrol protocolssuch as Sessioniin
tiation Protocol (SIP) and Real Time Control Protocol (RTE€&)up and maintain

VoIP sesions, and handle cajuality information.
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Figure 2.1VolP Network
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The Internet ProtocdlP) [15] is used to deliver data packdistween host g¢o-
puters based on an IP address that is contained in the IP helrles a
connectiotessprotocol where packets can traverse varying paths to reach ttseir de
tination | P  d o e s n 6t antpesconcernihg relighility,rflow control, error
detection or error correctipnherefore packets caarrive at the deémation in the
wrong sequence, with esrs, or may be dropped along the way. Some of tblege
aderistics of IP do not make it wetlited for voice transmson however these

issues are addressed by higleeel protocols.

Application Layer

Presentation Layer HTTP SIP NTP RTP

Session Layer

Transport Layer TCP UDP

Network Layer IP ICMP

Data Link Layer(LLC/MAC)

Ethernet 802.11 WLAN
Physical Layer (PHY)

Figure 2.20SI Model[16]

Within the IP header, the Typd Bervice (TOSYield provides arindication of
the quality of service desirddraffic Class in IPv6)These parameters aebe used
to guide the selection of the actual service parametees transmitting a dagegam
through a netork, however in reality, these parameters are ignored unless they are
being used in a diffserv networRiffserv came along after TOS but it is backwards
compatibleThe IP RF(15] defines traffic service fa threewvay tradeoff between

low-delay; high-reliability, andhigh-throughputtraffic.
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’ Ver Len

TOS ‘ Length ‘ ID ‘ Offset ‘ ’ Data ‘

0/ 1 2 3 4 5 6 7

DiffServ Code Point (DSCP) _

Figure 2.3DSCP value in IP header

The DSCPvalue in the IP header issed inthetestbed prioritization mechanism

to assign paclkets to appropriate priority queues.

2.1.1.1 VolP Data Protocols

The Transmission Control Protocol (TCP) and User Datagram Protocol (UDP) are
the two common protocols used to transport information over an IP netWoFis
a connectioforiented protocol thaenablesreliable communication between two
network clients TCP allows hoststo establish a connection foexchangeof data
streams andt providesguarantees that packets will be deliverrdhe order that
they were sent. TCP was designed to dynamically adagbtatoging in network ¢o
ditions, andto resenddata that is lost or dropped in the network. It is typically used
in cases where data integrity is important such as web browsing, email and §ite tran
fer. TCP breaksapplicationdata into segments that it encapsulatesiwithheader.
The TCP hader contains 10 mandatory fields including source and dggtirports,
sequence number field and an acknowledgement field which contains thesnext s

guence number that the receiver is expecting.

UDP is a connectionlessunreliableprotocol withminimal overhead UDP dag-
gramscan be sent at artyme without prior handshaking oregotigion. UDP routes
data to adestindion port within an endpoirnbut does noprovide any sequencing or
ensure data integrityt is preferred as a protocol for re@he appications that are
more sensitive to delayed packets than dropped packets such as VolP. Applications
can implement mechanisms to tackle dropped packets sufickst loss Concda
ment (PLC) algorithmsReattime applications require mechanisms to ensureaha

stream of data can be reconstructed accurately and in the correct order. The Real
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time Transport ProtocdRTP)and its associated Reaine TransportControl Proo-

col (RTCP) operate on top of UDP to provide these services.

RTP[17] is the main transport protocol used for IP Telephorgia streams and
defines a standardized packet format for delivering media over the Internet. RTP
provides endo-end network transport functionalitg applications transmitting real
time data The network services include payload type tdmation andsequence
numbeing.

V=2 | P | X CcC M PT Sequence Number

Timestamp

Synchronization Source (SSRC) Identifier

Contributing Source (CSRC) Identifiers

Figure 2.4RTP Header

RTP does not have a standard UDP port on which inmamicatesIt maintains a
session for each media stream where RTP packets use an even port witle$esC
the next higher adl port. RTP carries voice or videdata while all setup and tear

down is generdy performed bycall signaling praocols such as SIP
The fields in the RTP header are described as follows:

Versioni Identifies the version of RTP
Paddingi If the padding bit is set, the packet contains one or more add
tional padding octets at the end which are not part of the payload
1 Extensioni If set, the fixed header must be followed by one headenexte
sion
I CSRC Couni Contains the numbesf CSRC identifiers that follow the
fixed header
Markeri Interpretation tdedefined by a profile
Payload Typé Identifies the format of the RTP payload and determines its
interpretation by the application. A receiver must discard packith a
Payload Type¢ hat it doesnét wunderstand
1 Sequence Numbér This number increments by onechatime an RTP

packet is senttican be used by a receivter detect packet loss or to-re
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order packets. The initial value should be set to a random numbemto co
bathacking

I Timestampi Reflects the sampling instant of the first octet in the RTP
packet. The initial value must be random. Timestamps from differediam
streams may advance at different rates and usually have indepengent var
ing offsets. Therefore these timestangre sufficient to reconstruct the
timing of a single stream, directly comparing RTP timestamps fromrdiffe
ent media is not effective for synchronization

1 SSRC Identifies the Synchronization Source, this should be chosen ra
domly

I CSRCi Identifies the Comtbuting Sources for the payload contained in
this packet. The number of identifiers is contained in the CC field

2.1.1.2 VolP Control Protocols

2.1.1.2.1 Reaktime Transport Control Protocdl RTCP

RTCP provides periodic transmission of control packets to all participarRtse-

sion, and uses the same distribution mechanism as the data packets (RTP). The
primary function of RTCP is to provide feedback on Quality of Service. This fee
back is provided by Sender and Receiver Reports (SR/RR)pafticipantsmust
sendRTCPpackets at a controlled rate in order for RTP to scale up to a lange=nu

of participants.The RTCP specificatiofil 7] defines several packet types to carry

control information:

1 SR Sender Reports for transmission and reception statistics from active

senders

1 RRT Receiver Reports for reception statistics from participants that are not

active senders and along wi8R, for active senders
1 SDESi Source description items including CNAME
1 BYET Indicates end of participation

1 APPi Application specific functions
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Header

Sender Info

Report Block

1

(PT=RR=201)

NTP Timestamp, MSW

NTP Timestamp, LSW

RTP Timestamp

Senders packet count

Senders Octet count

Figure 2.5RTCP SR/RR Packet Header

Sender reports (SR) consist of three sections, the header (8 octets long)dthe sen

er information section (20 octets long), and the report block (RR). The values in the

SR packet are as follows:

(0]

Paddingi If this value is set, it indicates that the packet contains additional
padding at the end of the RTCP packet that is not controhiraftion, but is
included in the length field

Reception Report Count (RE€)The number of reception report blocks that
are contained in this packet

Packet Typé Value of 200 indicates SR, 201 indicates RiRy(re 2.9
Lengthi The length of this packet including header and padding

SSRCi The Synchronization source identifier for where this SR packet

originates

-39-



o NTP Timestamp (Most/Least Significant WoidJhis indicates the wahl
clock time forwhen this packet was generated

o RTPTimestam@ This is taken at the same sampling instantthe NTP
ti mestamp above, but i1itds in the same
data packets.

0 Senders Packeta@inti Total number of RTP data packets that have been

sent by this sender since theginning of transmission

0 Senders Octetd@linti the total number of payload octets sent by thiglsen

er sing the beginning of transmission

0 SSRC 1 this is the SSRC identifier of the source to where therimdtion
in this report block originates

o0 Fractions lost i The fraction of RTP data packetost from source
SSRC 1 since the previous SR packet was sent. Calculated as the number
of packets lost divided by the number of packets expected as described in
Appendix A.3in[17]

0 Cumulative Number Of Packetgpdti This is the total number of packets
lost from Source SSRC_1 since the beginning of reception, definie as

sum of packets expected minus the number of packet received

o0 Extended Highest Sequence Numibé32 bits)The low 16 bits contain the
highest sequence number received in an RTP data packet, the high 16 bits
extend that sequence number with the corresponding count of sequence

number cycles asedcribed in Appendix A.1 ifil7]

o Interarrival Jitteri The estimate of the statistical variance of the RTP data
packet arrival times adescribed ij17]

0 Last SR TimestamipThe middle 32 bits of the NTP timestamp received in

the last SR packet received

o Delay Sie Last SR The delay since receiving the last SR packet and the
sending of this current report block. This value is expressed in units of
1/65536 seconds

1 Used in delay calculation algorithm for time when packet leaves endpoint
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The RTCP transmission interval decides how often SR and RR packets are sent
between session endpts and its calculation is described in RFC 38b0. The n-
tervalis calculated based on allocated session bandwidth, the mean size of all RTCP
packets, the number of participants in a session and the role that they hald (Sen
er/Receiver) This intervalallows applicatiors to provide fast response rfeessions
with few participantswhere, for example, identification of all participants nis- i
portant, while at the same time it must be ableatidomatically adapt to large

sesions.The recommended default transaidn interval is 5 seconds.

This researh utilizesthe values contained in the NTP timestamp and the DLSR
fields along with AP timestamps in ordey talculate onavay delays in the expier

mentaltestbed. This calculation mechanismdescribed ilChapter 3

2.1.1.2.2 Call Signallingi Session Initiation Protocol (SIP)

When a user wagto connect a voice call to another user it must use some form
of call signalling such as SIP or H323 which are gegyeercontrol signalling po-
tocols. The Session Inisition Protocol (SIP) operatesn top of many transport
protocolsat the apptation layer and is used for creating, modifying and terminating
(teardown) of VolP, multimedia distribution, and multimedia conferersessios

with one or more partipants[18].

SIP enables Internegndpoints (sendérso send invite messagésontaining ss-
sion descriptions)to other endpointreceivers) to partake in VoIP sessions.
Associated grticipants can use this information to agree on a set of compathle m
dia types[18]. The outing of requests is aided by the usebaff et wo rdallechost s 6
proxy servers which also aid in authentication, authorization, call ropahgy and
the provision of features to users. SIP defines five a@spet session establis

ment/termination:

9 User Locatiori Determines the endpoint that will be used in session
9 User Availabilty/Presence

1 User Capabilitie$ Media and parameters that a user can use

9 Session Setup Establishment of session parameters lgpaitaking part-

ipants

2 Used in delay calculation algorithm to deduce time previous packet was received.
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1 Session Managemeiit Modification of sessions during sessions, session

termination

RFC 3261[18] recommends that SIP will be used in conjunction with other IETF
protocols such as RTP two way communications (VolP),-Reaé Streaming Rr
tocol (RTSP) for streaming media, Media Gateway Control Protocol (MEGACO) for
controlling gateways to the PSIT and the Session Description Protocol (SDP) for
multimedia session description. Although SIP is used along with these protocols, it
doesndét rely on them t o §8IPusersadeaefinedand own basi
categorised as two types of Userefts (UA), User Agent Clients (UAC) which
generate requests and send them to servers, and User Agent Servers (UAS) which

handle requests, and generate responses. A single UA may function as both.

Figure 2.6illustratesan example of a messagechange betweedser1 andUser
2 that uses Proxy ServelPServerlandPServer2 o hel p set u§Pthe sessi
Tr ap eig depiated by the red dotted lines between the users and séisers.
send an initial invite(F1)toUser2vi a PSer ver 1 asocatbnodoesnodot k-
User 2. PServerl proceeds to forward the invite message to PServer2 (it knows to
seek PServer2 due theRegi stration process) w-hile also
sponse tdJsea 1. Upon receivingheinvite (F2) from PServerl, PServer2 performs a
similar operation by forwarding the invite tdser2 (F4) as it knows the location of
User?2. If PServer2 did not know the location@d$er?2, it would have forwarded the
message on tanother PServer. At this point PServer2 semd fiTrg 0 message to
PServerlOnceUser 2 receives the invite message, it starts ringing and then sends a
ARi ngi ngo r dJseploiaRServels4d ank E, 7, F8in Figure 2.6.
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Figure 2.6SIP Session Setup Example

At this point in the user at endpoibiser 2 can decide to accept or decline the
call. AssumingUser2accepts, a fA200 OdedviaRSeryesthse i s
and 2 (F9, F10, F11) informingser 1 that it isaccepting the callUser 1 then can-
pletes the(invite T ok © ack) three way handshake process by sending a direct
AACKO ackno wbsagd igusariztacbnfirm ¢he call setupJsersl and?2
can now directly emmunicate as they now know eaathe r ldcations.Once the
connection is set up, media information can flow directly between the two sers u

ing protocols such as RTP. When one participant in the session decides to disconnect
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(User2i n this case), they send ant,WihBthéhd0 message

responds with an AOKO acknowledgement (F14).

2.1.2 VolP Codecs

A codec ¢oderdemder)convertsa sampled analog signal at a senders end to a
compressed digital format. The sawmdec at the other end of the communication
networkconverts the digal databack into an analog signtd be played out at the
receivers endCadecs can providdataconpressionin orderto savenetwork bad-
width, andalso supporivolP facilities such asilence suppression, whesamples
below a certain threshold aresdarded and therefore nenhcoded or transmitted
Some of the most popular codecs @&&11[19], SPEEX[20], and OPUJ21]. The
use of different codecs can affect the QoS of a VoIP call due to theofifautween
processing time (delay) and compression (reduced sound qualitgmparison of
codecs is provided in terms of their QoS scoréBABLE |

Codec Bitrate MOS ProcessingDelay
G.711 64kbps 4.1 0.75ms

G.726 32kbps 3.85 1ms

G.729 8kbps 3.92 10ms

TABLE | CODECCOMPARISON

G.711usesPulseCode Modulation (PCMto samplevoice signals at a rate of
8000 samplesper second usingight binary digits per sapte. Thereforethe G.711
encodercreatesa 64Kbps bitstreans.711 supportsframe lengths of 40, 80, 160,
240 and 320 sampleer frameandhas a maximum algorithmic delay equabtal O,
20, 30, and 40 ms which correspondstte frame lengttsample sizes at 8000hz.
G.711 is a variable bit rate and the minimum size of a frame is 8 bits (1 Gci#Et)l
is widely supported and @ o e s n 6ment compréssion therefore it has lovo-pr
cessing rate.
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2.2 Voice Call Quality Performance Evaluation

The QoS testing of phone calastraditionally involved picking upthe phone
and listening to the quality of the voice. The leadingjective measuremeot voice
quality is the Mean Opinion Score (MOS) as defined in the ITU (Internationet Tel
communications Union) recommendation P.880 However it can be expesive to
actually havepeople sit down, listen tand evaluatéhe quality ofphone callsDue
to a need for objective call qualitpeasurement, a number sthndards have been
developedwhich includePerceptual Speech Qualiteasure(PSQM [22], Percep-
tual Evaluation of Speech QualityPESQ [10], and the E-Model (ITU-T
G.107 [12].

The MOS provides a waly used 15 scoring model which grades VolP quality
from human response3he MOS value is an indication of the peived quality of a
call andis a widely accepted standard for call qual®ther scoring algorithms are
often mapped to the MOS.

2.2.1 Quality of Servicevs.Quality of Experience

The termsQuality of ServicdQoS and Quality of Experienc€QoE) are sore-
times usedinterchangeablyThey represent two distinct methods of performance
quality evalation. Quality of Service is defined by the ITUin [23] as thetotality
of characteristics of a telecommunications service that bear on its ability to satisfy
staed and implied needs of the user of the senQuSis a measure gierformance
from anetworkpoint of view, measuringobjective paraméers such apacket loss
delay, andjitter. Wherea<QoE s defined by the ITUT in [24] asthe overall accep
ability of an application or service, as perceived subjectively by the udere
completeendto-end system effects are taken into accoAntore elaborate defin
tion of QOE is provided if25] a sThdidegree of delight or annoyance of the user of
an application or service. It results from the fulfilment of hik@r expectations with
respect to the utility and /or enjoyment of the application of service in light okthe u
ersd personality and current stabe. This definition also notes that overall
acceptability mg be influenced by thexpectation®of the usersand contextlt is a
measurmentof endto-end service performance from the dsgrerspectiveand n-
dicateshow wel | t he net wor lKQoSmeteids suchtab delayy s er 6 s n ¢
loss, and jitter can precisely amire network characteristiddowever thequality

experienced by a user cannot be accurately evaluated using these metriggdt-alone
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hough they directly and indirectly contribute to QoE issues such as glitches &nd wai
ing times[26]. Subjective determination of qualitgquires a number of people to
listen to, and evaluate call quality, which can be expensive and time consuming to

carry out.

2.2.1.1 QUALINET

In 2010 a European Cooperation in Science and Technology (COST) action was
set up on European Network on Quality of Expnce in Multimedia Systems and
Services (QUALINET). The main objective of QUALINET is to develop ana+ pr
mote methodologies and metrics that subjectively and objectively measure QoE
issues on existing and future multimedia products and sefi@¢kwhen taking ger
expectations, context, and interactions between users and content into account. This
COST action aims to bringgether and coordinafeagmented efforts carried out in
this field by European experts from both deaia and industry under one umbrella
with the aim of imposing aubstantial scientific impaadn the field.

QUALINET aims to extend the idea of the netwadntric QoSin multimedia
systems by relying on the concept of QoE. The QUALINET White PapBrefini-
tions of Quality of Experience (QbBnd Related Concepf5] states that while the
term 6qualitydé has been associated with QoS
1990s, the QoE concept has emerged in this field becauséid@eS not fully &-
pres® all that is involved in a communications servid¥ith the aim of defining
QoOE, [25] proposes threeeguirements that the general Qad&inition should fulfil

which are as follows;

Being simple and intuitive while also challenging, powerful and complete
Not mnfusing the conceptith a given model or representation
Making clear the relationship and distinction with other related concepts

such as QoS

The general definition may be tuned however to specific application scenarios if

required.
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2.2.2 Speech Quality Evaluation

The ITU algorithm Perceptual Evaluation of Speech QualBESQ aims to @-
termine the quality of a narrowband voice stream by comparing a voice recording
from the sender side with the same relaay arriving atthe receiverPESQsupe-
sedesthe Perceptual Speech Qualityleasure (PSQM with an improved time
alignment algorithm and a different perceptual mof@d]. An extension to the
PESQmodel incorporating wideband quality estimation was standardized in 2005
called WB-PESQI29], however this was superseded with Berceptual Objective
Listening Quality AssessmefROLQA [11] which covers both narrowbandide-
band and supewidebandspeech signals and predicts subjective speealityin
terms of MOS.POLQA provides quality estimation for many codecs including
G.711, G.729, and SILK

PESQ and POLQA are examplessijnal basednodels wherean input speech
signal is compared with an output sigdler it istransmitted over a comunica-
tions network This processequires a speech signal as an input which is not always
available. As an alternativparametricmodels characterize the network itself loy a
alysing fators such as itprobability to drop packets, or the time delay taken
packets to traverse the network. These factors along with informaticod&tsor
Packet Loss ©ncealmen{PLC) algorithms used can provide speech quality estim
tion. One such estimation mechanism is tHe@&tlel that was developed by the ITU
T.

2.2.2.1 ThelTU-T G.107 EModel

The EModel is an analytic model that predicts VolP qualithe ITUT G.107
E-Model Recommendatiofl2] defines five categories of eA-end speech tran
mission quality that act as a guide in establishing different speech transmission
quality levels in telecommunications networks. The five categories are defined in
terms of "user satisfaction”, whidiave ratings given by the transmission planning
tool [12]. The ratings take the combined effects of various transmission impairments
into account. The #odel is independent of any specific technology that may be

used in diferent types of network scenarios under consideration.

3 The SILK codec was developed by Skype Itd amdncorporated into the IETF
OPUS code¢21] which is supported in WebRTC.
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The Emodelis awidely usedsubjective measure of end-end service perfe
mance froma network point of view. QoS is measured using objective parameters
such as packet loss, delay, and jittedefines fivecategories of entb-end speech
transmission quality that act as a guide in establishing different spaasimission
quality levels in telecommunications networks. Then&del is a useful tool forsa
sessingthe combinedeffect of all parameterand hence differentiating between
categories of speedhnansmission quality. The primary output of therigdel isa

transmission rating fRactor.

The Emodel is based on the equipment impairment factor method, following
previous transmission ratirmodels It was developed by Buropean Telecommiin
cations Standards Institu(&TS) ad hoc group called "Voice Tramission Quality
from Mouth to Ear"The referenceonnection, as shown Figure 2.7is split into a
send side and a receive side. The model estimates the conversational quality from

mouth to ear as perceived by the user at the receive side, both as listener and talker.

Weighted Echo Path Loss

— —

Round trip Delay Tr
|

OLR
Sender SLR ) RLR , Receiver
0 dBr Point
6 Ds factor il ___________________ Dr factor /M 6

Room Noise
Pr

Sidetone Masking
rating STMR

----- { Coding/Decoding }»—»-»

| Listener sidetone
Circuit Noise Ne Equipment Impairment Factor Ie

rating LSTR
Packet Loss Robustness Factor Bpl (LSTR =STMR+
Dr)

Packet Loss Probability Ppl
Mean One-Way Delay T
Talker echo
loudness rating
TELR

Absolute Delay Ta

Quantizing Distortion gdu

B T

Expectation Factor A

Figure 2.7Reference Connection of theNtodel[12]

The modeltakes loss, delay, echo, codec type and naizesed by the signals
propeties and network characteristicato consideration to produce a sindke

rating. The calculation of the transmission factor R is defined.#). The minimum
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MOS value of 3.1 is equivalent to anvglue of 60which is the minimum call qual

ty recommended by the I'FU. The R- factor calculation is defineds follows:

R=RT IsT IgT T A (2.1)

whereR, representshie basic signal to noise ratmd includes circuit noise, the
sum of which is referred to ti&dBr pointand room noisds is a combination of all
impairments due to the voice signal. Fadtarepresents the impairments caused by
delay and. represens impairments due to low bit rate codecs. The advantage factor
A allows for compensation of impairment factors when there are other advantages to
the userEad of the elements in equation.12 depends on several configuratiaa p

rameters. A furtherascription of the Rfactor algorithm is as follows:

2.2.2.1.1 Signal to noise RatioR

The basic signalo-noise ratioRois defined by:
Ro=15- 1.5(SLR+ No) (2.2)

The termNo [in dBmOp] is the power adiilon of different noise sources

@ No  Nos  Nor  Niog
No=10logé1010 +1010 +1010 +1010 U (2.3)

whereNc [in dBmOp] is the sum of all circuit noise powewghich areall referred to
the 0 dBr pointThe Nos[in dBmOp] valueis the equivalent circuit noise at the 0 dBr

point, caused by the room noBsat the send side
Nos= Ps- SLR- Ds- 100+0.004Ps- OLR- Ds- 14) (2.4)

whereOverall Loudness Ratin@_LR) = SLRSender}+ RLR(Receiver) In the same
way, the room nois®r at the receive side is transferred into an equivalent circuit
noiseNor [in dBmOp] at the 0 dBr point

Nor = RLR- 121+ Pre+0.00§ Pre- 35)° (2.5)

The termPre [in dBmOp] is the "effective room noise" caused by the erdgwanc

ment ofPr by the listener's sidetone path:
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e (10i LSTR g
Pre=Pr+10log€l+10 10 U (2.6)
& H
Nfo [in dBmOp] represents the noise floairthe receive side where;

Nfo = Nfor + RLR (2.7)
with Nfor usually ®t to- 64 dBmp.

2.2.2.1.2 Simultaneous Impairment Factor Is

Thels value considers neoptimum sidetone, quantizing distortion, overalldeu
ness and other impairments that occur simultaneously with voice transmisssn.

calculated by;
=lolr +Ist+1q (2.8)

wherelolr represents the decrease in quality due to low loudness vaUEY, this

is cdculated by;

e jﬁ @
8 0
lolr _202}91#5‘)(0I 8E p Xolr s (2.9)
d c8-j 8y
e u
and
Xolr =OLR+0.2(64+ No- RLR (2.10)

The value forlst factors in the impairment due to roptimum sidetone and i
calaulated by;

1 1 1

e B8 =) ~35QB5 e ~13m3
Ist = 12e1+gew’°u i 28é+ S‘ew O - 13@+ S‘ew U +29

(2.11)

where;

) STMR T TELRﬂ
STMRoz'flOIogélo 10 4g 410 10 () (2.12)

& H

STMR is the Sidetone Masking Rating and TELR is the Talker Echo Loudness
Rating.
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The value for impairment factor Ig represents the the impairment causedrby qua
tizing disbrtion;

Ig=15log ll+ 10 +1OZ] (2.13)

where
~R-100 .46 G (2.14)

15 84 9
7=46.6G (2.15)
30 40
and

G =1.07+0.258Q +0.0602)° (2.16)
Q =37- 15log(qdu) (2.17)

The value forgdu (Quantizing Distortion Units) is for the whot®nnection b-
tween the send side and the receive side.

2.2.2.1.3 Delay Impairment Factor Id

The equation foid is broken down into three factors which represent impai
ments due to delay as follows;

Id = Idte+ Idle + 1dd (2.18)

ThefactorIdte provides an gtimate forthe impairments due talkerecho;

eRnai i PA2 [
Idte:éRoel Re+\/(Roel Re) +1007 ].L(ll e'T) (2.19)
g 2 4 H

whereRoe=1.5(NeRLR)andRe=80+2.5(TERV1L4) with
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1+

TERV=TELRI 40|og—1T0 +6e' 03T (2.20)

1+
150

TELR is Talker Echo Loudness RatinjT < 1ms, talker echo should be catsi
ered as sigtone, thereforédte should be set to 0. The factllle factor inlistener
echo and isekcribed by;

. .. 2
ldle = R0|2Rle+\/(R0|4RIe) +169 (2.2)

with Rle=10.5(WEPL+7)(Tr+1§-* where WEPL stands for Weighted Echo Path
Loss.The factorldd represents the impairmeoausd by dtomgd absol ute del
Ta WhereTa<=100ms;

ldd =0 (2.22)

HoweverwhenTa>= 100msJ)dd is calculated as follows;

8 L. R
T LA aXg T
Idd =25 1+ X867 38+ 290 O 42y
i y
(2.23
Where
aTag
|09a1Fo
=100+ (2.24)

log2
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Figure 2.8Determination of the effds of absolute delay by theNtode[[30]

2.2.2.1.4 Equipment Impairment Factor le

The value forle typically represents the effects of VolP impairments thatrare i
troduced by dferent low bitrate codecs. Thitactor aims to cover afperceptively
diverse effects such as distortion, sound/voice degradation that are associated with a
codec used in a connection, except for those that are already covered -iNdiokelE
by anotherfactor (e.g.absolute delay covered bg). Appendix | of[31] maintains
an up to date listing of valués. The packetoss dependent effective equipmemt i
pairment factorle-eff is derived using a codec specific value for the equipment
impairment factor at zero packiess le and the packet loss robustnesstdaBpl.

These default values are also listed in Amjie | of [31], and along with the packet

loss probabilityPpl, le-effis calculated as;

.. Ppl
Ppl
BurstR

le-eff =le+(95- le) (2.25)

Bpl
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The Burst RatidBurstR describes theurstinesof a loss distribution ani$ defined

as:

Averagelengthof observedurstsn anarrival sequence

Averagelengthof burstexpectedor thenetworkunder "random'loss
(2.26)

BurstR=

BurstR=1when packet loss is random aBdrstR>1when packet loss is bursty.
It is recommended that the BurstR approach in tidoBel should only be impt
mented for codecs that reefficient codestate based Packet Loss Concealment
(PLC). Some provisional planning values for equipment impairment factor are listed
in TABLE Il

Codec Sample Interval PLC le value Bpl Value
G.711 10ms no 0 4.3
G.711 10ms yes 0 25.1
G.711 20ms yes 0 4.8
G.729 20ms yes 11 190
GSM 20ms yes 5 10

TABLE Il CODEC PLANNING VALUESFORIMPAIRMENT FACTOR|E4

These are recommended values for the PGBMand G.729 codecs when using

PLC algorithms to counter the effectsraihdompacket loss.

2.2.2.1.5 Advantage Factor A

The advantag factorA attemps to account fioany expectations the user has sihg

a particular technology. Not dealing with measurable effects such as codec used or

4 The le and Bpl values are calculated from a very specific sample of packet loss, they
might not represent the impairment due to packet loss iergken
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signal distortion, the factokdeals withthdiponder ati on of sfunct.i

mission quality in useésexpectations of seices according to the type of user and

t h e .tThenfieetdr essentially allows transmission planners to calculate the rate at
which some customers (users) may accept a decrease in quality in excharmge for a
cess (e.g. satellite communications in remoteeas). The EModel recommends

maximum values for A in different scenarios as listetiABLE Il

Communication system example Maximum value of A
Conventional (Wirebound) 0
Mobility by cellular networks in a building 5
Mobility in a geographical area or in a vehicle 10
Access to remote locations (mtiftdp satellite) 20

TABLE |ll  EXAMPLE FOR ADVANTAGE FACTORA[12]

2.2.2.1.6 Default Values

The EModel provides default input parameter values for parameters which are
not varied during calculation. In a case where all parameters in the calculation are set
to these default yaes, the QoS rating is R=93.2. These defaalties are listed in
Appendix |

2.2.2.2 Mean Opinion Score

In cases where planners might not be familiar with thddéel, the Rfactor can
be equated to an equivalent Mean Opinion Score (MiE&$cale. The MO$anbe

obtained from th&-factor using the formea:

é MOS=1 0 R<O

1 MOS= 1+ 0.035R+ R(R- 60)(100- R)7A0 °;0< R<100

,1 MOS=4.5 y R>100
(2.27)
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A further comparison is illustrated in a table of categaneBABLE IV and a MOS
graph as a function of R Figure 2.9

User Satisfaction Level MOS R-Factor
Default 4.4 93

Very Satisfied 437 5.0 907 100
Satisfied 4.01 4.3 8071 90
Some Dissatisfied 3.67 4.0 707 80
Many Dissatisfied 3.17 3.6 6071 70
Most Dissatisfied 2.67 3.1 507 60

Not Recommended 1.071 2.6 Less than 50

TABLE IV CATEGORIES OFSPEECHTRANSMISSIONQUALITY

MOS

Excellent 5

Good 4 /’

Fair 3 /

/

Poor 2 //

Bad 1 // T1207880-96
0 20 40 60 80 100R

Figure 2.9MOS as a function of R2]
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Further analysis of the-Hlodel and the effets of delay relating to VolP an-

tained insection3.3.

2.2.3 Potential of Synchronized Time to ptimize QoS

There are a number of methods of measuring delay in a netwdtdimgcRound
Trip Times(RTT), distributed synchronized time and a variable delay estimation
mechanism within router®kTTis an inaccurate mechanism for measuring\wag
delay, because delays and paths can be quite different in either directioevero
synchronized time is now becoming more widely availafalelitating precise delay
measurements in each direction. This is due to the more widespreagnakemof
theNTPand the availability of accuraterie sources like GPS receivers.

The advantagesf using synchronized timare describedn [32] where an 1i-
formed fixed playout delay was shown to significantly improve voice quality.
According to the ITUT G.114 recommendation, omey delays should not exceed
150 millisecondq30]. Therefore, if actual delays are precisely known and weti-wit
in the G. 114 | i mit, there i s yratbmetot o fimanoe
avoid losing any late packets. The improved QoS is based on thbdacisers are
more tolerant of increased delay than of increased late loss (once it is within the
G.114 limit)[12].

In [32] and[33], the Network Time Protocol veamplemented at each end t@pr
vide synchronized time. Furthermoi@ mechanism was required to relate the RTP
time stamps to absolute time. RTCP sender reports (SR), which are nominally used
to lip-synch audio/video sessions from the same end deviceelaying RTP
timestamps to common device NTP time, were used tongaish this. RTCP pade
ets alsoallow senders to periodically determine rodrig-delay (RTD) time. In a
synchronized time enviroment, RTCPSR packetsllow a sender to determine the
delayof incoming packetsrad thus, with the knowledge RTD, delays for both legs
of the round trip can be calculated in réale [33]. A mechanism similar to this is
used applied to delay calculation in the expental testoed described irfChapter 3
It is important to note that all work i{32], [34] and[33] was carried out on wired
networks, where synchr@ation between padipants in a VolP session was less
than10ms Synchronized time is implemented on wess networkdor the testbed
described irChapter 3
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2.3 WLAN Networks

The IEEE 802.1ktandard35], extends the 802 Network Standards to the wireless
medium by specifyinghe operation of Wireless Local Area Network (WLAN)
communication withintie ISM radio bandsFirst published in 1997 he Physical
(PHY) andMedia Access ContrdMAC) nework layersare definedoy 802.11 The
IEEE 802.11b/g standards use the 2.4Ghz frequency banckash®@d2.11a uses the
5Ghz band, and 802.11n useMaltiple Input Multiple Outpu{MIMO) mechanism

to utlize both the 2.4Ghz and 5Ghz bands.

2.3.1 |EEE 802.11WLAN Architecture

The802.11wireless LANstandard operates in two modes;had mode (peeto-
peer)or infrastructure mode (pe&s-AP). In an infrastructure setup, wirelessatgtns
(STAs) connect to, or associate with/A&rcess PoinfAP). This groumg of devices
(STA(s) + AP) is called Basic Service SBSS where ech STAcan canect to an
outside network (the Internet) via its associated AP. A BSS u&svice Set ID
(SSID to identify itself. Multiple APs can beonnected via a wireDistribution Sys-
tem(DS) where different BSSs are referred to assatended Service S@ESS. In a
scenario where BSSs use different SSIDs, a STA may change association however it
must change its association to a different AP which causes a temporary loss of co
nedion. A Basic Service Set IIBSSID is theMedia Acess Contro(MAC) address
of anAP, this allows a STA to identify a unique BSS AP in an EBSs research is
carried outon an infrastructure WLAN within one BS$his is illustrated irFigure
2.10
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Distribution System

\ Wireless Client ""\_\ Wireless Client /
; : Wireless Client
< Bss BSS

Figure 2.10nfrastructure WLAN

In order to associate with an AP, a STA must go through a-fiivase setup pr
cess as libstrated inFigure 2.11 These phases are the scan, authentication, and
association phases. Onkiag or power on, a STA must discover nearby APs$y u
ing a passive or an active scan. A passive scan involves listening on each channel for
broadcast beacons sentffréd\Ps. In an active scarthte STA O6activelyd seni

broadcast probe request frameeath channel and then waits for a response from an
AP on that channel.
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Probe Request
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Authentication Request
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Authentication Response
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Association Request
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Association Response

A

Acknowledgement
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Figure 2.11Request Response process

After APs are discovered and one AP is selected, the STA starts the aathentic
tion process to authenticatiéself with the AP. The STA first sends owtn
authentication frame, to which the chosen AP responds with additional adtientic

frames.

The auhentication phase controls what nodes can adbesaP. It is a network
access control mechanishdter successful authentication, the Sives tcas®d-
atewith the APby sending an associatiorn/aesociation request frante whichthe
AP responds with an assoc@tireassociation response framéinally, the STA
sends an acknowledgement (ACK) frame to the @Rce the AReceives this ACK
frame, theSTA is associated with the AP andvalid connections established d>
tween the STA and the AP.

2.3.1.1 WirelessMedium Access

The IEEE 802.11 standard proes&ltwo services: the contentibasedDistribut-
ed Coordination Function(DCF), and the pollingpased Point Coordination

Function (PCF). In DCF, wireless stations must contend for use of the channel at
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each data packet transsibn. In PCF the medium usage is controlled byAbeess
Point (AP), which polls the stations (STAS) to ascertain their access reugiits.

The DCF is the basic medium access mechanism of IEEE 80h&DCFis aMe-

dium Access Gurol (MAC) layer protocol which useESMA/CAto maximize data
throughput while simultaneously preventing packet collisions. Collisions occur when
a single nod receives muiple packets at the same tin@ollision avoidance aims to
mitigate the probabilityof collisions using aRequestd Send/ Clear to Send
(RTS/CTHmeclanism. TheDCF function is widely used in WLAN devices around
the world.

Contention
Period | Handshake L Data . . Backoff
[1]
6 3 1 9 6
stat (1|7 ]| RTS 3 DATA AN
10 7 | 10 7
Receiver | | 11| 1] s OIS Sr ACK i
7 4 2 7 4
sTAR3.n | [ ]f 7] NAV(RTS) o) T
| NAV(CTS)
’ Ccw 4 Defer Access // ,,,,,,,,,,,, CwW '

Figure 2.12DCF CSMA/CA

When a node has data to transihivill wait a random bacloff time which is
measured in slot times amthosen randomly frorthe interval [0, CW] whee CW
stands for th&Conterion Window. Each nodesimer is decremented by one as long
as the channel isensed idle for ®istributed Inter Frame SpacfIFS) time. A
DIFS period is equal t&IFS+ 2 x SlotTimewhereSIFSis Short Inter Frame Space
time. If the node senses that another node is using the chiamnilpause itsown
timer until the other nbe has finished transmitg. When the backff time reaches
zer o, t he n ahtehanmel to Idetefiminé theschadnel is cleatf the
channelis free, it will trangnit an RTSto thedestination. The destination withen
respond with aCTSframe if it is available.Oncethe source node receives tG&S
frame, it cartransmit its dataA Network Allocation VectofNAV) is sent alongvith
both theRTSandCTSframes After the sender has sent its dataaaknowledgment
frame (ACK) is sent from he destination tahe sender to confirm that data was r

ceived successfully. If the sender has any more data to transmit, it must begin the
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backoff process againn the CSMAmechanism at the MAC layer, queuing STAs
adjust theiNAVwhen data is being tnamitted on the mediunThe NAV mairtains
information of waiting traffic on the medium based on itlfermation that is co-
tained in data frames in the contention peribge NAV is essentially a timer that a
STA can use to reserve the medium so that camwation can proceed uninteritup
ed. If an ACK is not received due to a collisionm if it is corrupted, a source node
reactivates the baebff algorithm after arExtended Inter Frame Spa¢glFS) inter-

val.

As part of the exponential backf algorithm, afer each unsuccessful baoK it-
eration, the backff time is chosen randomly again from J@CW] where the
Contention Window is doubled up to a maximum value, once the-dfackalues
reaches its maximum, it will remain at that value untibiteset. Th value is reset
with a successful transmission or when a retry counter reaches its limit. The retry
counter is incremented with each failed transmissiod,jt can be set in order taf
cilitate the transmissions of a node that experiemesekiple failed transmissions.
PCF, on the other hand, provides QoS to a certain extent. It was designed to support
time-bounded traffic, and defines two pmis between consecutive transmissions of
Delivery Traffic Indication Message (DTIM) beacon frames: Contentior Pexiod
(CFP) and Contention Period (CP). Beacon frames are sent periodicaily gdss
point (AP), and they carrmetwork BSS information. In particular, DTIM beacon
frames are used to indicate the start of a CFP.

2.3.1.2 WLAN Synchronization

Within a BSS,the STAs and the AP maintain Bime Synchronization Function
(TSH timerto be synchronized with one another. STAs synchronize their local TSF
ti mer with the AP6s TSF timer vihacubeacons or
rent wval ue of r. Onoesthe SFAS ceifeSHe vatué imtbe beacons or
probe responses, the wireless card hardware automaticaligss€6F timer to the
valuereceivedirom the AP.This synchronizations implemented in the WLANard
hardvare thereforéts accuracy is naffected by the host CPBeacon intevals are
typically set100ms This synchronization mechanism is particular to the 802.11
WLAN protocd and is separate to thdistributed systensynchronization img-
mentedlater in this work in the real world tebtd using the Mtworking Timing
Protocol (NTP).
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2.3.2 IEEE 802.1%: Quality of Service Extensions

To addres®Quality of Servicd Qo concerns of time sensitive dathg 802.11e
(known in industry a¥VMM or Wireless MultiMedia) was developed an aproved
amendment to the IEEE 802.11 standaltddefines aset ofenhancements for vér
less LAN applications through modifications to the MAC layer. The standard is
considered of critical importance for delsgnsitive applications, such as Voige
StreamingMulti-Mediaover Wirdess IP The amendment has been incorporatbal i
the published IEEE 802.32007 standard. In particular, theBE 802.11e standard
definesa new coordination function called thiybrid Coordination Fuation (HCF).
HCF includes both a contemb-based channel access method, calledEteanced
Distributed Channel AccegsEDCA) mechanism, for contention based data trassmi
sion, and a controlled channel access, referred to aksl@feControlled Channel
AccesgHCCA) mechanism, for cdantion free data transmission. The HCCA rhec
anism has not beeamidely implementedn industry so thisesearch is on the EDCA

mechanism.

2.3.2.1 Enhanced Distributed Channel Access (EDCA)

As mentioned inthe previous sectigrihe original802.11(WiFi) protocol defines

two channel acess methods:

91 DCF, alsoknown as the basic access method, which is a carrier seftse mu
tiple access protocol with collisiavoidanc§ CSMA/CA), and
1 PCF, which is a pollingbasedaccess method and uses a point coordinator

to arbitrate access amg stations.

In DCF, all the data traffic is ansmitted on a firstomefirst-served, or best
effort basis. All the stations in thBSS compete for the wireless medium with the
same piority. DCF uses an exponential baokf process, which doubles thesiof
the Contention WindowWCW) after each transmission failure. Baai intervals are
chosen randomly from the ranffi@- CW. DCF does not provide any means for di

ferentiating traffic classes.

The EDCA mechanisnprovides differentiated, distributed@ess to the medium
using differenfpriorities for dfferent types of data traffi€DCA defines fouAccess

CategorieqACg9 for different types of data traffic where each AC has a different set
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of parameters that aresedto contend for thenedium. Frame from different types
of data traffic(prioritized at the application layer) amapped into different ACsed
pendingon the QoS requirementd the traffic/application thérames belog to. As
illustrated in Figure 2.13 the four @&cesscategories are nameAC_BK (Badc-
ground, AC_BE(Best Effor}, AC_VI (Videg and AC_VO(Voicg, where AC_BK
has the lavestpriority andAC_VOhas the highest priority.

Applications

L

Voice Video Best Effort Background

v v v v

Virtual Collision Handler

l

Figure 2.13EDCA ACs

Each frame from the higher lagearrives at he MAC layer along with a priority
value. This priority value is referred to as User Priority (UP)iaradsigned accdr
ing to the type of application/traffic the frame belongs(assigned by the Diffserv
DSCP value in IP headeffhere are eight diffeng priority values ranging from 0 to
7 (TABLE V).
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UP AC Category

1 AC_BK Background
2 AC_BK Background
0 AC_BE Best Effort
3 AC_BE Best Effort
4 AC_VI Video

5 AC_VI Video

6 AC_VO Voice

7 AC_VO Voice

TABLE V USERPRIORITY MAPPING TOACCESSCATEGORIES

802.11eprovides traffic differentiatioy classifying each traffic flow into an AC
assocated witha MAC transmission queuduilding on the DCF, &h AC has its
own MAC parameters and behaves independesttiyand in parallewith the other
queues. The MAC parameters each AC are: Arbitration Inter-Frame ®$ace
(AIFS), Minimum @ntention Window (CWpi), Maximum Gntertion Wndow
(CWhay andTransmission @portunity (TXOP). The defaulvalues ofeach param-
ter are reported iMABLE VI whereCW,,inmaxare taken from the DCF and are equal
to 15 and 1023 respectivel@imilar to the DCF, before starting a transmission, the
channel must be detected empty during a time ca#llé®. Once the bachff in-
stance is started, the numlmérbackoff slotsis computed in the same waging the
DCF but also with differenf€ W, andCWi,, paraneters for each AC

To achieve differentiatio, instead of using fixed DIFS, as in 802.11 DEBCA
assigns higher priority ACs with small&W,i,, CWax, andAIFSN to influence the
successfutransmission probabilityn favor of highpriority ACs. The AC with the
smallestAIFSN has the highest priority, and a station needs to defer for ite-corr
sponding AIFS interval. The smaller the parameter values (suBH8sCW,,;, and
CWiax) the greater the probability of gaining access to the medium. EachitAi
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a station behavdike an individual virtual station: it contends for access to theiimed
um and independently starts its baxfk procedure after detecting the channel being
idle for at least an AIFS period. The baafk procedure of each AC is tharse as

that of DCF. When a collision occurs among different ACs within the same station,
the hidher priority AC is granted the opportunity to transmit, while the lower priority
AC suffers from a virtual collision, similar to a real collision outside thiost.

AC AIFSN CWhinx CWinaxx
0 (Background: BK) 7 CWhin CWax
1 (Best effort: BE) 3 CWhin CWhax
2 (Video: VI) 2 (CWhint1)/2-1 CWhin
3 (Voice: VO) 2 (CWhin+1)/4-1 (CWiint1)/2-1

TABLE VI DEFAULT EDCA PARAMETERS

IEEE 802.11e EDCA definesTaXOP;,; as the time interval during which arpa
ticular station can initiate transmissions. During this period, defined by a starting
time and a m@mum duration, stations are allowed to transmit multiple data frames
from the same AC continuously withitnd time limit defined by TXORy. In
802.11e EDCA the higher priority ACs have a longer Tx&Pwhile lower priority
ACs have a shorter TXQR.. Priority differentiation used by EDCA ensures better
service to high priority class while offering a nmmum service for low priority tria
fic. Although this mechanism improves QeSof reattime traffic, the performance
obtainedis not optimal since EDCA paranees cannot be adapted accordioghe

network conditions

The values of EDCA parameteage diferent foreach different ACThe higher
priority ACs wait a small AIFS time period while the lower priority ACs have to wait
a longerAIFS time before they can access thedium. The size afhe contention
window variessuch that the higher priority ACshgose bacloff values from a
smaller ontentionwindow compared to the lower priority ACs. TXOP Limit is also
set in a way that theigher priority ACs gairaccess to the medium for longdura-

tions. As the values of EDCA paraters are AC specific, theyreasometimes
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referred to as AIFS[AC], CW.[AC], CWo{AC] and TXOP Limit[AC]. Thus, la-
sically the mairdifference between DCF and EDCA is that EDGgesAC specific
parameters AIFS[AC], CWAC] and CW,,,{AC] instead of using fixedvalues
DIFS, CW,in, ard CW,,. EDCA parameters angeriodically advertised by th&P.
The AP can adapt these parametdymamically depending orhé¢ network cond
tions. The 802.11standard specifiedefault values of EDCAparameter§TABLE
VI ) if they arenot advertised by thaP.

2.3.2.1.2 Arbitration InterFrame Space (AIFS)

The minimum time period for which th@medium must be sensed idle before an
EDCAF sfation may start transmission lbackoff is not the fixed value DIFS &in
DCF), bu is a variable value, AIFS, whiaepend®n the AC for which the BCAF

is contenling for. AIFS is derived from the followingquation:

AIFS = AIFSN x aSlotTime + aSIFSTime

whereaSlotTimeis the slot timeaSIFSTimds the Short InterFrame SpacéSIFS
time perod andArbitration InterFrame Space Numb@hIFSN) is used to detenine
the length of the AIFSAIFSN specifies the number of time slots in amditto the
SIFS time period thAIFS consists of. [ferent AIFSN values are usddr different
ACs such that thénigh priority ACs use smaller values compared te kbw priority
ACs.

The smaller AIFSN value for a higher priority A@eshorter time period before
it can start transmission or coudbwn its bacloff timer compared to the EDCAF
for a low priority AC. In this way,the higher priority ACs are guaranteed greater
share of the bandwidth. Moreovemaller AIFS lengths ensure that the higher prior
ty ACs will not suffer from longdelays, which are vey critical for the delay
sensitive apptations/traffics. The lowepriority ACs may suffer from longer delays
because of the larg&flFS durations they have to wait, but since these ACs ere d
signed for delayolerant applications/traffics,a certain amount of delays do not

degrade their perfmance beyonan acceptable limit.
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2.3.2.1.3 CWmin and CWmax

The minimum and maximum Contention Window size limaits not fixed as they
arein DCF, but are variabldepending on the AC. The highaniority access catey
ries havesmaller CWvalues compared t@Wer piority ACs. A smaller Catention
Window for an AC will cause the corresponding EDCAFmose smaller random
backoff values This gives an AC priority over anoth&C that hasa larger Cordn-
tion Window, which will have a larger badif valueand thereb longer dlays.

The CW,,, valuesfor lower priority ACs, AC_BE and AC_BK, atbesame as it
is for the legacy 802.1DCF, but thevalues for higher priority ACs, AC_VO and
AC_VI, are as small as ortalf or quarter of those of the lower priority ACs. §hi
results in smaller baesff valuesfor the high priority ACs and thereby shorter rined
um access delays. The negative aspéamall contention wdow sizes for higher
priority ACs is that they dfer fromhighernumkber of collisions. The reason for this
is that the probabilityof choosing the same baokf values or counting the baakf
timers to zero at the santiene increases with the decreasing @ntertion window
sizes CWa« vValues for high priority ACs are also set such that they are equal or less
than the CW;, values for the lower priority ACso t hat | ower priority t
get locked out of contention in busy traffic perioHiégh priority access categories
aregiven a consistent and greater share of the bandwidth in the situationstiden
network hashecome congested. On the other hand, this may severely degrade the
performance othe low priority ACs since they might not be able to decrement their
backoff timersbecause of the smaller post baxfk durations of the higher priority
ACs. When a bacloff process begins, a STA computes a random number uniformly
distributed in the range (0, C\Wvhere CW is taken from the G\ parameterand
initializes its backoff counter with this valueWhen a collision occurs, the CW is
doubled up to anaximum of CW,,, this process is called the Binary Exponential
Back-off.

2.3.2.1.4 Transmission Opportunity (TXOP)

The TXOP is the timeduration an EDCA may transmit after winning access to
the medium. TXOP isharacterized by a maximum duration, called TXORiLiAs
an EDCAF gets th&XOP, it can then start transmitting frames such that the-tran
mission duration doesot exceed the TXOP Limit. The transmissturation covers

the whole frame=xchangesequence, including the intermediate SIFS periods and
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ACKs, and the RTS and CTfgames if RTS/CTS mechanism is enabladon-zero

value of TXOP Limit indicates that the EDCAF may transmit multiple frames in a
TXOP, providedhat the transmission duration does not exceed the TXOP Limit and
the frameselong to thesame AC. This is then referred to as Contention Free-Burs
ing (CFB). The consecutive frame transmissions in a TXOP are then separated by
SIFS time periodsstead of AIFS plus the post back periods. The multiple frame
transmission is granted to EDCABr(AC) and not to the station, j.& is only &

lowed for tre transmission of frames of tiskameAC as of the framedr which the
TXOP was obtained.

Much researclthas shown how 802.11e can differentiate between different traffic
classes and greatly imprevQoS. Nonetheless, where there is significant contention
within a traffic class, increaddevels of contention delay, packet loss, fttér can

occur resuing in unacceptable ongay delays forsome sessions.

2.3.3 WLAN Software Architecture

In order to onfigure the AP wireless device driver, the Linux Wireless Extension
and Wireless Toolsvere utilised These are a collection of user space utilities that

are part of anOpen Source projeethich wasbuilt with thecontribution of many
Linux usersall overthe world.The Linux Wireless Extensiois a generic APWhich

allows the usespace access to driveonfiguration and statistics spécito common
Wireless LANs. This is very useful in thatsingle set of toslcanallow parameters
to be changed in reime withouta requirement toestat the drier.

TheLinux Wireless Toolsare a set of tools that allow for the manipulation of the
Wireless Extensions. They use a text interface which provides the followmng co

mands;
1 iwconfig manipulate the basic véless parameters

1 iwlist: allow to initiate scanning and list frequersiditrates, encryption

keys
1 iwspy:allow to get per node link quality

1 iwpriv: allow to manipulate the Wireless Extensions specific to a driver

(private)
I ifrename:allow to name integces based on various static criteria
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Nowadays, modtinux distributionsalso haventegrated Wireless Extensions
supportin their networking initialisation scripts, for easbottime configuraton of
wireless interfaces. Thesdso include Wireless Téoas part of their staadd pak-
ages.The htest Linux kernel ersions have higher version of Wirelesstdfision
which can enable drersmore functionalities only available on higher versionewir
less extensionSomeimportant controls provided by the wiess tool package and

WLAN device drivers are as follows:
9 Basic setting such as the SSID, WEP key
1 The WLAN device work mode such as AP modeSdiA mode

1 When the WLAN device is not working in STA mode, one can set its radio

channel

1 The encoding rate, thigansmission power level, and the retransmission
limit
The above controls areommon controlsupportedoy most hardware. WLAN

device drives and hardwarean extend the control through the w p comnmiand

Some extasionsthat were used in this reseaak as follows:
9 EDCA parameter setting&lFS, CWhin, CWiay, TXOP limit

1 MAC addresshased access control list. It allows users to specify a list of

MAC addresseshtat can or cannot access the AP

Using these tools, a WLAN cagahd driver can be set to woak arAP or a STA.
In order to be an AP, the WLAN caoén support all the functionalities AP such
as sending broadcabeaons andacceping authenticatn/association request
the WLAN device is setotbe a STA, the WLAN cards can automaticallgativer

APs in the area andnonect with them.

The architecture of the WLAN software packages are showigime 2.14In the
kernel, WLAN hardware is controlled by the device driver which is in tuntraited

by the Linux Wireless Extensions API in the user space.
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Figure 2.14The WLAN software package architare

In the kernel, the kernel wireless extensionrimtets the commands between the
wireless tool package and WLAN device drivEhe setup of the WLANestbed is
described irChapter 4

2.3.4 802.11aa

The IEEE 802.11a§36] standard waspproved by IEE in 2012 It defines a
number ofenhancements to IEEE 802.11 that allow for improvaddio and video
streamiig QoS while maintaining data amdidio performance. These enhancements
include: Groupcast with Retries (GCR)yéamClassificdion Service (SCS)Ova-
lapping Basic Servicee® (OBSS) management, interworkimgh the IEEE 802.1Q
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Stream Reservationrétocol (SRP), and intraccess categorfintra-AC) prioritiza-

tion.

Intra-AC prioritization is an extension of the EDCA function described.$12.1
Instead of only four transmit queues, six queues are used to provide further prioritiz
tion between individual audio and video streafiso queuesare definedor voice
traffic (primaryd AC_VO and alternat® AAC_VO), andtwo queses for video tra
fic (primaryd AC_VI and alternat® AAC_VI), one queue for best effort traffic
(AC_BE), and one queue for background traffic (AC_BK). These transmit queues
are mapped to four independent EDCA functions (EDCAF) to enable traffic differe
tiation over the wirkess channelRigure 2.1% using four EDCA Access Categes
(ACs): VO, VI, BE, and BK Framesfor the voice andvideo streamdbelonging to
the primary queues are selected with a higher probability than frames from the alte

nate queues.
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Voice Video Best Effort Background

Figure 2.153302.11aa intraAC traffic prioritization

The EDCA mechanism provides differentiated, distributed access to the WM for
STAs using eight different UPs. The EDCA mechanism defines four accese-categ
ries (ACs) that provide support for the delivery of traffic with UPs at the SThe.
six transmit queues and A@se derived from the UPs as showT#BLE VII :
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UP AC Category Transmit Queue Transmit Queue
(AlternativeEDCA (AlternativeEDCA A-
Activated: tivated: True)
False/Not Present

1 AC_BK Background BK BK
2 AC_BK Background BK BK
0 AC_BE Best Effort BE BE
3 AC_BE Best Effort BE BE
4 AC_VI Video VI A VI
5 AC_VI Video VI \

6 AC_VO Voice VO A VO
7 AC_VO Voice VO VO

TABLE VII USERPRIORITY TOAC MAPPINGS(802.11aA)

Theresearctpresented in this thesigas initiated befor@ublicationof 802.11aa
and it is very interesting to see that the approach taken by 802.11aa is quite similar to
that presentd here. Either way, some mechanism of distinguishing between traffic
categories, i.e. intrAC, is required This research uses a prioritization mechanism
that provides three categories fmice streams with one backgroucategory. IEEE
802.11aa providea different but interesting approach to voice stream prioritization.
Work in [37] presents a saturation throughput model which compares the new Intra
AC prioritization with EDCA intefAC prioritization.

2.3.5 VoIP Support over 802.11e

While the802.11e EDCAunction provides a default static parameter confegur
tion, such settings magot yield optimum performance due to traffic characteristics
Alternatively, dynamic¢ adaptiveconfigurations often provide optimal performance
in terms ofQoS in reatime applicationstraffic throughput, and overall networkrpe
formance.There has beenuch research cagail out on optimization of 802.&for
different traffic characteristics. This includes work on H@F Controlled Channel
AccesgHCCA) mechanismand EDCA Regarding HCCA, wrk in [38] analyses the

-74-


http://www.sciencedirect.com/science?_ob=MathURL&_method=retrieve&_udi=B6VRG-4YHT85N-1&_mathId=mml5&_user=103680&_cdi=6234&_pii=S1389128610000654&_rdoc=1&_issn=13891286&_acct=C000007922&_version=1&_userid=103680&md5=353837d64753bde7a15dc8859058e8a7
http://www.sciencedirect.com/science?_ob=MathURL&_method=retrieve&_udi=B6VRG-4YHT85N-1&_mathId=mml7&_user=103680&_cdi=6234&_pii=S1389128610000654&_rdoc=1&_issn=13891286&_acct=C000007922&_version=1&_userid=103680&md5=158a2bf828d7d56aa9fd8cd7a949bb27
http://www.sciencedirect.com/science?_ob=MathURL&_method=retrieve&_udi=B6VRG-4YHT85N-1&_mathId=mml8&_user=103680&_cdi=6234&_pii=S1389128610000654&_rdoc=1&_issn=13891286&_acct=C000007922&_version=1&_userid=103680&md5=d9afa256b28259d54c08d9ef50afa980
http://www.sciencedirect.com/science?_ob=MathURL&_method=retrieve&_udi=B6VRG-4YHT85N-1&_mathId=mml9&_user=103680&_cdi=6234&_pii=S1389128610000654&_rdoc=1&_issn=13891286&_acct=C000007922&_version=1&_userid=103680&md5=39f1c9633e049792f7449a119346a7b9

system capacity oHCCA for different traffic conditionswhen comparingiCCA

with aTimeslot Reusd TXOP(TRTT) mechanism which increases fi€OPalloca-

tion to every nodeHCCA is evaluated in terms dhe capacity of simultaneolys
supported VolIP calls ifi39]. Thisincrease in capacity is brought about by therexte

sion of theControlled Access PeriofCAP) during the Contention Pied of 802.11e
operation. Further details on tRECCAare available in th802.11e specificatiof8].

Due to delays in certification early on, tRECCA mechanism was not widely inmggs

mented on devices in industry so it was deemed appropriate to pursue this research
using themore widely implementeBDCA channel access mechanism.

2.3.5.1 Optimal EDCA Parameter Configuration

Extensive work exists in the literature regarding the pursuit of optimal parameter
configurations forEDCA in many different network scenarios and under mary di
ferent traffic characteriies. Work by Chen et aJ40] evaluates, via simulatiomhe
capacity of VolIP traffic witim both IEEE 802.11eEDCA and HCCA This work
evaluatesConstant Bit Rat€dCBR scenarios using th€.711 G.729 andG.723.1
voice calecs where the impact of background traftitlizing the contention based
EDCA) on the end to end delay of Votrffic (thatutilizesHCCA) is evaluatedAt
this point it is worth noting thatada traffic traversing an 802.11 network in the
downlink direction can experiencehe negative effects of traffioad asymmetnat
the AP, particularly in network saturation scenarid$is asymmetrymay be @-
scribed asAP Throttling [41]. Essentially this scenario arises an infrastructure
network scenario where a BSS daims anAP andn wireless nodesSTAS3, where
eachSTAtransmits the voice traffic of one speaker on the upkink node outside
the BSS According to this rolethe AP transmitsn times the traffic of eaclSTAon
the downlink. However, the 802.11 MAC access mechanistatdgthat eactire-
less node {AP, STAl, STA2,.. STAR}, will access the wiless medium with
approximatelythe same piaability. Thisnodeequality in transmission opportunities
inevitably results in a neork bottleneck at th&P on the downlinkDangerfield et
al. in [41], [42] demonstrates that throughput at the AP is the main constraimt-on ¢
pacity for VolP in infrastructure mode 802.11 networks. The proposed solution
alleviates the problem using increased buffer sizes on theAA&ther solution to
this problem AP Thrdtling) is provided byClifford et al.[43], in a scenario where
there are n wireless nodes, each engaged in a VoIP session, the wireless gpations (

link) each have an
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n/(n+1) (2.28)

share of the bandwidth, whereas #&fe(downlink has only a:

1/(n+1) (2.29)

share. Tl proposed solutiomvolves the tuning of EDCA parameters in order to
raise the priority of the R. Thisproposed 802.11e prioritization approdstvey

straightforward and imposesly a smalcomputational burden adhe BSS nodes.

Much of the research mentioned togthis point focuses on tleapacity of 802.11
networks to support VolIP in terms of throughput and the number of active calls. The
effect of traffic congestion in the downlink directidhat is caused by congestion at
the APis also described along with proposed solutions to this proleémtuning of
802.11 EDCA parameters provides a meamaaximize channel utility andptimize
the perbrmance of realime applicationsThese QoSmprovementscan be brought
aboutby tuningthe EDCAparameter&\IFSN CW, andTXOPdepending otthe traf-
fic characteristics of the network. This can increase the probability that packets
assigned to the top prity category can secure access to the wireless medium faster

than packets in the lower priority categories.

In [44], Leith et al. usean experimentatestbed to demonstrate that the 802.11e
parameter€W,,, TXOPandAIFSwork largely in linewith their analytic and sim-
lation predictions.They demonstrateghat theflexibility provided by the 802.11e
MAC can be used in practide alleviate certaitransport layer unfairness involving
TCPs assumed path symmetriasd yieldsignificantimprovements tafrCP6 s r- p e
formance over 802.1Relatedwork in [42] devisesa technique for measuring the
MAC level delayn 802.11 networks usinger-packet interruptsThis workuses ac-
curateoneway delay measurements implementthe prioritisation of voice in an
802.11e hardware tebed The method is capée of achieving acaracies of tens of
microseconds, thiprovides an exaple of how the 802.11e parametekf~S CWhin
andTXOPcanchange the delay experienced by a statifsing these techniquethe

authors iN42] study dela in the comext of protecting a voiceall competing against
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data traffc in an 802.1linfrastructure networkThe work demonstrate that the
standard 802.1DCF function can allovgreedy datdraffic to seize bandidth from
a lowrate voice call, wheredhe 802.11e MAC can be used to protect thzite call
against large numberd data station®y usingmodest values oAlIFSN while main-
taining throughput, mean delays amelay distributions in a range where high voice

call qualitycan be expected

The AIFSNparameter is used to implement priority{4®] andin [46] along with
the CWminparameterWork in [45] providesan experimental evaluation of 802.11e
in a mixed voice/background data transmission scenarging various background
traffic loads and packetization schemes for the background traffec.background
traffic (assigned tAC_BKcategory is initially assignedthe sameAlFSN value as
the voice traffic (assigned tcAC_VOcategory, and then AIFSNis incremented for
AC_BKwhichresults infaster medium acce$sr packets irAC_VQ along with a-
creased delay, jitter, and packet loss. Thisk claims that a difference iAIFSNof
6 (AIFSNac vi = 2, AIFSN[ac g = 8) provides all VoIlP STAs with minimum R
factor of 70. However a smaller difference betweenAHESNd o etsprovide the
same level ofrioritization to AC_VQ In all experimental scenariothe improe-
ment for voice traffidn terms ofquality (wired and wireless sideandthroughput is
negligiblewhen theAIFSNac g is incremented t@, and only a slight imprament
is experienced wheAlIFSNac gk is increased td. This illustrates that theifference
between theA\IFSNvalues for two ACgnust be more thagin order to providesig-

nificant prioritization.

Further experiments ifd6] evaluate the feasibility of th€Wminparameter to
improve voice quality and throughput over background traffic. Using a sitesar
setup to[45], this work examines different settings G#Wminfor AC_BK traffic
(CWminac_gxy), and forAC_VOtraffic (CWminac voy). It is observed that STAs with
lower values ofCWminexperience less average time regdito win a trasmission
opportunity packoff timg, thus experiencingnproved quality and throughputhis
work notes that in order to avoid a situation where-poierity traffic gets complet-
ly blocked out, the sum oAIFSN plus CWmaxfor high priorty traffic should be
greater tharAIFSN for low priority traffic. Work in [47] seeks to find an optimal
configuration for EDCA in terms of maximizing data throughput using both analyt
cal model and simulation, arfthds that an AISFNparameter is not used in the

optimal configiration.
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The work in [45], [46], and[47] helped inform the prioritizatio mechanism e+
scribed inChapter 3where a configuration using a combination of these parameters
(AIFSN, CWmih along with theCWmaxparameter isisedto prioritize certainvolP

sessions over others as required to optimize. QoS

2.3.5.2 Game Theoretical Approach towards EDCA Parameter Optimization

Another approach towards the optimization of EDCA parameters is the applic
tion of game theory methods to tisSMA/CAmechanism. This area of study seeks
to improve network performance by tuning individual $etérested nodes to ofde
in a way that improves the overall system outcomes. A summary of this area is pr
vided in[48]. In a related work49], agame theoretical approadb used to achieve
a fair bandwidth distribution among uplink and downlink flows by tuningdWépa-
rameter in both ampplicationaware and applicationagnostic scenario. A similar
approach, this time tuning tieXOPvalue, is evaluated 0] where peformance is
measured again&DCA This work aims to improve QoS for individual nodes along
with overall networkperformance. Work by Banchs et fi1] extensively evaluates
agame theoretial approachwhen using a distributeldroportionatintegral contrd-

ler to ensure that selfish nodes cannot benefit from their owrehaigiour.

2.3.5.3 802.11 VolP Capacity

Researchn [52] finds upper bounds for the number of voice calls that can run
concurrently in an 802.hlinfrastructure network, while mairithng an acceptable
level of QoS Quality is measred in terms opacket delaypacket lossndjitter. The
network VolP capacitgan vary depending on factors suchnasvork trarsmission
rate, voice codeased,and theextent ofbackground traffigpresent This work com-
cludes that 5 VolIP calls can bepported in an infrastructure network before some
calls begin to experience significant degradations in quality. The VolP capacity of
IEEE 802.11bnetworks is further studied yole andTobagi[53], wherean upper
bound on theaumber ofVoIP calls is measured. This wodvaliatesa wide range of
scenarios including differemelay constraintschannel conditionsandvoice encd-
ing schemesncluding G.711 and G.729 The network capacity is foa to be
sensitive to packetization and wireless network delays where packet size selection
can maximize capacity. This work also concludes that the G.729 codec provides a

higher capacity for VolRinlessVolP quality MOS scores of 3.65 are required, in
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which case the G.711 codec is preferable. Cai ¢b4).compute theCBRvoice @-
pacity in 802.11 WLANsusing a theoretical modeand veify their modelvia
simulation esults They conclude that the delay bound of i@k applications can

only be guaranteed when the AP is not saturated.

Dao et al[55] find an analytical formulation usintiproughput analysis of voice
traffic to compute the voiceapacity andhey thencompare t with their simulation
resultsusingthe commercial network simulat@PNET Trad et al[39] also use the
same formulation t@valuate the voice capacity IEEE 802.11e. Hegde et §h6]
and Harsha et g57] also evaluate theoice capacity in IEEE 802.#lusing analyt
cal models. Irparticular,[57] analyses the effect of TCP traffic on voice callsWork
in [58] analyses the capacity of VoIP in 802.11WLANs, compaexrgerimentate-
sults with sinulations and theoretical results. The authors identify certain factors that
are often overlookeith the literaturein both experiments and simulatiomdjich &-
fect network capacityThe packet generation offsebr the difference in the times
that packetgeneration begindn simulation can cause unrealistic buffer overflow
when all nodes in a network begin to generate packets at the same time, thus filling
the AP buffer Theretry limit for wireless clients can affect packet loss when a short
limit is reached causing packets to be dropped. This value can vary depending on
wireless cards and simulators used. bh#er sizeat the AP catiill up when dow-
link packets queue while waiting for the AP to gain access to tretessr medium,
this can cause padkmss as the buffer overflowhese factorsan be tuned diffe
ently and can affect the QoS of VolP. Thag taken into account in simulation and
expermentl results presented @hapter sandChapter 6

2.4 Time Synchronization

The ongoing development of communications and industrial applications over
computer networks increasingly relies on accurate time synchronizasomen-
tioned inChapter 1it is estim#&d that there will be 25 billion devices connected to
the Internet in 2015, with 3.7 connected devices per pgPjom terms of QoS,&-
al-time applications such a¥olP, Internet Prtocol Television (IPTV), and
Multiplayer Online GamindMOG) can benefit fromaccurate time synchronization
With the emergence of thénternet of ThinggloT) and CyberPhysical Systems
(CP9 [66], theneed for time synchromation is spreading towards providing for the

future developmentfoexisting applications such asformation exchangbetween

-79-



vehicles and highways itmansporation systemgor example. Similar requirements
existin power gridsystems where renewable eme sources will require different
control systems governing their accessatad interaction with the grid. There ate a
so emergingime synchronization requirementsr high value applications in the

medicalandfinancial fields.

2.4.1 Future Timing Requirements

With a view towards meeting these demandgoing work at NUI, Galway in
the areas described [i66] and[4], is aimed atoT development with respect to time
synchronization. Current work n the Performance Engineering Laboratory
(PELD) [67] is contributing to th&ime Aware Applications, Computers, and Camm
nications System@AACCS research projedqtd]. The research project aims ¢ater
for a new economy that will be built on the massive growth of endpoints on-the |
ternet where precise and verifiable timindl be required. This will apply toxsting
areas such as intelligent transportation, financial industry, and teleconatnomsc
and to developing areas like th&ernet of ThinggloT). The TAACCS white pa-
per[4] outlines critical researain six areago be carried out on this topic. There are
tradeoffs required orOscillatorsin networks between pertimance, power and cost,
while Time Transfer Systemll need to deliversignals toan exponential increase
in endpointsTime AwareNetwork and Communicatiorsystems will requireleve-
opment in a number of areashile Timing Support for Applicationwill require
crossdiscipline research on providing predictable execution in software and har
ware and providig scalable supp to large numbers of systemBevelopment
Environmentsare required for designing, simulating, and generating code for time
aware systems, and finallfjme Aware Applicationgill be the ultimate consumers
of timing signals will have dierse requirements, foxample, Machine to Machine
(M2M) technology which is expected to grow as part of the loT will be a majer co

sumer of time synchroragon [68].

2.4.2 Network Timing

The implementation of timing distributiouses packebased protocols such as
NTP or PTP to distribute timing information over a hieraraiynodes. A time

source such a&PS provides time to the node at the top of this hierarchy. The
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802.1as stadard [69] aims to esure that the synchronization requirements are met
for time sensitive applications, such as audio and video, in bridgadorksand

LANs where the transmission delays are fixed and symmetrical. This includes the
maintenance of synchronized time duringmal operation and in the case of add
tion, removal, or failure of network components and network reconfiguratiua.
standard aims to provide accurate time synchronization in 802.11 WiFi networks by
invoking MAC specific timestamp reporting elements tlae part of IEEE
802.11v[70]. The Precision Time Protocol (PTREEE 1588)[71], allows the sg-
chronization of distributed clocks to an accuracy of less thamciosecond. Along

with the provsion of microsecond synchronization, PTP aims to have minineal pr
cessing and networking requirements enabling it to be implemented on low cost
devices. PTP is designed for privately managed networks that use specialied har
ware and therefore provide moaecurate time synchronization. NTP on the other
hand, is designed to operate over large, dynamic networks where the transnaission d

lays are varied.

Related work at NUI Galway that is patent penflipgpvides a mechanism that
improves time synchronizaticaccuracy in 802.11 networks, as well as an improved
PTP. In 802.11 WiFi networks, this work improves time synchronization to the point
tha it is simlar to thatachieved over wired networks. This significant improvement
dynamically determines the delapsurred by time messages as they traverse e wir
less link. These @ays may then be used to reduce errors associated with non
deterministic time message latencies, which leads to greatly improved synahroniz
tion accuracyFor this work, theNetwork Time Rotocol (NTP) is used to provide
submillisecond time synchronization accuracy in order to facilitate the accutate ca
culation of M2E delays for VolP. This section details issues associated with time
synchronization and delay measurement includiages egarding delay calculation
due to the asynchronous nature of wireless networks along with details on the oper

tion of the NTP protocol.

2.4.2.1 Delay Measurement & Synchronization

In order to measure the time that events occur on different nodes in a distributed

computer network, and the duration of time between the evenssnéicessary to

5 PhD thesis by J. Shannon, NUI, Galway, 2014
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provide a common time reference of specified accufa2ly Accurate calculation of
oneway packet delays ianetwork testoed requires synchnization between nodes
of within millisecond accuracyf two nodes needo synchronise their clocks, then
they must exchange some information regsy the state of their clockseshereby a
node (N1) sends a messatj@imelJto another node (N2) contaitgj a timestamp of
the clock timelJ (Figure 2.18. N2 can then set its own clock to the time of N1. This
process is however, sensitive to delay in a distributedpaten network as the
transmit time(i is not factored in to thealculationas it cannot be known

N1 N2

Time

Figure 2.18UJni-Directional Synchronization

The delayl is composed o$end time, access time, propagation time, acdive

timeaccording td72]. The traversal times are defined as follows:

1 SendTime i The time interval between recording a timestamp by the
sender application and tlaerival of that message at the Netwonkelrface
Card (NIC) before transmissioriThis interval varies on different systems

with different hardware components and waite characteristics.

1 Access Timei The time delay experienced by a packet awaiting access to
the communication medium at the Medium Access Control (MAC) layer,
for example the 802.11 CSMA/CA contention based protocol as detailed
in2.3.1

1 Propagation Timei The time taken to traverse the communicationimed

um.
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1 Receive Timei The timetaken forthe receiverto receivethe message at
the NIC and passing it up the layers of the communication hierarchy to the
receiver applicatio.

An improvedsynchronizatiormechanisnfor distributed systems isnewhere a
node (N1) carsend amessageat J to N2 requesting a reply that contaitd2s
time [73]. N2 then sends a response message to N1 containingrstaimpll, at
t i me Onleception of thisreplymessag N1 r ecor dsuzdnticen r ecei ve

thencalculatt he roundtobe i p del ay o
P Esi O -(G2-G)

and calculate an approwate onevay delay valudi to beli & RFiglré 217
This discounts the processing time G at N2.
network symmetry which is not always the case

& 3

N1 N2

Time

Figure 2.17Roundtrip synchronization
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The calculated values fay andl.; may vary, particuldy in wireless networks
due to the nature of their medium accessother synchronization mechanism aims

to reduce the effect of send time and access time.

2.4.2.2 The Network Time Protocol

The Network Time ProtocalNTP) is built on thelnternet Protocol(IP) and is a
6connectionl ess 6 UgerDatagram d’fotocb(UP). It was @-s t h e
signed to maintain accuracy and reliability on the internet and to be usable in
unreliable networks where uplink and downlink paths are chalggead asynclo-
nous. NTP consists of a network of time servers, clients, and interconnecting
transmission path® Pr i mary6 servers are synchronized
source which is usually an atomic clog#]. Time synchronization paths weally
follow a hierachical system where the primary reference servers exist at the root and
servers on the leaves tend to have deurgdevels of accuracylhe accuracy of an
NTP server is defined by a numenvanton val ue <cal
is borrowed from the telephone industry. Primary servers are assigned to level 1, and
on each sua@ssivelevel in the hierarchy the values incremgr]. A typical NTP
hierarchy is displayed iRigure 2.18A), where arrows show active synchronization
paths and the direction of timing information flow. The thin lines represent backup
paths where timing information is eéx@nged but are not necessarily used to sy
chronize local clock§r4]. In Figure 2.18B), the same graph is shown but this time
the connectio®d i s mi ssing therefortsdfhomaiet wor k ha

cally and now one of the Stratum 1 servers has become Stratum 2.
0

%
2/ \'2\’2

Figure 2.18A) NTP Subnetl (B) Subnet2

1/ \1"1
NN

2

NTP servers exchange timestamps with one or more subnet peers that they then

use to calculate individual round delays, clocKsets, and error estimates.
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Timestamps xxchanged betweea Servelanda Clientare represented figure 2.19
as(and the three more recent timestargps(,, and(J; are used to calculate round
trip delaygpa n d ¢ | o cokthe®é&nfersraative th the client at titde

&

Server Client
Tis
£ Tio
= I 0
z-;!‘+]
A 4 T I
Figure 2.19NTP Delay & Offset Measurement
If U= U, - Usandl,= [, - Uthen
D=a +0d, 2.50
and
=8t
| 2 (231

In an iteration of this process,aeh NTPmessage contains the previous three
timestampswhich are used along with the current message timestamp to calculate
delay and offet. Therefore these calculations can be carried out by a server and the
peer independently using a single message stféd4mAn NTP timestamp is a 64
bit unsigned fixegpoint number withte first 32 bits as the integer pand the se-

ond 32 bits as the fraction part. The timestamp is interpreted as the number of
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seconds since 00.00h on thédf January 1900, the NTP packet header structure is
illustrated inFigure 2.20

LI ‘ VN ‘ Mode Stratum Poll Precision

Root Delay

Root Dispersion

Reference ID

Reference Timestamp

Origin Timestamp

Receive Timestamp

Transmit Timestamp

Extension Field 1

Extension Field 2

Key |dentifier

Figure 2.2ONTP packet Header

The fields in the NTP packet are as follows

1 LI (Leap Indicator)i Warning of impending leap second to be added or
removedat the end of the current day

1 VN (Version Numbeii) NTP version in use

1 Modei Indicate the current operating mode

1 Stratumi Stratum mmber of the server

1 Poll Intervali The current desirehterval between messages sent
91 Precisioni Precision of servers local clock (secs

1 Root Delayi Indicates the total round trip delay from the server to its pr

mary reference (secs)
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1 Root Dispersiori Indicates the maximum error of the server clock relative

to its primary reference (secs)

1 Reference ID Identifies the particular server or reference clock. The-inte
pretation depends on the value in the Stratum field and where the server lies

in the hierachy of the current subnet

1 Reference Timestamp The time when the system clock was last

set/correctet!

1 Origin Timestamp The time at the client when the request departed for the

server

1 Receive TimestanipThe time at the server when the request arriveoh f

the client, at the server

1 Transmit Timestamp The time at the server when the response departed

for the client

1 Destination Timestamp The time at the client when the reply arrived from

the servet

* VALUES IN NTP TIME FORMAT

The NTP timestamp is ad to calculate delays in the té&d in this research
along with the UNIX timestamp which is interpreted as the number of seconds since
00.00h on the®lof January 1970, therefore thalue 0f220898880G&econds isdd-
ed to the NTPriteger part for delacalculations.

The performance of time synchronization protocols such as NTP can degrade
when run over wireless networks due their inherenfpath asymmetries that can
causevariable onewvay delays. This is an issue tHas beerresearchedt NUI,

Galway, as mentioned aboyand is detailed ifil].

2.5 Software Defined Networking (SDN)

With the advent of the loT, mobile networks will need to handle big data, a big
increase in network traffic, and new types of devices such as smart cars and appl
ances[14]. These deices will produce traffic as well as consume it and will share

networks with smartphones and tablets. All of this new traffic will be intiatdto
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users increasingly high expectations for good quality traditional RTC on mabile d

vices.

Headed by the OpeNetworking Foundation (ONFgoftware Defined Netwdr
ing (SDN) is an emerging network architecture that will be more suitable for todays
high-bandwidth, dynamic applications. The core concept of this model is that ne
work control is abstracted away frommdividual devices towards centralized
accessible computing devices allowing applications and network devices to treat the
network as dogical or virtual entity[3]. In this paradigm, network intelligence is
centralized in sfbware-based SDN controllers, in effect, rendering the network as a
single logical switch. SDN also simplifies networking devices as these would no
longer need to understand multiple protocol standards. Instead they woulctgyst a
instructions from SDNontrollers. In thdong term it is envisaged th&DN will en-
able services t@xperiencethe required QoS @ected fromnetworks. The SDN

architecture is illustrated iRigure 2.21

Application
Layer
Business Business Business
Applications Applications Applications
A Y A
API API API
Control A 4 4 v
Layer SDN Control Software
Network Network Network
Services Services Services
A
Control Data Plane interface
(OpenFlow)
Infrastructure v
Layer
‘ Network Device ‘ ‘ Network Device
Network Device ‘ ‘ Network Device Network Device

Figure 2.21Software Defined Network Architecture
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Although the idea of SDN was originaltp improve wired netwouk especially
backbone nmvorks such as improving thgerformanceof switches wireless ne
works will likely experiencemost of theadded vale from this new paradigm
Mobile networks are often characterized by very dynamic network corglitibich
tend to yield decreasegoE when compared to good, symmetric wima@hnectios.

In the conext of mobile networksopology and loaginformation from multiple ne

work domains (e.g., mobile and Wi access networks), combined with apgiien
requirements and user context, can enhance mechanisms such as mobile ddta offloa
ing and vertical (crostechnology) handovers. Especially in the cas&/o-Fi, this

can enable efficient management of wireless resources (e.g., reducing wireless inte
ference through appropriate channel selectionyFiMkccess sharing, and content
caching which can further improve the ofeel QOE and service perfoance.

2.5.1 OpenFlow

OpenFlow[59] is the first standard communications interface defined between the
Control and Infrastructure layers of an SDN based archite[8lur®peFlow enables
access to and manipulation of the forwarding functionality of ndtwauting deve-

es via the OpenFlow protocol, this protocol is required to move network control out
of the networking switches to the centrally controlled software. The OpenFtaw pr
tocol identifies network traffic alows based on parameters such as ugstjerns,
applications and cloud services which enables granular control. The use ofitows e
ables the network to respond to reale changes at application, user, and sessions

levels.

2.5.2 Trends Driving Network Evolution

Conventional hierarchical networkseadesigned for a static cliesérver based oo

puting model and are increasinglysilited to the emerging dynamic computing and
storage needs of applications, data centres, and carrier environments. This has been
exacerbated by a rapid growth in mohilevices and content, server virtualization

and cloud services. The following trends are listed by the Open Networkingdound
tion [60] as the key driverotvards SDN:

1 Evolving Traffic Patterns:
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o The growth of mobile, server virtualization and the cloud isiogu
a change in traffic patterns. Users now access corporate content and
applications from different locations, on differesdvices, at any

time.

M Thefi ®nsumerization of ITo:

0 Users are increasingly using mobile devices such as smartphones,
tablets, and notebooks to access the Internet. These different pe
sonal devices must be accommodated while protecting corporate

data andntellectual property.

9 The Rise of Cloud ®rvices:

o0 Enterprises have embraced public and private cloud serviees, r
sulting in major cloud growth. They now want the ability to
selectively access applications, infrastructure, and other resources
on demandThis requires arlasticscaling of computing, storage,

and network resources.

9 Big Data requires More Bandwidth:

o Handling todays #@Abig datado requires
scale with potentially thousands of servers directly connected to

each dher, this requires more and more bandwidth.

1 Existing Network Complexity is Slowing Improvements

o Networking protocols are typically defined in isolation with each
one solving a particular problem. This has resulted in a maiof co
plexity in todays networksvhere adding a network device might
involve dealing with multiple switches, routers, firewalls and Web
Authentication portals, as well as updating VLANs, QoS and other
settings at the device level. Tackling this complexity increases the
risk of service disiption therefore networks have remainedasel

tively static.

0 Existing networks can manually provide differentiated levels of
QoS with network devices being configured separately, however
this static configuration cannot dynamically adapt to changitig tra

fic, application and user requirements.
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1 Inability to scale

o With todays virtualized data centres, traffic patterns are incigasin
ly more dynamic and therefore unpredictable. Large companies
such as Google and Facebook employ lagpde parallel -
cessing lyorithms and datasets requirihgperscalenetworks that
can provide higiperformance, lowcost connectivity among pate
tially millions of physical servers. This degree of scalability cannot

be manually configured in the existing network araitee.
1 Vendor dependence

0 SDN is a response to the mismatch between market requirements
and network capabilities. Carriers and enterprises abilitgsimond
to changing business needs and user demands is affected by the
typical life cycle of vendors product life cke which can be in the

order of years.

SDN has been developed as a response to these trends and problems, solutions to
which would not be feasible without such dynamic, logicallpticdized network
control. The mtelligent Access Point (iIAP) presentedthis thesis can be viewed as a
move in the direction of SDN, whereby devices (iAP) are controlled by a keatra

controller that has full informatioand access to network devices.

2.5.3 SDNand WLAN Networks, QoS/QoE Benefits

Given the importance of WLANaiworks in Internet connectivity, relativelytle
is known about how to exploit the benefits of SDN for Wii]. Work in [90] pe-
sents a WiFi SDN called AeroFlux which can significantly reduce control plane
traffic via a 2tiered control plane. In this model, frequent, localized events are ha
dled close to where they originate (close to an AP for exampla)NearSighted
Controller (NSC), whereas global events which require a broader picture of the ne
work are handled by &lobal Controller(GC) which is logically located in a data
centre for example. Work if62] presents a waless tesbed for dense WiFi rie
works that evaluates how different WiFi management strategies affect user
experience and network behaviour in both residential and enterprise settings. This
work presents a prototype SDN WiFi framework that can realiseadbrange of

management techniques for channel, power, and association control by using a virt
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al AP abstraction to remove the WiFi control logic from the physical infrastructure.
Work in [63] discusses the necessary steps required for the migration from&odays
residential network model towards a converged access platform based on SDN. It
states that the integration of OpenFlow into the entire chain of residential devices
will be benefigal in many ways including the simplification of networks ana i
provement of QoS via the notion oflaw. Four primary benefits that SDN brings to
carrier WiFi networks are listed if14]; these include scalability, policy owol,
network monitoing and location services. These benefits are provided in the context
that users now expect the same level of service in wireless networks although not

necessarily via mobile phones.

In terms of SDN benefits in QoS and Qatgrk in [65] details an SDN enabled
QoE monitoring and enforcement framework for Internet services in mohile ne
works named Internet Service gquality Assessment and Automatic Reaction (ISAAR).
Using a three component structure consisting of a classification anidonng unit
(QMON), a decision unit (QRULE), and an enforcement unit (QEN), ISAAR aims to
satisfy customers service quality expectations from a networlatopepoint of view
by optimizing the transport of the most popular traffic flows (e.g. Videzastng,
Voice, and Facebook). vk in [64] presents an example of SDN use in improving
QoOE where itdetails anidea for anSDN contoller that has a global view of athe
work domain which carbe used tdboth perform optimized path assignmemind
achieve the desired level of QOE perfonmo@fom the users pspective.

2.6 Linux Traffic Control

The prioritization module described in secti82.1 implements prioritization
amongst VolIP calls in the iARhis functionality requires a method to priorize-
lected VolP tréic in the 802.11e CSMA/CA frameworKhe Linux Traffic Control

suite[7/6]Jcarri es out this function by <changing

header of IP packets belonging to VoIP sassithat are meant to be prioritiz&dhis
section provides some background information on the workings of the Traffic Co
trol suite and, in particular the iptables framework which is used in the iAP

prioritization module.

The Linux Traffic Control (TC) suite provides a set of queuing systems and
mechanisms that by which packets are received and transmitted on a Linux system or

router. TCdetermines if packets should be accepted on a system on the input inte
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face or if they should be forwarded to anottiestination and assigned to the output
interface. In either case, packet manipulation is possible, including matitpubf
values in the IP headérhus t is possible to implementipritization of data packets
in a wirdess AP usind.inux TC to manipuhtethe Diffserv Code Point (DSCP) lva
ue in the IP headewithin the 802.11e EDCA channel access mechanisitkgts
are asigned tahe appropriatgueus based oD SCPvalues in their IP headers.

2.6.1 Netfilter

As part of the TC suiteNetfilter is a Linux lernel framework that facilitates
packet filtering, port translation and Network Address Translation (NAT). Network
packets are handled lptableswith aset of rules which are ordered together to form
a list calledChains These chains are then groupegktber to forniTables The Nat-
filter framework, of whichiptables a part of, allowsa system administratootdefine
rules for how to deal with network packe®ules are grouped inthainswhere
each chain is an ordered list of rules. Chains are granpethbleswhereeach table
is associated with a different kind of packet procesdtivgry network packet akr
ing at or leaving from the computer traverses at least one chain, and each rule on
that chain attempts to nedt the packetNetfilter also povides furtionality for the
modification of packets via packet mangling; thiethod isusedin the iAPto edit
DSCP valies in IP headers as detailedGhapter 3These firewall rules are stored in
packet filtering tables that are integrated into the Linux kernel. Inside the pdeket fi
tering tables the rules are grouped together in what are known as chains, or rule

chains.This process is illustrated Figure 2.22
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Figure 2.22ptables packet flow

Iptables is used to set up, maintain and inspect the tables of packet filtering rules
in the Linux kernel. The Netfilter/Iptatdd77] framework defines fig major hooks
which are used to intercept and manipulate packets. TaesBEREROUTING,
FORWARD, POSTROUTING, INPUTand OUTPUT chains Incoming packetsre
ter via the PREROUTING and INPUT chains. Outgoing packets use the OUTPUT
and POSTROUTING chains. Th@RWARD hook allows packets to pass through a
device such as a router, or a gateway, by entering on one interface and leaving on a
other. The INPUT hook allows packets to be processed before they are delivered to a
local process, while the OUTPUT hook alethe packets to be processed just after
they are generated by a local process. Packets can be processed befe/¢ha
network interface via the POSTROUTING hook and the PREROUTING allows

packets to be processed just as #reive from a network irface.

Thereare four independent tables iptables. TheFILTER table is the default
while the NAT tableis consulted when a packet tlaaeates aew connection isre
countered. ThMANGLEtable is used for packet modifitan andhas five builtin
chans; PREROUTING(for dtering incoming packets before timg), OUTPUT (for

altering locallygenerated packetbefore routing)INPUT (for packets coming into
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the box itself), FORWARD (for altering packetdeing routed through the box),
andPOSTROUTING(for altering packets as they are about to go duig. iAP pii-
oritization moduleusesthe MANGLE table to alteDSCPvalues in the IP header of
paclets that are deemed to peoritized in the iAP.The RAW table is a new add
tion to iptables, and is used foonfiguration exemption® mark pakets that should

not be handled by the connection tracking system

Each of the tables described above has chains. It is also possible to create custom
chains to organize the rules that are created. The policy of a ishto ACCEPT,
DROP, RETURN, or QUEUE determines the fate of packets that reach the end of the
chain wihout otherwise being sent to a specific target. Packets that match a rule pass
to the ACCEPT target, whil e pacviaghes t hat
DROP target. If no packets match any rules, then all packets are consideredhto mat
and areaccepted. A simplified illustration of this process is provideBigure 2.22
with a nore detailed graph of the iptables kekctraversal process fgovidedin Ap-
pendix Il Details of how iptables is used to implement prioritization of ptch the
IAP are provided irChapter 3andChapter 4

2.7 Summary

This chaptethas provided background informatiand a review of the literature
for areas involved in this search which sehe context for the challenges that are
addressed by this thesis. Backgroumfiormation is provided on VolIP, voiceall
quality estimationWLAN networks includinghe 802.11e QoS WiFi extension, and
computer and network time synchronizatimeluding a summary of NTFRecent
developments in the areasTOAACCSi which seeks to provide precision timing on
the Internet andthe concept of SDNvere also coveredLastly, background infe
mation was provided on the Linux Traffic Control framework which is used to

implement a core functionality of the prioritization module describé&chiapter 3
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Chapter 3

SYSTEM DESIGN

The previous chapter providédckground information and a review of the bter
ture in the areas of VolP, quality performance evaluation, WLAN networks, and time
synchronizationlt also reviewed recent developments with ralee to this thesis
and its objectives the first isthe Time Aware Applications, Computer and Comm
nications Systems (TAACCS) which aims to highlight the opportunities and
challenges of implementing tir@vareness into networks and deviddse second is
the broad area of Software Defined Networking (SDN) which aims to improve the
flexibility, scalability, and responsiveness of networkbese provide a context for
the contribution of this thesis wheasdual approachof simulationand emultion is
taken As is commonly the caséhe simulation approach dslashypothesis testing
under scenarios that otherwise woulot be possible to run experimentally due to
equipment timing and funding constraintsThe experimental tested approach
serves a number glurposes. Firstly it serveae assess the practical feasibility of-i
plementing the simulated approach by addressing a range of engineetlaggdsa
It is also used to partlyalidatesome subset of th@0S improvements observed in

simulatiors.

This chapterdescribes in detail the design stages of both the simulation and test

bed/emulation approaches. It firstiiescribes the simulation environment used as
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well as the rationale for the range of tests undertaken, as witle gsioritization
mechanism sed in simulationslt then outlineghe design and reasoning behind the
realworld testbed (Figure 3.}. The tesbedincludes at its core amtelligent Ac-
cess PointiAP) which canindependently, andynamically calculatoneway, and
intraconeway delaydor multiple individual VolP sessions along with their resulting
E-model R-factors, andhen provide prioritization via amechanism that allows ce
tain VolP sessions to be prioritized over othéesed on their Ralues The
subsequenthapter 4n this section then details the implementation issues.

3.1 Network Simulation

As part of a duabpproach of simulation along with experimental-te=d teing,
preliminary simulationsvere designed usinfpe NS2 network simulatof79], while
all remaining simulations including evaluation of the traffiritization mechanism
were designedsing the NS simulator{80]. Both NS2 and NS3 are discretevent
simulators that can be uséd accurately simulate a variety of network scenarios.
They allow users define and construct network topologies which represeworégl
network devices and protocols. Simulation provides numerous advantages over real
world testbed experimentation sucds alleviating the need for impractical large
scale network construction which can prove costly. Simulations can be set up and
implemented with relative speed in comparison to real worlebexds, while phyis
cal phenomena such as interference and na@igset by competing devices within
the Industrial, Scientific, and Medical (ISM) radio spectrum can be largely discoun
ed. Default settings were used in all simulations unless otherwise ,sthtadls on
these can be found Bt9] and[80] for NS-2 (version 2.31) and NS (version 3.1)

respetively.

While the default settings were used for wired and wireless network setup, as well
as traffic setup, simulations in both ¥Sand NS3 involved Acces€ategory (AC)
re-assignment of packets in the 802.11e madeadrder to implement prioritization
where equired The three highest priority ACs in 802.1% VO, AC_VI, AC_BE
were used to represent three Multimedia Categories (MCs) whicletared lger in
this chapter in sectioB.4.1 The implementation of this functionality in N&33 in-
volved the assignment of packets at time of generatiarme of three EDCAccess
categoris. Three preliminary tests are carried out on-AN®hile NS3 simulations

evaluate the iAP prioritizeon module, as detailed later in this chapter.
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The simulation approach was used to test the core idea and to assess the likely
benefits it might provide. The initial simulations were designed to evaluatelthe fo

lowing criteria in preparation for the evenat development of the iAP:

1. Achievable VolP capacityi802.11e networks

2. The effects of differemneway delays on different competing VolP
calls

3. The feasibility of VoIP prioritization implementation using 802.11e

EDCA parameters

The first of these impmented a multiple VolP call scenario. All VolP calls have
the same priority and therefore the same probability of securing wireless network a
cess. The second test evaluates the effects that differemtayneetwork delays can
have on the overall ongay delay of VolP calls, simulating endpoints in different
geographical location3.he third test evaluatehe feasibility of dynamically mapi
ulating 802.11e EDCA parameters to improve the QoS for VolP calls based on E
Model Rfactor scores. Building on ¢ise results, the N$ network simulator which
became available mithesis is subsequently used for more extensive simulatiens i
volving the multimedia category ripritization mechanism that igletailed in
section3.4. Both paket loss and delay aredlared into QoS calculations in the NS

simulations.

Furtherimplementationdetails of simulation setup are providedGhapter 4of
preliminary tests on N8 along with themore comprehensive simtilen tess on
NS-3. Results for these simulations are discussé&thapter 5The remainder of this
chapter details the design of the iAP along withdblsign of the experimental test

bed and its core corpents.

3.2 Experimental Test-bed

The calculation of accurate omey delays requires the clocks of all end nodes in
the testbed being synchronized with millisecond accuracy. As outlined in
tion 2.4, the challenges of implementing time syratization overWiFi wireless
networks is an active research topic at the PEL research group at NUI, Galway, and

details of some of this work can be found@&f]. FromFigure 3.1 the wired LAN
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consists of two desktop machined/{, W2 that run a VolP application, with an
Ethernet connection to the iAP via a switch along with a traffic generator node which
also acts as a sink for data from a wireless traffic generator node. The wirg¢less ne
work corsists of an802.11bBSS that i802.11e(QoS) enabled and which has two
VolIP nodes VL1, WL2 associated with it along with a traffic geaer/sink. Each

VolIP session runs between a wired node and a wireless Witle=€>WL1, and
W2<==>WL2). The technicaimplementationdetails forthe testbed are described

in Chapter 4 The remainder of this chapter deals with the conceptual aspects of how
the testbed operates and, in particular, the architecture of the iAP and its key co
ponents including thenovel delay calculation module and a VolP prioritization

mechanism.
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Figure 3.1Testbed Architecture

3.2.1 Intelligent Access Pointi iAP

At the core of theeal worldtestbed is an intellignt, QoS enable®Vi-Fi AP (iAP).
The iAP can dynamicajt and in reatime, perform the followingfunctionsat fixed

intervals

1. Identify individual VoIP sessions
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2. Calculateoneway delay for each sessiomcluding wired/wireless conp

nents of the delay, termed intbaeway delay
3. Calculateeachway QoS Rvaluesfor each sessior{®ased oroneway delays)
4. Runaprioritization algorithm for VolPsessiongbased on Rralues)

5. Implementprioritizationon AP downlinkamongst sessionga modification of
the IP DSCP field which is interpreted appropriately at the Ma&@

The functionsnumbered 2 and 8boveoperate on both the uplink and downlink
direction of each VoIP session. The implementation of prioritizatiparateon the
downlink only, for reasons explained iR.3.5 Unless otherwise stated, tl#gown-
linkd is definedhereafteras data travellingrom awired client towards awireless
clientvia the AR andd u p |id defikell as data travelling froawirelessclient to-

wardswired clientvia the AP

The desigq of themodular architecture of théP is illustrated inFigure 3.2 As
data packets enténe AP, thepacket capture applicatigri8] scans for RTCP SR/RR
packets When RTCP pakets arefound the AP timestamp is noted atitey are
passed up to Belay Calculation module which identifies unique VoIP sessions and
calculates the intraneway, and onavay delays for ezh session (up/downlink).
Thesedelay values are then passedhe QoS module which gerstes an Ractor
score forall sessions. Th&-factor value derived for each sessimnthen passed to
the Prioritization modulewhich runs a prioritization algorithm to decide which, if

any VolP sessions should be prioritized.

-101-



AP @

QoS Estimation

Traffic Prioritization

M2E
Delay D_el@z
Calculation

Traffic
I Re-
classification

Prioritization

Q05 Algorithm

A oa
RTCP:l?

DSCP
(IP Header (RTP))
Wired

|
|
Interface traffic data i
ETH o s e o s oy e e o

)

802.11e

Wireless
Interface

A
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If a VoIP session is to be prioritizethe assigned ID of the session is passed to
the Traffic Reclassificationmodulewhich modifies (or mangleshe DSCP value in
the IP header d¥olP data packets tappropriagly prioritize the session in question.
Technicalimplementatiordetails of the iAP setup apgovidedin Chapter 4

3.2.2 Multiple SDNAPs

While a full SDN implementation of the iAP is outside the scope of this thesis, it
is envisaged that a future deployment of the-lbest will involve a centrally ao
trolled mesh network linking multiple individual 802.11 BB&works, as illustrated
in Figure 3.3 Although the smalscale tesbed used in the thesis demonstrates the
feasibility of the approach over a simple network, the figure below outlines how it
can be extended to more complmesh WiFi networks and is scalabkgure 3.3
visualizes how, in the more daéle implementation, the intelligence within the iAP
is now removed to a remote station that manages a full mesh of APs that are thus
demotes fromAPs to slave APs, signifying the SDN approach. Regarding stigfabi
concerns, whilst the extent of mangling can be significant for APs that man&ge mu

tiple concurrent RTC flows, the processing latencies are negligible using
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conventional hardware, relativto the Mouth to Ear (M2E) latencies being cdnsi

ered.

SDN Management
Station

Mesh
[ 9 NTP Server Network

WiFi BSS

RTC Client RTC Client

WiFi BSS

. &
“Switch : Slave AP RTC Client

NTP i
RTCP — =i RTC Client
&

RTC Client

@

RTC Client

RTC Client RTC Client

WiFi BSS

Figure 3.3SDN Multiple AP Mesh Architecture

Furthermore, the scalability of the delay calculation mechanism using RTCP was
examined. Essentially, the sniffing and analysis of RTCP traffic is undertakie& at t
first/last hop of our small scale network (a single WiFi AP). However the anich
described may operate on a full mesh network as long as the following twis cond
tions are met; 1 all session endpoints and intermediate iAPs are sgnizad, and
27 the session traffic is transported using RTP along with RTCP coR{f@P tr&
fic consumes a very small amount of bandwidth per session, &{tN)svhereN is
the number of concurrent sessions. This approach hefutiscussed in sectigh2.3

under Future Work.
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3.3 QoSEstimation Methodology

The Quality Estimationaspect of the iARs composed oboth a Delay Calcula-
tor and aQoS Estimatomodule. These moduleslentify and analysevoice traffic
that traverses the Aletermne delaysand then estimat®oS scores for each VolP
sessionThis setion presentsletailsof the novel delaycalculation mechanism that
usesRTCP SendeandReceiver ReportéSR/RR along with AP timestamps to lea
culate intraoneway, or intraMouth to Ear (M2E) delays for VolPsessios. Time
synchronization to millisecond accuracy is required onAReand on both afpoints
of VolIP sessios in order to calculate accurate delalssting of the Delay Calcai
tor and QoS estimator modules is carried autthe proofof-concept experimental
testbed, results for which are dedmd inChapter 6

3.3.1 One-Way Delay over WiFi

According to ITUT recommendation G.1182], the acceptablémit of one-way
delay for VolP applications is apprioxately 150ms However as detailed i81],
and[33], with good echo controls this can be further relevespecially for social
calls

WND WLND

< >« >

/g

T

(@) \
[ [_1} )
""..‘\ . ‘ /
. . \ AP Wireless Client /
Wired Client /
\\‘\.x -

Figure 3.4Wired / WirelesdNetwork Delay (WND/WLND)
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The oneway M2E delay for smultaneous VolIP calls through single access
point canvary greatlyfor a variety of reasong-or examplefor geographically local
calls, the nosrwirelessnetwork delaysr Wired Network Delay§VNDs Figure 3.4
are often <10ms, while other calls may lwver long distancewith WND >100ms
(Figure 3.5. With large network delaysdue to geographal distance or network
problems the total onevay M2E delayincluding sendaccess, propagation, angtr
ceive time of packets as detailed in secof.2 could be close to, or may exceed
the ITU-T G.114 recommendation of 150ms.

Q \ Inter-continental > ~ 100ms / E
\
@ \ Intra-continental ~ 60ms @

\
\ Local <10ms
\
\

Figure 3.5Differing OneWay Delays

Proposed Order of Priority

B

A key objectiveof this research wat® dewelop and implement garioritization
mechanism at the wireless MAC laybat wouldattempt, where feasible, émudise
the total M2E delaysfor VoIP sessionss illustrated irFigure 3.6 Figure 3.6A) il-
lustrates a hypothetical scenario where there is ngprioritization implemented
betweenVolP sessionsin particular,VolP sessioa S1and Snexperienceoneway
M2E delay resulting fromlarge geographical distances between the call paatits,
and that are above the ITUT recommendedacceptable limitfor oneway
lay. Figure 3.¢B) shows an improvedcenario where sessioB4d andSnhave been
prioritized at the wireless MAC layewhich then decreaseabeir wireless network
delay WLND) and brings the total M2E delay to within the G.114 threshokek
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remaining sessits (S2- Sritl) have experienced an increasghiair wirelessetwork
delay, which contributes tan increase itheir overall onavay M2E delayHowev-
er, thar overall oneway M2E delay are still below theacceptable limithreshold
(G.114.

In the curent 802.1& QoS implementatigrall VolP sessions within the 802.11e
EDCA voice categorwill have similar delays at the wiess MAC layerdue to the
equalstatistical probability that any STA will obtain access to the wireless medium
via CSMA If the preise oneway delay information for each VolP session is known
in both directions, EDCA parameters can be configured differently between VolP
sessionsn orderto optimise the Qo$Figure 3.6B)), so that the semns with the
higher oneway M2E delays receive higher priority treatment at the wireless MAC
level relative to other VoIP sessions with loWd2E delays. Essaially this is done
by prioritizing voice sessions within the voice access category. For a session that has
a small oneway dday and by extensiora high Rfactor, packets can afford to wait
for a longer time at the wireless MAC layer, on the condition that they are delivered
within a period(where theironavay M2E del ay dcceprabedlimit e x ceed
thresold) that will not degrade their QoS significanti®n the other handy VolP
session that has a lary2E delay will benefit from a shorter contention delay at the
wireless MAC layer, thus reducing the overall aveey M2E delay for that voice se
sion(Figure 3.¢B)).
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Figure 3.6Conceptual lllustration dVireless MAC DelayEqualization

An extension of this theory is &pplythis logicto encapsulate Qo$y using the
E-Model (Figure 3.7. Figure 3.7illustrates an extension of the hypothetical scenario
depided inFigure 3.6 howeverherethe delay valugare factored into the-Elodel
to produce an Ractor score for each sessiddl(- Sn). Figure3.7(A) illustratesthe
corresponding Rralues forFigure 3.6A) where there is no prioritization implenten
ed. SessionsS1and Snhave QoS scores that are below thtMadel threshold for
good QoS of80OR(E-Mo d e | i G @lhréshot@oFigure 3.1B) illustratesthe
corresponding Rralues forthe scenarion Figure 3.6B) where sessionsS(, Share
prioritized at the expense tife remainingessiongS2- Snl).

-107-



E-Model “Good QoS” Threshold -

R-value -

85

R-Value

A B

Figure 3.7R-Value Equalization (Conceptual)

R-factor equalization provides framework within which to pursuenetquartifi-
ableimprovement in the qualitgf multimedia applicatiomover wireless networks
usingsynchraized time.To prove the hypothesithis work set out taquantify and
qualify QoS improvements vibothsimulation on N&, NS 3, andvia empirical &-
perimental results on a reabrld testbed (iIAP) which would validate simulations

and demonstrate thtte approach is technically feasible

3.3.2 Delay Calculation Mechanism

In order for an AP to achieve delay andaRtor optimization, it must calculate acc
rate oneway delayvaluesfor each VolP sessioWVorking under the assumption that
VoIP session endpoints and the AP itsai synchronizedto a commontimescale
such as UTQvith millisecond accuracy, the AP can calculate-org delay for each
session as well as inttmeway delag (iM2E). This is illustrated inFigure 3.8
whereby iIM2E has two components;the delay beveenan endpointand the AP

6 AP synchronization is not necessarily required for accuratevayeM2E delay
calculation in the mechanism that is proposed. This extension to the process is
detailed in sectiod.3.1
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and 2:the delay between the AP and the othemeird. It is important to note that

the delays are determined using the RTCP transport layer timestamps and thus i
clude contention delays at the MAC layer. Note also that packets on the AP are
captured on thevireless interfaceas shown irFigure 3.2 so there are undoubtedly
some AP delays in the calculations. However, these are rejatiegligible in the

context of MAC contention and network delays so they are disregarded.

@ o () et
\ i Wired link.. é Wireless link..

Endpoint AP Endpoint

One-way delay (M2E)

-~
A 4

Intra-one-way delay (iM2E)

Intra-one-way delay (iM2E)

A

Figure 3.8IntraeOneWay Delay

By calculating these delays, tAd® can determine a complete picture of the VolP
delays within a BSSThis process ibased orthe capture oRTCP Sender Report
and Receiver ReporSR/RR packets in the uplink and downlink direction. Info
mation within these packets is then combined with the timestamps of those packets
arriving on the APThe values required from tHRTCPpackets for calculatn are
the NTP timestamgdMSW and LSW and theDelay since Last SRDLSR. The
RTP/RTCP protocahnd these timestamps atescribed in detail in sectighl1.1.2

In order to calculat¢he necessargneway delays for eaclsessionseventime
valuesand three RTCP packetsust be obtained which can then be used to deduce
the intraoneway delaysfor the downlinkandthe uplink Figure 3.9illustrates the

processThe severvalues ag labelledT, to T-.
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Figure 3.9Delay Calculation

Where a VoIP session takes place between wired métleand wireless node
(N2) via an AP, the AP must gatharsequence dhree consecutiv&R TCP SR/RR
packets(labelled inFigure 3.9as RTCPsrl RTCPrrl, andRTCPr2) relating toa

particularVolP sesion in order to calculate adleventime valuesTy, T,,..T;. These

time values are used to calculate two downiMRE delays @ny, dryp), and two (-

link iIM2E delays (p., up,) so that tley can be combined to provide downlifiR, ),

and uplink O, ) oneway (M2E) delays The time valudl;is required to calculaf€,

but is not itselfdirectly used to calculatd2E delays.The firstiM2E delaydr, is

calculatecdas follows:
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dri = (Tz - Tl) (3.1)

whereT, is the timethat thepacketRTCPsrlis sent byN1, and is extracted from the
NTP timestampgield in the SRpacket headeas described in sectidhl.1.2.1The
time valueT, is the timewhenRTCPsrlarrives at thavireless interface in th&P as
determined by the capture proceshis is thetimestamp provided bicpdump(via
the PCAP interface). The secaoiMRE value(dn,) is calculated by:

dn, = (Ts ) Tz) (3.2)

whereT;is the timeRTCPsrhrrivesat N2. Thevalue forT; is calculated as:

T3 = (T4 - DLSer) (3.3)

whereT, is extracted from th& TP timestamfield of the packeRTCPrrl The va-
ue for DLSR,; is extracted from théDelay since Last SRDLSR field in the
RTCPrripacket(Figure 3.9. TheiM2E delayup; is calculated as:

up, = (Ts B T4) (3.4)

with T, the time that the pack&TCRr1 is generated for departure fraW®2, and is
extracted from th& TP timestenpfield in theRR packet headeihe time valudls is
the time whenRTCPrl arives atthe AP via the capture proces$he value for

iIM2E delayup, is calculated as:

up, = (Te - Ts) (3'5)
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whereTs is the time the packet RTCPrrl arrives at the wiselaterface in the AP,

this is the same value that is used in the previous equdtienvalue fofTg is calw-

latedas fdlows:

TG = (T7 - DLSR@)

(3.6)

whereT- is extracted from th&ITP timestamfield of the packetRTCRr2. The vd-
ue forDLSR,, is taken fromthe RTCPr2 packet T is not used directly in angf the

iIM2E delaycalculationshowever |t is illustrated to aid in the explanation of thd-ca

culation ofTg, which is required for the calculation af,. Figure 3.10llustrates the

RTCPheader values that are used in the calculation along with their source packets.

&
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d AP N2
|
|
RTCPsrl
T '\ NTP, srl '
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RTCPrrl . DLSR,; T
R 4
T T | NP, |
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T;] ' & 7: RTCPrv2
'\ NTP rr2 :

Figure 3.10values obtained from RTCP packets
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Once thentra-mouthto-eardelays {(M2E) are calculatedhe downlink (D, ) and

uplink (D, ) mouthto-eardelays M2E) can be calculated for each session as using

equations:

D, =(dn +dn,) (3.7)

D, = (up, +up) 58

This process is repeated for all concurrent VoIP sessfonse onewvay delays
are calculated, the uas are then passed on to @eS module in the iARo cala-
late an Rfactor for each sessiolefault values for the #Model are used where
appropriate as described[it2]. This delay calculation mechanism is dse all ex-
perimental resultsThe RTCP interval as described in sectid.1.2.lregulates how
often RTCP packets are sent by an application. This interval therefore governs how
regularly delays are calculated for eadssion According to relevant RFCH, is
usuallyevery few seconds so that irtygical VolP call for exampleit would dlow
delay calculation multiple times so that optimization can be carried out multiple

times

3.3.2.1 Time Synchronization Challenges

As mentoned in sectior?.4, network time synchronization in wireless networks-pr
sents additional challenges compared to that experienced in wired netwerks.
outlined by Shannon if82], the same AP bottleneck that disrupts dater WiFi $-
riously degrades synchronization protocol performamgentroducing large delay
asymmetriesHowever, he then outlines a mechanism that determines asymmetry in
the APin reattime and thus delivers synchronization levels equivalent to wiréd ne
works. His research, also at PEL NGhlway, is currently patent pendinip the
absence of such a mechanism, synchronization levels can degtae®tder of tens

to hundreds of milliseconds and even to seconds over time which wulddhtedly

resultin very inaccurate delay measurements, rendering the approach outlined in this
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thesis unfeasibléThe successful operation of the experimentatttest requires the
implementation of time synchronization to within single figurdélis@cond accuracy
acrossthe full testbed. Delay values cannot be determined via the RTCP packet
mechanismunless synchronization is robustly implementadorder to verify that all

the nodes in the tebied are sufficiently synchronized before each experimenp-a se
arate synchonization test was designed and is detailed aticge4.3. It is also worth
noting that significant efforts have been taking place within the IEEE undenthe u
brella of Time Sensitive Networking (TSN) to impe synchronization over WiFi

networks in the medium to long term

3.4 Traffic Prioritization

Once the Ractors have been calculatedyrioritization algorithm decides which,
if any, sessins will be prioritized by the APAny changes in prioritpnce decidd
upon, are implemented by theraffic re-classifcation module. As mentioned
in Chapter 2 much researghincluding work in[83], [84], and[85], has been unde
taken to investigatthe tuningof EDCA parameterfor QoSin inter/intratraffic type
scenarios. Furtherone, in[86] and[87], examples ofdaptive approa&s arecon-
sidered for each STA. Fdhe iAP Proofof-Concept (PoG)a hybridapproach that
sitsbetween astaticand anadaptiveapproach is used with &DCA MAC parane-
ter tuning mechanism. VolP sessions may switch between threlefimnedMCs via
a prioritization algorithm (dynamic) whereaMAC parameters within each MC are

pre-defined(static)

3.4.1 Intra-AC Multimedia Categorization

In order to implement prioritization for concurrent VolP sessions, a-thews
cate@rization mechanism is used the PoCwherdy all sessions initially reside in
the lowest categorgnd thereaftercertain sessions may be promoted (priceitizto
a higher priority categorgr demoted (d@rioritized) where possiblebased on their
QoS score. A backgrourtdaffic categoryalsoexists in orderd cater for norVolP
traffic. The three Multimedia Categories are ternv@; MC, andMGC;, whereMC,
has the highest priority andCs has the lowstpriority, along with a backgrouncca
cess categoryBK). All VolP traffic resides withinthe threeMCs. These four

categories were chosen so that existing 802.11e equipment could be used in the PoC
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as 802.1& implements a four categorysssm. The term omul ti medi
to account for the possibility of accommodating otRaiC traffic types as opposed

to just VolIP traffic At the beginning of a VolP ssion, dl traffic is allocated taVIC;

on firstacess tothe iAP.When an Rfactor is calclated a prioritization algorithm

may promote sessions tC, or MC; depending on their factor score. This jor

vides two higher priority categories that a VoIP session may be promoted to.

As mentioned in seéion 3.3.1 theiAP aims to optimize the factors of multiple
active VolP sessions, thus the prioritization algorithm includes a facility for VolP
sessions to beemotedo a lower category if all sessions have a good Qols. féh-
ture is only activated wheall VolP calls have an factor that is abov80. Session
denmtion is intended to restore the prioritization mechanism to its default state after a
scenario where sessions occupy Mide to contention with VolP sessionatimave

since finished.

Due to tke wellrecognisedlownlink traffic bottleneck at the AP, as explained in
section2.3.5 this metlod operate®nly on the downlink wherdy packets entering
theiAP and heading to the wireless interfeare re-prioritized by tuning the DSCP
value in the IP hader in order to facilitate EDCAzach MC has a set of 802.11e
EDCA paametes that are chosdmeuristically, ancare designed to pvide a tiered

level of service. This process is illustratedrigure 3.11
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Figure 3.11DSCP Tuning mechanism

The EDCA parameterswithin each categoryare heuristically chosensuch that
they generatencreasedrobability of packets accessing the wireless mmadiu one
MC overanotherMC. Theseparametersre based othe analysis ofesearch su-
marized in sectio?.3.5andare outlined inNTABLE VIII . The values for C\W, and

CWhax are dependent on the physical layer protocol used (802.11b) as described
in [8].
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AC AIFSN CWiin, (7) CWinax, (15)

1 (Multimedial: MC ;) 2 (CWyint1) 14- 1 (CWpint1) / 2
2 (Multimedia2: MC ,) 2 (CWhpint1) / 4 (CWhintl) /2
3 (Multimedia3: MC 3) 3 (CWhiit1) / 2 CWiax

4 (Background: BK) 7 CWiax 1023

TABLE VIII MULTIMEDIA AC PARAMETERS

By default, all VoIP sessiorat the staraire assigned to the access cate@6s.
It is assumed that numerous sessiwill simultaneously occupyC; while a smdlt
er number of sessions will sibsequentlyrioritized to categories MCand MG.
The CW values listed ifABLE VIII are taken from th&EDCA AC_VOaccess cat
gory with the values GQW,,ii=7, CWn=15). When an EDCA functionEDCAF
wants to transmit a packet it waits for the channel to be idle for a time that is equal to

the AIFS paameter

As described in dail in section2.3.2 if the channel is sensed to be bafigr the
initial AIFS time, the EDCAFbegins the bachkff process andelects a backff
counter from the rang®{CW.;,]. When the counter reaches zero, the EDGldn
transmist the packet. If another STA transmits a packet at the same time, a collision
occurs and both packets must select a new randomdbickunter from the range
[CWhin T CWiha, @andthe retry counter is also incremented by one (up to a retry li
it). This process isdescribedin more detail in the IEEE 802.11le standard
specification[8]. Packets assigned to tMiC; category select their backf counter
from a range ofQ-1]. This range is lowr than MGwhere the backff counter is 8-

lected from arange of 0-2].

The CW,,nfor MC; (MC1_CWminis 1 as opposed ta for MC,. The CWis the
same for both Mgand MG. TheMC; parameterdIC3_CWminand MC3_CWmax
areset to4 and15 respectively This CW range for Mgis higher and widethan the
CW range for MG or MC,; as it is the lowest categorlied to this is the fact that
collisions can occumore frequentlywhen an increased number of STAgcupy
high priority access categories that have a narrow CW f@&je[89]. This can -
crease the number of internal collisions, which in turn causes the doubling of the

backoff counter and can lead to delay and packet loss when the retry limit is reached
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http://www.sciencedirect.com/science?_ob=MathURL&_method=retrieve&_udi=B6VRG-4YHT85N-1&_mathId=mml15&_user=103680&_cdi=6234&_pii=S1389128610000654&_rdoc=1&_issn=13891286&_acct=C000007922&_version=1&_userid=103680&md5=6ee77dc37ad0d334656d1b6a7653aeae

and the packet awaiting transsion is droppedThe background trafficcategory
(BK) parameters are chosen with the aim of supporting anyr@akiime data traffic
that ispresent in a network. The AIFSN and GWvalues are thesame as theed
fault 802.11garametersyhile the CW,, is equal to the CWiof MCa.

ThesePoC parameters arehosenheuristically basag on analysis ofresearch in
the literature along with preliminary simulatis; however, they are not necessarily
optimal parameters. As mentioned in sect8.5 the pursuit of the optimd&DCA
parameter configuration is an ongoing question in the research community with qua
ity improvements sought using methods randirmgn dynamic optimal parameter
configurationto game theoretical methodBhese parameters asémply used as an
example to illustrate the effectivenesstié PoC approach whereby synchronized
time is used to precisely determine delays which informs the QoS mechanism that

can prioritize some VolIP sessions over others bas&ifactor values

3.4.2 Traffic Prioritization

When theQoS Estimatiomoutine is initiated in the IAFRTCP SRandRRpadets
are continually captured using theapinterface. The source and destination ¢P a
dresgsof these RTCP packets ditered and addetb an arraywhich maintains a
reference of all active VolP sessions that traverse the iAP. When the @a$oR
score has been calated for each VolP sessiate next phase of the process is the
design ofan algorithmthatassesses whether or not thatl® session should k-
oritized or de-prioritized. The RTCP packet generationnterval is described in
section2.1.1.2.1 Oncethree consecutive RTCP packets are received for a particular
VolIP sessionan RValue is calculated fothat sessionas described irsection3.3.
Once theR-factoris calculatedor all sessionghe aray cantaining the Rfactors for
all VoIP sessiongCallArray[] ) is passed tthe prioritization algeithm, the design of

which isdescribed below
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Algorithm 1

loop
R=FindLowesR(CallArray[])
if R <50then

exit loop

1

2

3

4

5. elseif R < 80 then
6 if currentMC = = MG || currentMC = = MGgthen
7 promotesession

8 else ifcurrentMC = = MG then

9 exit loop

10. end if

11. else ifR > 90then

12. if currentMC = = MG || currentMC = =MGthen
13. demote session

14. else

15. exit loop

16. end if

17. endif

18.end loop

The prioritization algorithmdentifies the VolP session with the lowesfator
using theFindLowesR() function The algorithm operates on one session at a time.
a VolIP session has anfRctor that is belovb0 it is deemed to be experiencing QoS
that is too low to qualify for prioritization at the MAC level (according to Eae
Model). It is highly unlikely that this mechanism will have any significant positive
impact on its QoScoreand therefore is dgned not worth trying to improve. If the
lowest Rfactor is belowB0 and the session currently resides within M@; or MC,
category.thenthat session is promoted to the next highest MICAor MC,). If the
session with the lowest-factor is already itMC,, then no action is taken. In aesc
nario where the lowest-Ractor is abové0, and the session currently resides within
MC; or MC,, then that session is demoted to the next lowest catel@ydr MC;).
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This is intended to provefunctionality to restore VoIP sessions that have good QoS
to the default category, MC3, in order to improve fairness and facilitate prioritization

should any new VolIP sessions associate with&Reat a later point in time.

As outlined, hedesignapproach taken here is best described as a hyfpidach
between a static prioritization mechanism and an adaptive EDCA MAC parameter
tuning mechanismVolP sessions may switch between any of the three prescribed
MCsvia the prioritization algorithm however MAC parameters within each MC are
pre-defined. It must be stated thaig algorithm has not undergone rigoravsalua-
tion, as the overall objectives ito develop a proebf-concept In conclusion, as
rationalized in sectio.3.5 this mechanism works on the downlink only, however
some suggestions for uplink prioritization are provided in the conclusion of #iis th

Sis.

3.4.3 Traffic Re-Classification

When aVolP session is chosen for prioritizatiar deprioritization, the iAP
needs to implement this quickly. The design appra#tdizes the Netfilter frame-
work to modify the Diffserv Code Poin{DSCB value in the IP headerf all
downlink packets(RTP)belonging to the sessioAs describd in Chapter 2a ma-
ping exists betweeBSCPvalues and the 802.11e traffic categories, and this process
is utilizedin the desigrio implement reclassification betweeMC,; 1 MCs. This has
the effect of ensuring thail voice packets foa sessionwill fol low the categoria-
tion framework described in the previous sectiime implementation ohis process

is deailed inChapter 4

3.5 Summary

This chapter has presented the reader with an overview deign stages rdla
ing to both the simulation and tebed approaches. In particular, it focuses on the
design of theoperdion of theintelligent Access Point (iAP) and its core campnts.
Its designcan be broadly broken down into two categori@sS estimationandTraf-
fic Prioritization. Thesecombine to calculate QoS scores faultiple VoIP sessions,
and then prioritize a#ain VolP sessions (if required) over othbesed on their QoS
scoresFour core moduleare required tamplement the iAPs functionality; Q0SSE

timation is composed of ®elay Calculator and aQoS Calculatormodule, while
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Traffic Prioritization is composed of Rrioritization Algorithm and a Traffic Re

classificationmodule

Once QoS scores, in the formBModel Rfactor scores, are calculated, a prior
tization algorithm identifiesvhich, if any, VolP sessions should be prioritized over
others using Multimedia CategorizatiofMC) classificationsystem.The MC s\-
tem provides three multimedia categories that allow VoIP sessions to be promoted
(prioritized) and demoted (derioritized) by moving up and down the three levels of
the classification systenthere also exists a category for background {e@htime
multimedia) traffic.The MCprioritization is supported b§02.11e EDCAMAC lev-
el parameters whh control data traffic access to the wireless medium.
Implementation details for the simulation and 4esti approaches are considered in

the next chapter.
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Chapter 4

IMPLEMENTATION

The previous chapter described the main design issues relating to both tlee simul
tion and tesbed approach. It focused more so on the system architecture of the iAP,
which is at the core of the experimental Hestl. It outlined the design of the core
QoS Estimation and Traffic Prioritization modules that are central to thetiopesf
the iAP. This chapter provides implementation details relating to both approaches
that describe the various tests undertaken to answer each obdlaecte questions
from Chapter 1 In relation to the first research questiannumber of preliminary
simulation tests are carried out using the2NSmuldor. Simulation Test 1 evaluates
the capacity of VolP over 802.11 wireless networks, while Simulation Tests 2 and 3
evalwate both the feasibility of implementing prioritization amongst VolP sessions
over 802.11e networks, and also the effectiveness of EDCA pimaaptimization.

It then describes the subsequent-BISimulation setup of Simulation Test 4 that
evaluates the raffic Prioritization mechanism as detailed in the previous chapter.
relation to the secw research question posedGhapter 1 Section4.2 details the
implementation issues relating to the fest and its corisuent compaoents. Add
tionally, this chapter describedetails of the implementation of timeyischronization

in theexperimentatestbedin sectiord.3.
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4.1 Simulation Setup

4.1.1 Preliminary Simulations - NS-2

As part of the first research question addressed in this tiNSi8,provides the
facility to simulate &rge scalenetworls involving many nodes angarangtersin a
timely manner. The relatively lowonfiguration time isuseful when séing up né-
work simulations with multiple VolP nodes communicating between wired and
wireless networks. The NSWLAN EDCF modelis detailed inf90]. The results of

all simulation tests are presenteddnapter 5

4.1.1.1 NS2:IEEE 802.11e VolPCapacity Evaluation (Simulation Test 1)

The first simulationtestexaminesthe network capacityfor VoIP in an 802.11e
enabled nivork in terms of QoS when dgland packet loss are taken into account
Each VoIP sessiohas the sampriority and is set up between a wireless and a wired
node via an ARFigure 4.). Smulations are carriedut on the widly used80211b
networkwithout contention from otheypes oftraffic. 802.11e is modelled via the
TU Berlin model[90] and the VoIP packet generatiahthe application layés dis-
tributed evenhby initiating VolP sessionat different timego ensure @a initial low
collision probability. Whilst WiFi bandwidths haw increased significantly irecent
years beyond that used in the teet, the viability of the underlying approaai r
mains intact as application bandwidth deohavill always expand to meet network
capacity and thus a need will always exist to prioritize certain delaitisertgaffic.

This is to ensure that all VolP sessialtsnd begintramsmitting packetsat precisely

the same moment, because such a scenaritd cause a large number of collisions

at the beginning of the simtian leading tduffer overflowand thuscauseunreals-

tic packet lossThis phenomenon is described in more detail by Shin et §8in

With regards tdhe capacity ofvoice calls that can run concurrently in an 802rt1 i
frastructure networkvhile maintaining an acceptable level of QoS, the number can
vary depending on technical factors such as network transmission rate, voice codec

used,and theextentof background traffic present
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Figure 4.INS-2 Test 1 Simulation Topology

For this test all VoIP callseside within the 802.11e EDCA AC_VO acces®cat
gory using the default EDCA parametdhais all sessions have equal priarithis
simulation measures the meaession delay and packet loss rate for all Volf? se
sions. One VolIP call is actited when the simulation begins, then subsequent
sesions areadded to the network at 30 second intervgdsintil there are 20 active
VoIP sessionsThe G.711 codec (649 is usedwith a 20ms frame interval and
thus 160 lytes RTP payloadOn the 8@.11b physical layer the frequency
2.472GHz andthere areno hidden ternmials. The results for this test are provided in

section5.1

4.1.1.2 NS-2: Effects of Differing One-Way Delay on VolP(Simulation Test 2)

As the overall goal othe thesis is to evaluate QoS benefits ovgeless ne
works using synchronized tinte precisely measure delaybe impact of delay on
VolIP was examind. The nextests carrid outas part of the first core research sjue
tion areto simulatediffering delays among VolP ssi®ns thatrepresent different
geographical distancéstween endpointd his was implemented by settirdjfferent
individual wired netvork delays(WNDs) in the wired networkil{ustrated inFigure
4.2as 100ms and 50ms forss®ns S1 and S2 respectivel@ontinuing on from the
previous simulaon testin Test 1with the same VolIP call setufhis time12 VolP
sessions wergunin an802.11e networkased on the results of the preliminaimy-

ulations detailed i1.1.1.1 The goalof this simulatia is to evaluate whether it is
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possble to tune802.11e EDCA parametebmsed on M2E delays so @sprioritize
thoseVolP sesions thahave relativef high delaysAs such, designing the test with

12 sessions ensures that the overall wireless capacity is reaching saturation thus e
suring that delays at MAC level will be significant in the context of VolP
interactivity requirements and thus will helpghiight the benefits of the proposed

approachThe simulation topology is illustrated Figure 4.2

Wired
Network

S1

S2

S3

Switch

Figure 4.2NS-2 Test 2Simulation Topology WNDs of 100msand 50mgS1
&S2)

For these simulationd 2 simultaneous voice sessions auae between endpoints on
an 802.11e enabled 802.11b netkvandendpoints on a wired netwarkhese tests
have aduration of 160 secondsOne sesion (S1) experiences WND of 100ms,
while another session (S2) experienced a WND of 50ms, landetmaining 10 se
sions (S3512) experiencex small preset oneway delay (WND) of 5ms.The
reasoning behind running this tés to illustratethe effect that different oneay de-
lays can have on a VolP sessinrboth the uplink and downlink iiction There are
three scenarios carried out; in the first scenafies( 2.} all of the VoIP sessions
have equal priority. In theesond scenarioTest2.2), S1 andS2 haveprioritized
EDCA settingson theuplink, and in the third scenari@é¢st 2.3, S1 and S&ettings
are prioritized on both theplink and thedownlink The results for this test aregpsr

vided in sectiorb.2
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4.1.1.3 NS-2:Preliminary EDCA Parameter Optimization (Simulation Test 3)

The third simulation testbuilds onTest 2 again evaluatinghe potential to in-
provethe QoS of VolFby tuning 802.11e EDCA MAQ@araméersas part of the first
research questiotiowever, this time the M2E delays calculated@tgged into the
E-Model, producing Ractors for each sessipthereforethe tuning of EDCA pa-
rameters for VoIP calls based orR-factor valuesThe topology for this simulation
consists of running 13 sirttaneous VoIP calls over a802.11e enable@02.11b

networkas illustrated irFigure 4.3

Two scenarios are evaluated Tagst 3 The first scenaridest 3.1was carried out
with all sesions existing withn the same AGnd thus with the same priorjtwhile
in the second scenaridest 3.2 the session S1 is prioritizexh the plink and the

downlink over all of the remaining sessions.

Wired
Network

S1

l(JOmsm
~NJ

20ms

20ms %

Switch

S2

S3

S13 20ms

Figure 4.3NS-2 Test 3Simulation Topology WND of 100ms S1

For both scenarioshe first sessioS1)has a presetWND of 100ms as illustria
ed inFigure 4.3 this is to sinulate a longer geographical delay thha temaining
sessions and thus cauS&to have a lower QoShat might be improved by tuning
EDCA parametersThe preset WND added to sessions 212 was increased from

5ms inTest 2to 20ms inTest 3in order to nore accurately reflect the packetization
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delay of the G.711 coddor 160 byte payload, which was not calgsied in tests so

far but which is a significant etributor to overall M2E delay.

As mentioned abovenithe first scenari¢Test 3.] all VolP sesions have equal
priority as theyall exist within the same AG-orthe second scenaridest 3.2S1is
given priority by incrementinghe AIFSN ofthe remaining trafic by 1 unit to 3,
wherethe prioritized sessiof61) maintains an AIFSN value 8f All sesions man-
tain the default CWmin/max values a@f and 15 respectively.Obtaining a lower
AIFSN value than competing STAsovides some priority to S1 in 802.1T¢he e-

sults for this test ardiscussedn sections.3.

4.1.2 iAP Implementation - NS-3

NS-2 was used t@reliminarily evaluatevarious aspectselating tonetwork @-
pacity in the EDCA AC_VO access categoand also the feasibility of EDCA
parameter optimization in improving VolP QoBowever, the NS simuator was
released during the course of this research and it proaidasproved struare, bet-
ter documention, anda framework to run a more thorough set of simulations.
Therefore it was decided take advantage of these features and chany&®for a

range of further tests as describetbty.

4.1.2.1 NS-3: Multimedia Category Evaluation (Simulation Test 4)

In order tomore fully evaluate th@forementionegbrioritization mechanisgsim-
ulationswere run wherenultiple VolP sessionsvere deployedeach of hemwith
differing WNDs. TheEDCA paraméers used are listed IPABLE VIII and represent
thethree separate ACs (MQVC, and MG). As mentioned irChapter 3 much re-
search has beerarriedout m the pursuit of opthal values for EDCA parameters
under many differensets oftraffic characteristics. The capacity of a WLAN for
voice calls varies depending on many variables such as voice sampling period, codec,
MAC layer and PHY protocol #ings.

As part of the first core research question, and building on all of the preliminary
simulations, Thesesimulations(Test 4 weredesigned to investigate whethand to
what extenthe QoS ofVolP sessions that have a large wired network delay can be
improved by reducing the wiless access delays of thasessios, without signif-

cantly affecting the QoS of remaining sess.Both oneway delay and packet loss
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TCP

are factored into the QoS scorfes this Test 4.The simulation topology shown

in Figure 4.4implements an infistructure AP accommodating multiple G.711 VolP
calls, modelled as a Constant Biate (CBR) 160 Byte VolP payload, with an
RTP/UDP/IP header size of 40Bytes. There is a simultaneous uplink/downlink New
Reno TCP traffic sessn utilizing the A2 with packet size of 1500 Byte3.he
802. 11b SI FS v a lAtuhe beagisning ¢ the simaion Ltieee sre four
VoIP sessions (S1, S2, S4, and S6) that haaltatively benign(low) WNDs in terms

of QoS There are also fowgesions that havéarge WNDs ofabove 165mg§S3, S5

S7, S§, with these foursessions are more likely to experience a negatpact on

ther QoS

Wireless
Network

@)

—Q) iAP

Switch

Figure 4.4Simulation Topology

There are two scenarios simulated. Firgtlyrest4.1 (resultsin section5.4.1), a
sequencef VolIP calls are run usinthe default EDCA channel accesgehanism.
Then in Test 4.2(results insection5.4.2), the same sequencef callsis carried out
usingthe Multimedia Category (MCnechanismhat is described i€hapter 3 At
the begiming of thesimulatiors, in both scenariossix VolP sessions commence at

five second intervals, beginning with session 1 (S1) at T gp0® S6 at T = 25s,
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thusat T = 25s, six se#sns areactive. The call S6 expires at T = 55s and another
call (S7) begis at T = 65. S2 expires at T=85s and session 8 (S8) begins &T=9
this ssquence is illustrated iRigure 4.5

Session
w
1]

1 1 1 1 1 1 1 1 1 1 1 1 1
18 28 38 48 a8 68 7B 88 98 ie8 118 126 138

Seconds

Figure 4.5VolP Session Timeline

This VolPcall sequence provides an example of aweald scenario where calls
begin and terminate at random intervals, and where thevapelelays can vary. The
results for this simulation are provided in sect®d. The Call Duraion (CD) of the
VolIP calls in this test are designed to fy@ range of call lengthshe CD is thought

not tohave a correlation with MOS quality scofé4].

4.2 Experimental Test-bed Setup

As outlined inChapter 3 the experimentalestbed developed in this research
consists of avired LAN connected to a wireless LANa an 802.11enabled wie-
less router(iAP). VoIP sessions are run usirtige Ekiga softphonepplication
(v.3.3.2)[92] between twaoUbuntu Linux clientson the LAN W1 &W2) and two
Linux clientsthat are associated with an 802.11b netw@wk 1 & WL2). All calls
utilize the PCM - G.711voice codec which ibroadly supported by client sofare.
The Linuxnetwork emulatorNetEm[93] is used to emulate delsgn the wired ne
work side in order to increase delay for VolP sessiespédciallyin the dowtink
diredion). Background traffigs generated a®quiredusing theD-ITG traffic gene-
ator [94]. The iAP runsDD-WRT firmware [95] which is 802.11e enabled aisl
connected to the wired network via an Ethernet swiRhCP SRand RR traffic
which is adequately suppoddy the Ekiga softphonie mirrored to the delay est
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mator via thdibpcap interface inTCPDump[78]. The overall tesbed isillustrated

in Figure 4.6

7
4

Wired @ 802.11
\ = NUIG NTP Server|.® y
Network % T 140.203.1 a@ BSS

Monitor SSH
Station J'

— . 4@3‘5&"‘

Wl NetEm

S

Switch

W2 WL2

@; — “.:;:

ETH _—
Traffic ] Traffic
Gen/Sink Gen/Sink

Figure 4.6Testbed Architecture

Time synchroization is provided via the NUGalway NTP server, distribed
over thewired LAN to wired clients and the iAP, and over the wireless interface to
the wireless d¢énts. An Asterisk server is used for call setup with future scalability in
mind. IP addresses ardistributed by a DHCP server o&P. A Linux monitoring
station is connected to the netwavkich acts as a gateway to the iAP the terni
nal (SSH or web based HTTP) interface This monitoring functionality is akin
somewhato a Software Defined Netwk (SDN) architecturg3], where a node on a
network can be dynamically configurbgl a remote and centralized monitoring node
to optimize a certain set of traffic chateristics based on quality or throughpet r
quirements.Two bi-directional VoIP calls take place between wired clients and
wireless clients via the iAP, and VoIP session set up is carried out by SIP. The G.711
codec (dlaw) is used with a maximum jitter buffer of 50nThe expemental test
bed runs 32bit Ubunt11.10 (Oneiric Ocelot).
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4.2.1 AP Setup

The wireless ARleviceusedis a LinksysDD-WRT v24-sp2 megauild. DD-WRT

is a Linux basedalternative open source firmware that is used in many different
WLAN routers and embeed systems. DRVRT provides extensiveserfunctiond-

ity in both the useand kernel space. The®ftware can bdowrnloaded onto a router

in order to provide more configuration options and an extended feature seyj-partic
larly on the wireless interface, and providexth a wekbasedanda command line
interface to adjust configuration parameters-MRT allows testing 0802.11e QoS
provisions andconfiguration of EDCA parameters via the Linux Wireless Tools
iwpriv.command.The CPU is a Broadcom BCM5352 running at 200Mhz with
25.5Mb of memoryThe WiFi setup is an 802.1MYLAN connection operating at
the default 2.437 Ghz band (channel 6) with a beacon interval of 100ms. Further AP
setup daails are provided in Appendix Il

4211 TCPDump

The TCPump gplication on the iAP loga description of packe captured on
the wireless network interface. This description includes a timestamp in seconds
since January 1, 1970, 00.00.00, UT&nd fractions of a second sincethime.
TCPDumpis configured via command line arguments to filter only packets afinte

est An exanple of a TCPDimp command used in the iAP is as follows:

tcpdump-nn-s0O-tt -T rtcp udp-x port 50615099

The argument x allows the data of each packet (minus its link level header-info
mation) to be printed in hex. This facility is requirén order to overcome the
incompatibility of the iIAP and NTP timestamps. The NTP timestamp is represented
as a 64it unsigned fixed point number in seconds relativelaauary 1, 1900,
00.00.00 whereas the UNIX timestamp is in seconds relativéaimuary 1, 1970,
00.00.00 Therefore a value d2208988808is added to the NTP timestamp before

performing delay calculati@in the QoS estimation module.
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4.2.1.2 Prioritization Implementation

As mentioned in the previoudesign chapter,the VolP sessiorprioritization
mechanisms implementedy editing the DSCP value in IP headers of VolPkpts
via theiptablescommandwhich is part of the Limx traffic control suiteWhen the
IAP is powered up, all VolP traffic is automatically assigned to the MC3 access cat
gory by settingthe DSCP value in tIP header of alRTP packets tofi 1 040 .
mapping exists between DSCP values and 802.11e categories and this progess is ut
lised for e-classification between MGCMC3 (+BK). The MCs and their
corresponding DSCP values argtdid inTABLE IX :

EDCA Category MC Category DSCP
AC_VO MC1 46
AC_VI MC2 18
BE MC3 10
BK BK 2

TABLE IX EDCA& MULTIMEDIA CATEGORY MAPPING TODSCPVALUES

In a situationwhere the prioritization algorithm decides that a VolP session
should be prioritizedthe DSCP walue in the IPheader ofall packets belonging to
that session will be tuned o r 6 madonthelcardsponding DSCP value of the
next highest priority cagory. All VolP packets that are forwarded by the iAB; a
cording to the iptables framework describad section 2.5 are passed to the
FORWARD chainPackets that ar® be prioritized by the Prioritization Module in
the iAP are processdily -maangl® o0 p e r a iptablescommankis pgformed
on their DSCP valuin the IP headerbefore being sent to theiestination via the
output interface, whereasagkets that are ndb be prioritized are sertn to their
destination via the output interface without being processed byi thangleopeia-

tion.

In ahypotheticalscenario where one VoIP cg$1)takes placdetween a wired

clientWland a wireless clieWL1as illustrated irFigure 4.6 and anothecall (S2)
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takes place between wired clie"wt2 and wireless clienWL2 a mangle operation

could implement prioritizatioas follows:

ssh root@192.168.1\echo admin | iptablest mangle-l FORWARD-d DEST_IP-j DSCP--

setdscp DSCP,

In this scenariothe monitor machine logs into the iAP v&SHand issues the-

tablesmanglecommand(-t manglg. This operation will edit the DSCP valueati
of the IP packés in the FORWARDchain that are destined to the IP addreds
DEST_IP These packets are destined to ¢hient WL1 on thewireless nework, and

areassociated with the VolIP call that is being prioriti8d) This operation is also

possible in the oppoite direction where thgptablescommand would also contain the
IP addres®f W1, which isthe source of the packets (SRC_I. Testing of thep-
tables mangling process igarried outby analysis of IP packets arriving at

destination client machines ugirthe Wireshark packet capture applicati9g].
When packets have been prioritized, the DSCP vahservedn their IP headeon

the destination cliens different to its initial value.

4.2.2 iAP Operation Routine

At the beginning ofinexperiment whenthe iAP ispowered up, th€oS Estina-

tion, ard Traffic Prioritization modules are designed to run continuously. When VolP

calls begin,TCPDump will filter out theRTCP packetto be processed. A struct is

defined to store the following data for each call;

1

= =/ =4 =4

charWired_IP_address
charWireless_IP_addres

0 Hardcoded in Experimental results @hapter 6
charRTCP_packets_captured
int Number_of RTCP_packets_captured
doubleCurrent_R_value

char*Current_ MC
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This structmaintains all of the required information associated with each VolP

call for the duration of an experiment.

The determinatiof uplink and downlink traffic is important in the operation of
the iIAP, however, for experiments, the IP addresses of the wired and wirelgss en
points of the VolIP calls are hardcoded. The RTCP packet data for three consecutive
packets is temporidy stored for each sessioalong with the total number of RTCP
packets captured for that session. The curremtlRe for a session is stored along
with the current MC catemy that a VolP session resides in. The sequehewents

for iAP is as follows;

iAP Event Sequence

while (true) {
packets=run tcpdump for RTGQRackets
find wired & wireless IPs of packetklardcoded

if IPs not in IP_array

1.

2

3

4

5. add IPs to call array
6 add RTCP packets to pmpriatecalls
7 if 3 packets are stored for call

8 for each session

9 calculate R

10. end for

11. endif

12. run Prioritization Algorithm

Once an Rvalue has been calculated for a VoIP session, the prioritization alg
rithm is initiated, which mayin turn initiate the prioritization implementation

mechanism.

4.3 Time Synchronization Implementation

A key requirementor the successful operation of the experimentalliests the
implementation otime synchronizatioto within single figure millisecond accuracy

acress the full tesbed. Without this level of accuracglielay values determined via
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the RTCP packt mechanisnwill add significant error margins to calculatiptisus
providing inacurate QoS estimatiorn early chadenge encountered was the clock
skew between the iAP and the client endpoimt&rder to erify that all the nodes in
the testbed are sufficiently synchronized before each dérpant, a separatesyn-
chronizationtest was designed. This involvesending asingle ICMP packet (R)
from a wired client\ired cient 1-W1) at timeT1 addressed to theireless clientl
(WL1) via the AP. The packet P1 is also recordediatless client ZWL2). Let 6s
firstly consider the exchange with WL1. Upon receiving P& wireless clientWL1
sends a reply packet (P2) back to W1 via the AP. The test setup is depi€igaréen
4.7. P1 is sent at timestanTfdl from W1 and arrives at theireless interface of the
AP atT2. The wireless client WL1 receives PIT&t

WiFi

W2 AP

Figure 4.7Testbed time synchronization setup 1

A copy of the packet P1 is also received at wireless client WkithatT4, hav-
ever WL2 does not send a response packet in this instéies WL1 receives P1 it
sends a reply packet (P2) back to W1 at tifbeand this reply packet is recorded at
the AP afT6 and received at W1 at7.

In a separate test the level of sgranization ofwired client 2(W?2) is ascetained
by repeating the same process for W2 that was daotié for W1. This timea mu-
ticast ICMP packe(P3) is sentat time T1from W2 to WL2 as illustrated ifrigure
4.8. The packet is received at the wireless interface of the AP at tinamd % e-
ceived atwireless client 2(WL2) at time T3, while a copy of P3 is received at
wireless client (WL1) and T4. A reply packet (P4) is sent by WL2 to W2 at time
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T5 and is received at the AP at T6. The packet P4 is finally received at W2 at time
T7.

WiFi
iy
WLI
i | LT | Ml
(Reply)
»[12]
WL2

AP

Figure 4.8Testbed time synchronization setup 2

This test was designed to ensure that all nodes in thbddsire synchronized to
within single figure milliseconds beforarying out any delay calculations with the
iAP. Once this requirement fatisfied, the delay values provided by the calculation
mechanism can be deemed accudesultsfor this test are presented@mapter 6

4.3.1 One-Way Delay Calculation without SynchronizedAP

The delay calculation mechanism described in se@&i8tR2 involves a syohro-
nized AP along with synchronizedient endpoints. This ensures that the ARR)
hasknowledge ofiM2E delays, and thereforaf wireless MAC delays as detailed in
section3.3.1 This is signifcant in the context of distinguishing betwedalays
causedn the wired network (WNDs) as opposed to the wirelessOMWLNDs), as
illustrated inFigure 3.4in Chapter 3However if the total M2E delay is requirefdr
R-factor calalation, as opposed to the iIM2E deldgenthe AP does not necessarily
need to B synchraized. Considen scenario where a VolP session takes place b
tween two synchmiized endpoints, anthe AP isnot synchronized The iAP delay
calculation mechanism will still provide accurate -av@y M2E delaysdue to the
fact thatthe calculation take place on the AP. The following example explains this

process.
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('I/ L Start Time
14:00:000 14:32:500 14:00:000
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A T - _
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- L ) T lms
- 3 14:00:
A — gl 14:00:002
1ms
R 14:00:003 T4 e
avesos T T tms
1432504 55

T, T - 1ms

y 14:00:005 ‘5_‘ =
1ms
T} 14:00:006 e
T~ B r aq. 1ms

- 2 14:32:507
v

Figure 4.9Delay Calculation without AP synchrization

The iAP clock is not synchronizeahd lies between two synchronized endpoints
N1, and N2. As can be seen, timae on theAP clock is 32minutes and .5second

(1920.500s) ahead of tiwo endpoints clocksHigure 4.9. All intra-oneway delays

(iIM2Es) are = 1m<C both theminimum downlink delay ¥ ) and theminimum up-

link delay ¢/ ) areeach2ms. The dlays are calculated as follows:

dn, dn, y
1920.501s -1920.499s 0.00x
upy up; y
1920.501s -1920.499s 0.00%

ONE-WAY DELAY CALCULATION
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With round trip time(Y ) equal to(Y +Y ) plus processing timen N2,y is
calculatedas 5ms despite the lack of synchronization in the AP clbbls was an
interesting observation during the development of the iAP. However, for the results
presented in this thesis, the iA® synchronized with all endpoints in the exper
mental tesbed.
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RESULTS



Chapter 5

SIMULATION RESULTS

The previous chaptatescribedimplementation details relating to both the gim
lated and tegbed approach. It firstly dealt witeetupof preliminary simulations
designed to evaluate the capacity of 8@2nktworks to suppoiNolP, in terms of
numbers of simultaneous calkss well as the feasibility of implementing prioriiz
tion of certain V&P calls over others in 802.11e. Beesimulations were sep in
the NS-2 network simulatorlt also describednore detailedsimulaions usingthe
NS-3 simulator which implemeat a traffic prioritization mechanism involving a
Multimedia Category (MC) hierarchical structure. The results for all simulations in
NS-2 and NS3 are presentednd evaluatedn this chapterResults relating t@n

evaluation ofthe experimentaiestbed arepresentedn Chapter 6

5.1 Test 11 NS-2: IEEE 802.11e VolP Call Capacity

As described in sectioa.1.1.] this simulation looks at network capacity an
802.11e enabledetworkin terms of QoS whedelay and packet losse consiered
In a voice only scendr, Figure 5.1presents the combined mean uplink and mean

downlink delay experienced by multiple VoIP sessidus b the MAC layer These
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Delay (milliseconds)

resultssuggest that@.11b can support up to 12 concurrénf11VolP callsbefore
the mean delayn the downlinkis noticeablyaffected When a thirteenth ssion is
added,the mean contention delay at the wireless MAC layer gsifstantly in-
creasedo above 100msThis is due taan increase incollisions of packet®n the

downlinkwithin the CSMA channel access mechanism.

MEAN DELAYS
800

T
Mean Downlink Delay ——
Mean Uplink Delay ——«—

700
600 |- -
500 -

400 | -

Number of Sessions

Figure 5.10neWay delay vs. Number of VoIP sessions over 802.11b

This test also suggests that 14 VolP sessiotteisipper bond for simultaneous
VolP calls. When a 15tlolP call is added to the network, the QoS for all sessions
will become unsatfactory according to the recommendation G.J3@] as the one

way delay rises above 150ms

When taking packet loss percentage into account, the packet drop rate surpasses
1% when an 11 VolP session is added to the werk as observed iRigure 5.2 The

drop rate increases to 17% when 128 VolP sesion is aded to the network.
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Figure 5.2Packet drop rate vs. Number of VolRsiens

With 11 simultaneous VolIP sessions, a high drop rate coupled with an increased
mean delayuggestshat 10 simultaneous VolIP calls is the upper bound for 802.11b
in this senario. This imit may be increasedith the implementation of packet loss

mitigation techniques such as PLC or with the use of a different codecs.

5.2 Test 27 NS-2: The Effects of Differing One-Way
Delay on VolP

When taking delay alone as a factor affecting QoS, 12il&meous VolIP calls
can occupy an 802.11b network without any considerable negative dtfecto
MAC contentionon the QoS of all sessions according ést 1 Forthe NS2 simub-
tion describedin section4.1.1.2 twelveVolIP callsarerun simultaneously where two
sessions, (S1, and S2), have WNDs of 100ms and 50ms added to theayods=

lays respectivelyin terms of prioritization, there arbree scenapissimulated here:

1. All VoIP sessions have equal priority
2. S1 and Sare prioritized on the Uplink
3. S1 and S2 are prioritized on the Uplink and Downlink
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Figure 5.3illustratesthe oneway delay valuesn the Y:Axis andthe packet
numbers for the uplink and doVimk on the XAXxis for Test 2.1 The M2E delays for
S1on the downlink ardetween 180 and 200ms, which is abtve ITU-T recan-
mendation of 150msThe uplink delay for S1 is within the I'FO recommendatign
as is the uplink delay for S2. The downlink delay forod®8/ just meets the onsay
delay requirements for a VolIP call. All the short range VoIP sesé&Bis S12)ex-
perienceoneway delays tht maintin an acceptable level of Qo both up and
downlink.

Uplink Delay
.
200 |- g Nin

.. Y e St
Down

+ - "
3 d W Ay
180 PR R + % 4 L
; +

160 |-

Delay (ms)

60 fog

40

" Y AN

2000 4000 6000 8000 10000
Packets

Figure 5.3Up/Down DelayTest 2.1 Eq u a | 1R Siinuitaiheofisd/olP Se

sions

As evident, here is asignificantdifferenceobservedn the uplink and downlink

values recordedAs described in seon 2.3.5 and known as AP bottleneckig is

Downlink Delay  +

due to an asymmetry in 802.11 between the AP and the wireless nodes when acces

ing the wireless medium. Within the 802.11 CSMA/CA mechanism, the AP contends

for access to the madin with n nodes, and receives approximately the same number

of transmission opportunities, although the AP has approximately n times the traffic

to transmit. This prdem is studied irfurtherdetail in[43].
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Delay (ms)

In Test 2.2he wlink traffic for VolP session§1 and S2s assignedhigherprior-
ity status Thissimulation scenaricepreserd a reatworld caseof prioritizing uplink
traffic where the 802.11e EDCA ameters wouldbe coffigured oneach ndividual
wirelessendpoint The prioritized uplink traffic is assigned the EDCA Voice pagam
ters (AC_VO AQ, and all other voice traffic is assigned EDCA Videategory
parameters (AC_VI This is a precursor to the MC categories used in the lateusim
lations.

Although the uplink trHic for the two long distance VolIP calls is ng@woritized,
there is no considerabimprovement in the uplinkelayvalues this is primarily le-
cause their uplink delays weafready low. Theun-prioritizeduplink traffic (sessions
31 12) experienes aslight overall increase iwireless MACcontentiondelayin
comparison witiTest 2.1due to operating within the lower priority AC, however this
increase is minimalFigure 5.4. There isa change in the domink delay values for
all sessions. This iptovement has come about dueptkets originating from the
prioritized STAs (S1 & S2) gaininguickeraccess to the ndeum via selecting their
countdown timer from th&C_VO CW range irCSMA/CA. This ensures that uplink
packets for S1 &2 experience faster medium access and also reduce the vikual co
lision rate fordownlink packets within the AC_VI AGthe AP, with downlink traffic
for 12 sessions, now competes with dther nodes for medium access instead of 12
within AC_VI), thus reducing the overall queuing tirfdelay) for packets in the
downlink. The downlink traffic for S1 still experiences eway downlink delays of
up to 150ms but this is below the delays eiqrared inTest 2.1

-
@
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80 33 - 4« Down
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|74 - ? oy > e, = -_',_ xa Down
S ; SRR [
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M eediuE e e L PRt e R

2000 4000 6000 8000 10000 12000
Packets

Figure 5.4Up/Downlink Delayi Test 2.2 S1 & S2Prioritized on Uplink
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The final test scenaribuilds onTest 22. Where the previous test prioritized the
two delayedVolP sessiongS1 & S2)in the uplink directioronly, this test also prie
itizes the downlink traffic for these twdoIP sessions. The most notable
improvement stemming from this is that the two prioritized voice sessiond&xper
significantly reduced delay in the downlink directidiigure 5.9.
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Dol o ey -
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120 | ® .
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Figure 5.5Up/Downlink Delayi Test 2.3S1 & S2prioritized in Uplink and

Downlink

The two prioritized sessiorfS1 & S2)now experiencéower delayson the dow-
link at the wireless MAC lagr (Y-Axis: ~57ms andat ~108ms). This improvement
is at the expense of the remainirtgn VolP sessions which now have emay delays
varying from 18 35ms in the uplink and 60130ms in the downlink. These values

are stillhoweverwithin the ITU-T recommended time of 150ms.

These simulations contributed tbe planning and devepment of the IAP by
providing an insight into the behaviour of omeay delaycharacteristicSor VolP
when implementing prioritizatiommongstVolP sessions. The ost noticeablem-
provementsarefor VolP sesions that arerioritized inthe downlink directionThis
reinforced similar findings ihe literature and pointed towardgjeater need téo-

cus on downlinkather than uplinkraffic QoS improvements in the iAP.
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5.3 Test 317 NS-2: Preliminary EDCA Parameter Op-
timization

As describedn sectiord.11.3 this test evaluates the feasibilitfyimproving the
QoS of VolIP bytuning 802.11e EDCA parameteWhereas the previous test looked
at oneway delay only, this test goes one step further in that it @i QoS score
for each session amtioritizes VolP sessions baken theirR-factor valus.

In the first scenaripTest3.1, all sessions exiswithin the same AQGherefore all
sessions are of equal prioritfhe oneway delays for each session are ided
in Figure 5.6 as well asuplink and downlink Rfactor valies- however they are
more clearly presented igure 5.7 Average @lay values are calcutad for each
individual session and atken plugged into an-Elodel calcul#or to produce a QoS
R-factor. The sessioi$sl has a visibly higher mean delay than the remaining sessions
in the netvork which is of courséue to the WNDof 100ms.

250 T
Uplink Delays —+—

Downlink Delays
Up R-Values *
200 Down R-values 0

150

100

R-Value/Delay (ms)

50

Session #

Figure 5.6Test 3.1- Mean Delay without Pridgtization, with As®ciated RValues

The downlink oneway delay for S1 is above 240ms whereas the remaining VolP
sessions experience a emay delay on the downlink aipprox. 15éns due to co-

tention at the AP.All one-way delays on the uplink are belowethTU-T
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recommendation of 150ms. When taking a closek lhe RValues(Figure 5.7, the
QoS forSlisfi me d iwi m,h s o me u s accosdingltd thesBaotel,dué i e d O
to S1 haing an Rfactorof 79 on the downlink.

94 "
UpR-Values —+—

| I | | Down R-Valyes
92 /"—'“Q/I T 1 1

90

88

g6

R-Value

84

g2

g0

78
0 2 4 G g 10 12 14

Session #

Figure 5.7Test 3.1- R-Values for Uplink and Downlink without Prioritization

When prioritization is implemented for Sty incrementinghe AIFSN value for
the remaining seasonson their uplink and downlink there isa noticeable impraar
ment in thedelay characteristics for SHownlink (250 to 190msecas shown
in Figure 5.8 Thisimprovement doenot come at the expense of the remainirgg se
sions to any large degree, as the downlink trafic the remaining sessions
experiences no significarthange Althoughthe mean delays for the traffic on the
uplink did increaselightly although this was n@nough to have any noticeable e

fect on theQoSof the sesions.
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Figure 5.8Test 3.2- Mean Delay with Prioritizatin, with Associted RValues

With a closer analysis of the-factors Figure 5.9, the QoS of S1 is dramatically
improvedwith the Rfactoron the downlinkncreased from 79 to 8@r S1, this ac-
cursagain wittout any signiftanteffect on remaining/olP sessionsA comparison
between the Ractors for the two scenarios is providedHigure 5.10where a clear

improvemenin dowrlink R-factors is illustrated, whereas uplink remains similar.
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Figure 5.10Test 3.2- R-Value Canparison

The improvemenin QoS for Slis due to the priority treatment that packe¢s b
longing to S1 receiven the AP queue on the downlka These packets haaehigher

probability of accessing the wireless medium, both against conteddinglink tré-

- 149-

14



fic within the AP queue, and against the remaining les® nodes. This simulation
test illustrates he tuning EDCA parameters in an 802.1hdrastructure network
can improve th&@oSfor VolP sessionwhere a cedin VolP session has a lower R
factor valuein comparison with other sessions. This test contributed to the gevelo
ment of the iAP by showing th#te optimization of EDCA parameers ca improve
the overall @Sfor a VolIP sessignwithoutnecessarilydegrading the QoS dhere-

maining sessionis the network

5.4 Test 41 NS-3: Multimedia Category Evaluation

As described in sectiof.1.2.1 two simulation testwere carried out in NS3 to
evaluate the MC traffic prioritization mechanisAs described irfFigure 4.4 multi-
ple VoIP sessions operate between wired aimetless cliers with different WND
delays.The first test is run usg the default ED& channel access parameters while
the secod test useshe proposedMC prioritization mechanisnfior channel access

based on Ractor valuesasopposed to the default EDCA.

5.4.1 Test4.1i NS-3: Default EDCA

For this scenario, all VoIP sesss are categorized within the 802.11e AC_VO
voice access categorythe start and stop times for each session are illustrated
in Figure 4.5 At the beginning of the simulatipthere is no noticeable QoS degrad
tion among VolPsessionsasthere arenly 5 sessionsctive (S1i S5). However the
network becomesignificantly congeste@®5 seconds into the te@t T=259 whena
6" session $6) begins Figure 5.1). At this point the downlink R-factars for all ac-
tive sessionglrop to very msatisfactory levels due to both high packet lmsdone
way delay ratesKigure 5.12Figure 5.13. The high packet loss rate is duebtdfer
overflow of packets awaiting transmissi@ the APbuffer whichis set to65 pak-

ets.
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Figure 5.11DefaultEDCA scenarie Downlink R-factors

As there is no active prioritization mechanism in operation in this simulation, the
session statistics remain the same until tieees alteration in the traffic characteri
tics. The session S6 finishes at T=55s, at which point there is a clear improvement in

quality for all sessions as the network is no longer congested.
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Figure 5.12DefaultEDCA scenaric Downlink Percetage Packetoss
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Figure 5.1DefaultEDCA scenario- Downlink M2E Delay

The session S7 begins at T=65s and the resulting effect on the remaining sessions
is illustrated at T=70s where a reduced QoS of all remainingosssis observed.
The downlink R-factor forS7 is 42 however theQoS of sessions S1 and S2 is not
dramadically degraded and S1 maintains a downlRkactor above 70. The session
S2 finishes at T=85s which again reduces contention on the network and thus returns
all remaining sessions to a state of experiengimgd QoS as seeat T=90s. Theif
nal VolP session to join the network (S8) begins at T=95s. With the largest WND of
all sessions in the network, S8 experiences a packet loss rate of up to 20% (Figure
5.12) This is due to the fact that S8 packets start arriviriigeaAP last at the start of
simulations and are thus impacted more by AP loss due to buffer overflow. It is
worth noting that this characteristic would diminish over time but is evident in above
due to the nature of simulation setup.ttVbneway delay alues as high as 560ms,
thesevalues contribute to an-Rctorof less than 10. Note thah Rfactor below 50
is not recommended in any case by the{U'he effecs of exceptiondy high one
way delays aralso observeth S5 and S3vheredownlink R-factors of <10arealso
experiencedThe sessions S4, and S7 expecedownlink R-factors of <30 while
the session with the lowest WND, S1, experiences a significant loss in quality with

oneway delay values of almost 300ifkgure 5.13.
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The uplink Rfactors are presented Figure 5.14 and show thathe QoS of S3

and S8 becomes naatisfactory at T=100s
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Figure 5.14Default EDCA scenarie Uplink R-factors

The prime contributing factor to the drop inf&tor for S3 is the percentage
packet loss as illustrated Figure 5.15vhere 3% of packets are dropped for §8ra
session 8 joins the network. The low QoS level forck&farly caused by thhigh
oneway delay values recded of over 250mé&~igure 5.1$. Most of this delay ista
tributed to the prset 245ms WND delay on S8 along the remaining2@fis of
contention delayhowever these values still contribute to an unsatisfactory level of
QoS. The uplink oneway delays for the remaining VolP sessions largely correlate

with the WND delays added to each session.
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Figure 5.16Default EDCA scenarie Uplink M2E Delay

As described in sectioB.3.1, the oneway wireless MACdelayfor all simultare-
ous VolIP sessions should be similar due to the largely equal probability that packets
in the same access category will access the wireless methendifference between
the delays exgrienced by VolIP sessions at the wireless MAC layer isnmal when
compared with thelifference in theverall oneway delay experienced by thessse
sions which is determined principally by the configured WND valdEgyure
5.17 Figure 5.18.
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Figure 5.18Default EDCA scenarie Uplink Wireless MAC Delays

For the last 2%econdsof this simulationfour of the six active sessioiS3, S5,
S7, S8)that have WNDs of over 100mswhich contributes t@ low Rfactor on the
downlink (Figure 5.1). Howeverthe two sessions with larWNDs (S1 & S4),also
have Rfactors < 70 All sessions have an equabportunityto access thavireless
medium, and overflow at the AP buffer on the downlink contributes to relatively high

packet loss rates for all sons.
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5.4.2 Test4.2i NS-3: Multimedia Categorization (MC) Implementation

The previous test scenario carried out on the default ED@Anei access mie
anism represents a scenario whendtiple VolP calls with differenbneway delays
compete for network resourcedthin the same access category (AC_V@)eexact
same scenario is replicated here in terms of traffic charactedstitgll sequence
wherebyall VolIP calls begin and end at the same time as those in the previsus sc
nario, and the WNDs applied to the individual calls are the same. This scenario
however applies the Multimedia Categorization (MC) prioritization mechanism as
described ir8.4, which means in effect that VolP sessions will be prioritized decor

ing to thédr R-factors, based on thioritization algorithm detailed in ston 3.4.2

As evident fromFigure 5.19and similar to theefault EDCA scenario, when the
first five VoIP sessions begin, there is no considerable negative effect on the QoS of
any of the competing sessions. Howevtke addition of each new VoIP session
the networkat T=25sincreases the delay of the geisting sessions in the dalink,
this is observed at T=30s when thdagtors are calculated for each sessB&fore
any prioritization is implementedgession 6 (S6) has a neatisfactory QoS rating
which is caused primarily by packet loss at the ARjre 5.20), despite its low
WND of 20ms. o VoIP sessiongS3 & S5) with large WNDs have signifant
oneway delays which contribute to a lowerfRctor on the downlink fo these sg
sions Figure 5.2). At T=30s,S5has a M2E delay on the downlink of 256ms and
delay forS3is 240ms, while the remaining sessions hdwenlink M2E delays of

less than 122ms
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For eachiterative calculation of R up to T=25s, all of the sessidisvnlink R-

values are above 80 (Figure 5.19) and thus no action is taken by the priorititation a

gorithm. At T = 35s the prioritization algorithm selects S3 for prioritizasisnt has

the lowestR valueand it satisfies all the condition$ thealgorithm S3 is then prio

itized and anmprovemenin QoSis evident athe next step of =40s whereS3 now

has an R/alue of 86due to its promotion to MC
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At T=40s, the downlink Ractor for S5 remains below 80 and thus S5 is at this
point the only session thet eligible for prioritization. Therefore at T=45%e alg-
rithm promotes S5 tdC, along with S3.An improvement is observed &t50s,
whereall sessions are in a state of satisfactory QoS, and thus there is no need to pr
mote anyof thesession At T = 55s, the VoIP session S6 is terminated, this effects
the oneway delay of sessions 1, 2, and 4 as illustrated in Figure 5.21, hyttbie
downlink one-way delay of S1, S2, and S4 decreases due to less contention on the
downlink in the AP Note thatthis improvement does not provide a significantipos
tive contribution to QoS, as these sessions already had a good QoS score before S6

was teminated.
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Figure 5.2IMC Scenarioc Downlink M2E Delay

Session 7 (S7) becomastiveat T=65s andmmediately experiences a QoS score
of 77 which is primarily due to the oneay delay as observed at T=70s in Figure
5.21. S7 ighusselectedvy theprioritization algaiithm at T=75sand is thus pronte
edto MC,; along with S3 and% At T=80s session 7 experiences good QoS with a
considerable Ractor improvement caused by a decrease invame delay of over
50ms.This operation has theffect of marginallyredugng the QoS expéenced by
S2, S3, and S5, howevitre Rfactors forall sessions remain above 80R dhds all
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sessiongnairtain a state of goo@oS.The session S2 terminates at T=8&ashg a
minimal improvement irthe QoS of S1S3, andS4. The most otable impact on the
remaining sessions is on S4 whose-aag downlink delay is reduced by 81ms,

from 136ms to 55ms at T=90s, and its coroegfing Rvalue is improvedo 92 asli
lustrated inFigure 5.1%ndFigure 5.21 Thisimprovementn oneway delay for S4

is due to the reduced contention for the wireless medium as there are less packets
contending for channel access at the AP

The session S8 begins at T=95s. As per the prioritization algorithoins the
network in the default lower MOMC;) and therefore has a lower probability of a
cess to the medium than the sessions S3, S5, and S7 which are at this point in the
MC, category. With a WND of 245ms, the emay delay of S8 is expected to be
relatively high. At T=100s, the downlink one way delay of S8 is calculated to be
306ms, which contributes to anmvRlue of 72. This results in @ome Dissatisfied
QoS classificatiorand the algorithm then proceeds to promote S8MG,, joining
with S3, S5and S7 This operatia improves the dowmk R-factor of S8 to 7%ri-
marily due tothe reduction in ongvay downlink delayof 56ms to 250ms as
illustrated at T=110s in Figure 5.2Despite the promotion to MC2 and the fact that
it is much improved on itsnitial score, the QoS of S8 at T=110s remains classified
asSome Dissatfed according to the #Model with an Rfactor of 79. Therefore, on
the next iteration of the prioritization algorithm, S8 again satisfies all of the priorit
zation conditions of thalgorithm, this time however, S8 is promotedM&,; and
will be the only session to occupy this category. At T=120sdtvenlink oneway
delay of S8 is redted by 2ms, which serves to improve itéaRtor score to 80 (Bi
ure 5.19), which is within the -Elodel category ofSatisfied The most notable
impact of prioritization of S8 tMC, is on S4, where thdownlink oneway delay is
increased by 30ms, to 106ms, and percentage lossré&ased from 0% to 1% (@i
ure 5.20. These factors contribute toreducel R-factor for S4 of 87 Despite this

however, S4 still has a satisfactory level of QoS.

The overall QoS of all VoIP sessions on the uplink is largely unaffeEtgdre
5.22Illustrates the Ractors for all sessions in theplink direction. No VolP calls
experience any packet loss in the uplink throughout this test (Figure 5.23). When S5
is prioritized at T=45s, itaplink R-factor is slightly improved due to a reduction in

its oneway uplink delay as observed iRigure 5.2Figure 5.24
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Figure 5.22\C Scenaric Uplink R-factors

Figure 5.23VIC Scenaric Uplink Percentage PhietLoss

When session 8 joins the netwoitkexperience nonsaisfactory QoS at firsas
evident fromFigure 5.22again due to thigh oneway delay caused by the WND
of 245ms. This is supplemented by a small contention delay at the wireless MAC
which causes a ongay delay of over 26ms. When S8 is promoted to MC1 at
T=120sin the downlink directionthe uplink oneway delay for that session is-r

duced to 252ms and thus improves tipénk QoS of S8 to a satisfactory level.
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