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| Introduction

Although it has its defenders," command-and-control environmental regulation has been
criticised for being economically inefficient and for relying on the effectiveness of the
regulator and its staff.® Scholars have claimed that ‘traditional’ command-and-control
methods of dealing with pollution, involving the use of uniform technology standards, operate
in a fragmented manner with the inefficiency of a large central bureaucracy and without
coordination. Unresponsive to new information, they do not always properly balance the costs
and benefits of regulation and do not encourage continual reductions in pollution.® These
arguments have led to the development of a ‘second generation’ of regulatory instruments:
market-based, further upstream, more flexible, built on public transparency, integrated into
business planning, and focusing on incentives rather than punishment.* These may operate in
a flexible, modular way.’

Disclosure-based regulation is one of the responses to the perceived inefficiency and
ineffectiveness of traditional command and control regulation. While it has a history that
stretches back to US federal securities laws in the 1930s, it has become a significant feature of
environmental regulation since the 1960s. Much of the promise of the application of ICT to
environmental regulation relies on the power of information to change behaviour, whether
individual or organizational. However, the impact of ‘regulation through disclosure’ is still
not adequately studied or properly understood. Its results may be limited, it does not always

achieve the desired results, and the response from practitioners is not always positive. This

* School of Law, National University of Ireland Galway.
! For example, Sidney A Shapiro and Thomas O McGarity, Not So Paradoxical: The Rationale for Technology-Based
Regulation, 1991 Duke L.J. 729; Howard Latin, Ideal Versus Real Regulatory Efficiency: Implementation of Uniform
Standards and “Fine-Tuning”’ Regulatory Reforms, 37 STAN. L. REV. 1267 (1985).

Bruce A Ackerman and Richard B Stewart, Reforming Environmental Law, STAN. L. REv. 1333 (1985).

®  Richard B Stewart, A New Generation of Environmental Regulation? 29 Cap. U. L. Rev. 21, 28-34 (2001).

Dennis D. Hirsch, Symposium Introduction: Second Generation Policy and the New Economy, 29 Cap. U. L. REV. 1, 6—
15 (2001).

®  Jody Freeman and Daniel A. Farber, Modular Environmental Regulation, 54 DUKE L. J. 795 (2005).



Article explores these issues, highlighting practical difficulties and design issues that can
prevent such programmes from achieving their full potential but also offering some solutions.

Disclosure-based schemes are examples of informational regulation and ‘reflexive law’ in
action. Perhaps the best-known example in environmental regulation is the US Toxics Release
Inventory, which achieved unexpected reductions in emissions. Pollution Release and
Transfer Registers (PRTRs) are now used across the world. California’s Proposition 65,
which requires manufacturers to place labels on products warning consumers of associated
health risks, is more problematic.

Disclosure-based regulatory schemes are, of course, not perfect. The public availability of
information does not guarantee that it is accurate, properly understood, or complete. Seeming
reductions in emissions may actually be the result of underreporting rather than better
environmental management. Polluters may respond strategically to the thresholds in a
reporting program.

Unlike more traditional methods of regulation, informational regulation does not guarantee
results. It is difficult to quantify the benefits of the disclosure of data on environmental harms
and risk, and many may be more elusive than real, as the results may be public alarm, erosion
of company value, and the diversion of funds from salaries to health and safety measures.

Although it is difficult to build comprehensive and reliable data, individuals are
responsible for a great deal of pollution. While informational regulation has been somewhat
successful in regulating corporate behaviour, its applications to individuals may be more
difficult. Consumers may be unable to change because of limited options, ingrained habits
and bounded rationality. Individualised environmental information carries with it privacy
issues which must be carefully balanced with the environmental goals.

Finally, it is a fundamental principle of the rule of law that it should be clear. Reflexive
regulation may breach this as, unlike formal law, is rarely explicit: much of it lies invisible or
unexplained to the ordinary citizen or regulated firm.

Disclosure-based schemes require careful design. In order for information to be useful and
usable for regulatory purposes, it must be comparable. There is therefore a need for
standardisation in reporting methods and metrics. Institutional factors which frame the context
for decision-making, such as the range of possible actions, the standards of proof and
exclusionary rules that apply, and the oversight arrangements can influence the creation,
collection, and consideration of information in regulatory processes. In order to be effective,
informational regulation must be sustainable, gaining in use, accuracy, and scope over time.

This Article proceeds in four Parts. Part 1l provides initial background and context for a

full understanding of informational regulation and disclosure in the context of information
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and communications technology (ICT), reviewing relevant literature from law and sociology,
and taking a Foucauldian perspective on the role of ICT in practices of power in the present
day. Part Il provides additional background on the development of reflexive and
informational regulation in environmental law, giving a taxonomy of these types of
instruments and critiquing so-called ‘third generation’ tools. Part IV explores the specific
topic of disclosure as a regulatory tool in more detail, giving a brief history of its
development, outlining the theoretical rationales put forward in support of it, and mentioning
examples of its application in practice. It also critiques this particular type of regulatory
instrument, highlighting the non-deterministic and contingent outcomes of the use of high
technology for regulatory purposes, something which is well-known in disciplines such as
science and technology studies but is perhaps less clearly understood in law. The Article
concludes with Part V, which contributes practical suggestions and examples of how reflexive

regulation schemes can be designed for the context of modern ICT.

II Environmental Law in the ‘Information Age’

The study of ICT and its relationship to legal and regulatory systems is a topic that is still in
its infancy as the subject of academic attention, although its consequences are pervasive and
the potential resulting improvement or dis-improvement in public services are obviously
important to all citizens.® What literature does exist is focused on intellectual property’ and
the challenges for legal practitioners.® The focus is on ‘code as law’® (the ways in which
software can constrain consumers more effectively than legal rules) or perhaps ‘code meets

*10 (the interaction between the two types of rules in property regulation) but not on ‘law
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law
through code’™ (in the sense of software implementations of regulatory schemes). Issues
arising from the use of expert systems in law were discussed in the 1990s,'? but this

technology has not developed to the extent expected at the time. The use of computers for
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legal decision making was studied in Scandanavia in the early 1990s, but very little has been
published on this in English.** There is only one published article directly on the topic of ICT
and environmental regulation in law reviews,'® together with a small cluster of articles on
closely related topics and some literature from other disciplines, but as yet no coherent

perspectives, approaches, or frameworks have developed.

I1.A An Environmental Revolution Driven by ICT?

The seminal article in the field is Professor Daniel Esty’s ‘Environmental Protection in the
Information Age’.*® Esty claims that we either have entered or are entering into an
‘Information Age’, a transformation which is driven by ICT.'” This is situated within an
economic analysis of environmental law,"® relying on the work of James Krier and others.™ In
what is so far the only comprehensive article on the application of ICT for environmental
regulation, Esty is very optimistic about the potential of these new tools to achieve better
outcomes and argues that in the ‘Information Age’,

... we stand on the verge of an environmental revolution perhaps as important as

that which launched the modern environmental movement four decades ago. The

technological advances of the Information Age provide an opportunity to make

environmental protection more data-driven, empirical, and analytically rigorous.

... [A]s information gaps become less pervasive, institutional design options for

addressing environmental problems will expand and we will be able to rethink our
regulatory choices.”

Esty comprehensively outlines the advantages: ICT makes possible the large-scale and
inexpensive tracking of pollution emissions. It can also be used for data management,
analysis, and retrieval, making ‘data mining’ possible and making it easier to manage
complexity. It also allows information to be disseminated widely and rapidly.*

These new possibilities reshape the environmental decision-making context. Hitherto

invisible environmental problems, such as the depletion of fish stocks, can be brought to light
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through analysis of data. The impact of emissions over time and at a distance can be better
understood. The interconnection of environmental hazards, such as the composition and
sources of polluted air, can be more easily tracked. Data visualization, such as representations
of the hole in the ozone layer over Antarctica, can help to mobilise individuals to take action
and better explain the scientific evidence for damage.?

Computer modelling allows for better forecasting. With improved processing speeds, and
genetic algorithms, models can be tested and adapted in very little time. This expands the
scope and span of control available to policymakers. It can also improve the policy-making
process by grounding it in real results, identifying failing programs and the best solutions.
This may lead to greater transparency and a better functioning democracy and it is likely to
transform administrative processes.”®

ICT can help to solve several of the problems that prevent comprehensive and fully
effective environmental regulation. In the marketplace, it can help with the search costs
involved in finding markets for what were formerly considered to be ‘waste’ by-products,
such as diacids from nylon production, which can be sold to tanneries; increasing precision in
defining environmental rights through GPS/GIS; better valuation of potential future harms;
shifting decision-making to the market where appropriate; and lowering the cost of
contracting for compensation for environmental harms to a level where many more can
participate.*

For regulators, more precise information can help create more specialised, decentralised,
and sophisticated organizations. Quantification and visualization can better communicate
environmental problems. Closer identification of problems allows policy-makers to match the
scale of the problem with the appropriate scale of response.®> Poor national performance on
comparative measures of environmental performance can be a significant spur for action.?

Esty’s theoretical perspective on information?’ is economic rather than scientific or social
and he acknowledges that ‘[h]arnessing the power of information technology will require a
nuanced understanding of the relationship between environmental information and
institutional design.””® He highlights some issues, such as the need to transform data into

information and then knowledge; the risks from ‘disinformation’; the possibility that cyber
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democracy could become chaotic; too much information can lead to decision-making

paralysis; and that information on environmental hazards can be used for malicious ends.?

11.B Information Regulation

Although there has been little writing that bears directly on the use of ICT in the regulatory
process, as Esty notes, ‘[c]onsiderable attention has been paid to the potential for
“information regulation.” **° Perhaps the most relevant example of this scholarship is the
work of Professor Bradley Karkainnen, particularly his article ‘Information as Environmental
Regulation’.®* While his approach is not so explicitly rooted in economic theory, his focus is
nonetheless on filling in what he calls the ‘information gap’** and how this might improve the
attention which environmental issues get from management within the firm because of market
pressures.

Another representative example is Professor Thomas McGarrity’s article, ‘Hazardous Air
Pollutants, Migrating Hot Spots, and the Prospect of Data-Driven Regulation of Complex
Industrial Complexes’.®® This provides a detailed consideration of efforts by the Texas
Council for Environmental Quality (TCEQ) to use mobile air monitoring devices in order to
better regulate industrial pollution. The TCEQ’s approach is focused on ‘residual risk’ as
defined in the Clean Air Act (CAA), that is, risks that remain once the CAA’s technology-
based standards have been complied with.** It made use of mobile monitoring vans to gather
information on air pollution in the vicinity of petrochemical plants.*® McGarity concludes that

data-driven regulation has significantly more potential than model-driven efforts.

I11.C Informational Governance

From sociology, a highly significant writer on the topic is Professor Arthur Mol. His approach

»38

is based on notions of an ‘information age’37 and ‘ecological modernisation’™ to develop a
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theory of ‘informational governance’,39 in which ‘informational processes, resources and
struggles move to the centre of environmental governance and politics, increasingly replacing
authoritative resources, nation-state power and conventional bureaucratic processes.’*
According to Mol, we are moving into Castells’ ‘network society’, with globalised
communications, (paradoxically) increased uncertainty regarding knowledge, and governance
replacing government.** From this emerges informational governance: ‘the idea that
information is fundamentally restructuring processes, institutions and practices of
environmental governance’.** This development is founded on the changes in power and
impact in society which ICT facilitates, linked to globalization, the redefinition of the role of
the nation-state, and a loss of trust in science.

Informational governance must be distinguished from informational regulation, discussed
further below,*® whose theoretical basis is more in law and economics than in political science
or sociology.** Informational governance can be paralleled with the development of the
‘informational economy’: ‘a specific form of social organization in which information
generation, processing, and transmission become fundamental sources of productivity and
power.”*® From a theoretical perspective, Mol argues that it can be understood as a process of
ecological modernization, culminating in a developing ecological rationality. This abstraction
of environmental realities into information spaces enables new transformative power. As we
relate to our environment more and more through measurements which are then
communicated and mediated by ICT, there is the potential for environmental issues to be re-
constructed, re-interpreted, and re-understood by individuals and society in different ways
depending on how that information is represented. We should not assume that this is a entirely
positive development: inequalities of power persists in new media and information networks;
information may not always be reliable; state regulation remains relevant; and the need for

local infrastructure can limit its effectiveness in, for example, developing countries.*°

11.D Governmentality

These questions of power and control bring us to the work of Michel Foucault. He developed
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his thoughts on the transmission of power through mechanisms of surveillance and
measurement in government in the concept of governmentality, which Dean defines as ‘how

we think about governing, with the different mentalities of government’,*” and elaborates as

. [a]n analytics of government [approach which] ... is a study of the organised
practices through which we are governed and through which we govern ourselves,
what we shall call here regimes of practices or regimes of government. These
regimes, however, involve practices for the production of truth and knowledge,
comprise multiple forms of practical, technical and calculative rationality, and are
subject to programmes for their reform.*®

Scholars have extended these concepts into notions of ‘geo-power’,49 ‘environmentality’,50

» 51 552

‘eco-governmentality’,”” or ‘ecological rationalities of government. These see ‘the

environment’ not as

... the naturally given sphere of ecological processes which human powers try to
keep under control, nor ... as a mysterious domain of obscure terrestrial events
which human knowledge works to explain ... [but as] a historical artifact that is
openly constructed®®

The connection to ICT as a locus and tool in these discourses become obvious when one
considers the importance of these new technologies for control of time, space, and place.

As a method of analysis, governmentality has a number of characteristic elements:
identifying problematizations (controversies surrounding the process of processes of
government); attention to the practices of government, which themselves govern how
government is conducted; and viewing these practices as assembled from diverse,
heterogenous, and contingent elements. As a result of this last element, there are four closely
connected enquiries into how these assembled regimes function. First, what they seek to make
visible and legible; second, what technologies and techniques are deployed in the application
of power; third, what forms and systems of thought and knowledge are privileged within a
particular regime; and finally, what forms of identity does the operation of the system
presuppose or attempt to construct. Governmentality analysis also seeks to identify the

‘ultimate ends and ... utopian goals’ of a particular regime of government. However, while

47 MITCHELL DEAN, GOVERNMENTALITY: POWER & RULE IN MODERN SOCIETY, 16 (1999).
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values are very significant, they are analysed more as elements of a governance regime rather
than the source or end goal of that regime. Finally, Dean argues that an ‘analytics of
government’ approach (as he terms this method) is modest in the sense that it does not seek to
be global or radical, but instead seeks to view in a detached fashion the operation of systems
of government. Nothing is taken for granted.>*

Nonetheless, once these organised practices are in place and the ‘technologies of government’

(to use Dean’s phrase) are deployed as a means of control, the consequences are significant:

[T]he system is a condition of particular forms of life and social and political
organization, patterns of consumption and communication, professional expertise
and methods of training, and so on, and that once made durable and necessary it is
able to to exercise certain determination on patterns of innovation.*®

The applicability of this perspective to the use of ICT in environmental regulation should be
clear from a re-consideration of Esty’s article on the topic,> which is a prominent example of

‘resource managerialism’—reducing nature

... through the encirclement of space and matter ... to a cybernetic system of
biophysical systems that can be dismantled, redesigned, and assembled anew to
produce ‘resources’ efficiently and in adequate amounts when and where needed
in the modern marketplace.>

Viewing initiatives to expand the use of ICT as instances in the creation of a wider mesh of
tools and techniques for controlling both human populations and the natural world highlights
the political importance of these new technologies and the consequences for power
relationships in society. These questions of power, politics, and surveillance will be
considered in more detail later in the Article;*® first, however, more detailed background on

the phenomenon of reflexive regulation is required.

111 Reflexive Regulation: The Third Generation of Environmental Law

What is sometimes called the third generation of environmental law is characterised by the
use of ‘collaborative and participatory processes, outcomes-based instrument choice, reflexive
law principles, distributive justice concerns, sustainable development principles, and adaptive
ecosystem management.”> The adoption of these so-called ‘new environmental policy

instruments’ (NEPIs) is driven largely by economic factors: the cost of ‘traditional” regulation

% DEAN, GOVERNMENTALITY, supra note 47, 27-38.

% Mitchell Dean, Putting the Technological Into Government, 9 HisT. Hum. Sci. 47, 58 (1996).
% See Section I1.A.
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to regulators and regulated entities; a perception that NEPIs were more efficient; a shift from
models of government to lighter-touch ‘governance’ approaches; proposals from the
European Commission; the impact of global recession and the resulting focus on cost; and
political support for adopting new schemes.®® They do not involve the displacement of the
state or the disappearance of ‘old’ policy instruments, but rather the parallel application of

both in a hybrid system,®* an issue which will be discussed again in the concluding Part.

II1.A ‘New Governance’ in Environmental Regulation

In the early years of this century, some new approaches to environmental law began to
emerge and develop at a rapid rate.®? In Europe, the rise of the concept of ‘ecological
modernization’ (that economic and technical progress can provide solutions to the problems
of pollution and environmental degradation that it creates) helped to push policy-makers from
rigid ideas of government to more flexible application of governance (a development already
discussed above), to developing a broad ‘toolbox’ of regulatory approaches and towards
deregulation.®® Although ecological modernization did not take complete hold on policy-
making,® it nonetheless gave rise to what is called ‘new governance’, which can be defined
as
... arange of processes and practices that have a normative dimension but do not
operate primarily or at all through the formal mechanism of traditional command-
and-control-type legal institutions ... [T]The common features ... involve a shift in
emphasis away from command-and-control in favour of ‘regulatory’ approaches

which are less rigid, less prescriptive, less committed to uniform outcomes, and
less hierarchical in nature.®®

In addition, researchers and policymakers had begun to understand the limitations of
regulation as a policy tool, and the political tides moved in favour of market liberalization.®®
As a result, environmental law may be becoming more concerned with establishing principles

rather than rules. Examples in European environmental law might include the evolution of the

8 Andrew Jordan, Rudiger K W Wurzel, and Anthony R Zito, Comparative Conclusions— “New” Environmental Policy

Instruments: An Evolution or a Revolution in Environmental Policy?, 12 ENvTL. PoL. 201, 202-5 (2003).
81 Neil Gunningham, The New Collaborative Environmental Governance: The Localization of Regulation, 36 J. L. & Soc.
145, 165 (2009).
Andrew Jordan, Rudiger K W Wurzel, and Anthony R Zito, “New” Instruments of Environmental Governance: Patterns

and Pathways of Change, 12 ENvTL. PoL. 1, 3-4 (2003).
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%  Grainne de Bdrca and Joanne Scott, Introduction: New Governance, Law and Constitutionalism, in LAw & NEw
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Environmental Impact Assessment Directive®’ through a review and revision process based
on implementation reports from member states; and the Common Implementation Strategy for
the Water Framework Directive, which is not mentioned in the directive itself.®®

Examples of the impact of these shifts in policy include the integration of environmental
protection with other policies; the use of tracking progress towards specific goals; a
commitment to the good governance values of openness and participation; and the use of new
instruments for environmental protection, including voluntary agreements.® At European
level, there is a shift to self-regulation, such as the introduction of environmental management
systems, with rewards for voluntary participation.”” However, while some states were willing
to experiment, such as the Netherlands in making use of voluntary agreements,”* most
member states were slow to adopt new environmental policy instruments.”? Industry preferred
the certainty of command and control; politicians were reluctant to dismantle the existing
regulatory structure; and ‘new’ instruments (by their nature) require challenges to ‘old’
thinking, which is often deeply ingrained.”

In the US during the early 1990s, the Republican majority in Congress sought, as part of its
‘Contract with America’, to roll back many of the environmental protections enacted in
previous decades. The executive was able to portray this initiative to the public as a ‘sell-out’
to corporate interests and defeat it.”* During the same period, industry groups mobilised to try
to soften the broad, prescriptive, and detailed scheme of environmental regulation that had
developed over the previous two decades. With a focus on tradeable permits and voluntary
compliance with emission reduction goals, these efforts resonated with a general preference
amongst the American public for moving control from the federal government to the state and
local level. The Clinton administration sought to channel this appetite for change into a

87 Directive 1985/337/EEC of the European Parliament & of the Council of 27 June 1985 on the assessment of the effects of
certain public & private projects on the environment 1985.

68 Joanne Scott and Jane Holder, Law and New Environmental Governance in the European Union, in Law & New

GOVERNANCE IN THE EU & THE US, 211 (Grainne de Burca and Joanne Scott eds., 2006).

8 Joanne Scott and David M Trubek, Mind the Gap: Law and New Approaches to Governance in the European Union, 8

Euro. L.J. 1 (2002).

™ Christoph Demmke, Implementation of Environmental Policy and Law in the United States and the European Union, in

GREEN GIANTS?: ENVIRONMENTAL POLICIES OF THE UNITED STATES & THE EUROPEAN UNION (Norman J. Vig and Michael

G. Faure, eds., 2004).
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in the Netherlands, 12 ENvTL. PoL. 157, 169-71 (2003).
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‘reinvention’ of the federal government. In environmental regulation, this led to the ‘Common
Sense Initiative’ (negotiated regulation for specific industries), the ‘Environmental Leadership
Program’ (incentives to develop environmental management systems) and ‘Project XL’ (site-
specific and industry-developed alternative compliance plans).”

These were broadly ‘reflexive’, meaning that they hoped to make individuals and firms
internalize environmental norms rather coercing them into making more environmentally
positive choices, an approach which will be explained more fully in the next section. This
change in focus was driven by the claim that the machinery of government is too information-
poor, resource-limited, and slow-moving to deal with dynamic organizations and
marketplaces and will often stymie innovation. Reflexive law is ‘a distinct and independent
conception of law’, renouncing standards and targets in favour of communication and
structural supports for contemplation.”®

In the US, the role of environmental protection agencies has also been re-evaluated in
recent years, with a move from conflict between business and environmental goals being
resolved through legal rules and enforcement’” to a focus on results and innovation,
continuous improvement, negotiable and collaborative relationships, and multiple centres of
leadership (government, business, communities, and others).”® Businesses are seeking to
move ‘beyond compliance’ to voluntary performance targets and internal environmental
management systems, leading to a decline in environmental litigation and a shift by NGOs to
collaborative solutions.”

This presents new challenges for lawyers, who have skills in advocacy, negotiation, and
concluding agreements, but may not have experience with open, dynamic, and win-win
solutions. Law may not always be the primary means of solving environmental problems (if it
ever was),?® and lawyers must work in a collaborative way with other professionals.®
However, it should not be thought that command-and-control measures are no longer used.

They are still introduced in Europe® and remain the foundation of US environmental law,

™ Rena | Steinzor, Reinventing Environmental Regulation: The Dangerous Journey From Command to Self-Control, 22

HARv. ENVTL. L. Rev. 103, 107 (1998).

™ Stewart, supra note 3, at 127-30.

" George B. Wyeth, “Standard” and “Alternative” Environmental Protection: The Changing Role of Environmental

Agencies, 31 WM. & MARY ENVTL. L. & PoL’y REv. 5, 9-10 (2006.
8 1d. at 18-22.

™ Bradley C. Karkkainen, Environmental Lawyering in the Age of Collaboration, 2002 Wis. L. Rev. 555, 559-67.

8 Wyeth, supra note 77.
8. Karkkainen, supra note 79, 571-4.

8 syzanne Kingston, Environment, 59 INT’L & Comp. L. Q. 1129, 1134 (2010).
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although more integrated approaches are being adopted there.®

111.B Reflexive and Informational Regulation

‘Reflexive law’ instruments, also known as ‘process-based’, ‘systems-based’, or
‘management based’ regulation,® include product labelling, emissions reporting and internal
environmental audits. While examples of reflexive law can be found elsewhere, such as in the
regulation of financial markets,® Orts mentions some that are specific to environmental law,
such as the National Environmental Policy Act (NEPA), environmental auditing and
enforcement policies, and eco-management and audit schemes (EMAS).% These attempt to
make polluters internalise the norm of environmental protection as society moves to a more
cooperative and coordinated approach to achieving its goals.?” They can be divided into two
main categories: ‘reflexive regulation’ and ‘informational regulation’. These share certain
common characteristics:

e mandated public disclosure

e by corporations or other private and public organizations

e of standardized, comparable, and disaggregated information
e regarding specific products or practices

e to further a defined public purpose.®®

They also share particular design features:

e aspecific policy purpose
e specified disclosure targets
e adefined scope of information

e adefined information structure and vehicle

8 Uwe M Erling, Approaches to Integrated Pollution Control in the United States and the European Union, 15 TuL.

ENvTL. L.J. 1 (2001).

Neil Gunningham, Environment Law, Regulation and Governance: Shifting Architectures, 21 J. EnvTL. L. 179, 189
(2009).

8 Eric W. Orts, Reflexive Environmental Law, 89 Nw. U. L. Rev. 1227, 1232 (1995).

8  Eric W. Orts, A Reflexive Model of Environmental Regulation, 5 Bus. ETHIcs Q. 779, 785-6 (1995).
87
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e an enforcement mechanism.®

However they differ in certain details and will be considered separately below.

In the environmental context, ‘reflexive regulation’ can be defined as:

. a legal theory and a practical approach to regulation that seeks to encourage
self-reflective and self-critical processes within social institutions concerning the
effects they have on the natural environment. ... The idea is to employ law not
directly in terms of giving specific orders or commands, but indirectly to establish
incentives and procedures that encourage institutions to think critically, creatively,
and continually about how their activities affect the environment and how they
may improve their environmental performance.®

Reflexive regulation tends to focus on working with industry in a cooperative and
collaborative fashion, often through voluntary approaches. These involve regulators
negotiating with industry in order to establish a voluntary agreement or codes of practice
which could achieve the aims of the regulatory scheme. These can achieve greater and quicker
‘buy-in’ but can require significant resources if the number of firms involved is large.
Ensuring compliance can also be difficult.

Another non-regulatory method of achieving better environmental outcomes is through
EMAS. Under these schemes, businesses can adopt these types of systems as a means of
managing environmental risks, better engaging with regulators and reducing costs. For
example, the EU has introduced a regulation on EMAS,® which aims to improve the
environmental performance of participating firms over time, on a voluntary basis.” However,
they do not guarantee specific results, standards can vary, and they are not always appropriate
for small firms.

Informational approaches, which require only that firms provide information on their
products and services to the public, have also been receiving attention in recent years.*
Informational regulation is a prominent example of the direct application of reflexive law
principles through disclosure requirements. It can be defined as ‘rules requiring mandatory
disclosure of information on environmental operations or performance of regulated entities to
third parties, such as workers, consumers, sharcholders, or the public in general.”® Examples

of reflexive environmental informational regulation include ‘truth-in-environmental-

8 d. at 39.

% Orts, supra note 86, 780.

%1 Regulation 761/2001 allowing voluntary participation by organisations in a community eco-management & audit scheme

(EMAS).
%2 Orts, supra note 85, 1287-1313.

9 For a further discussion of these, see Section IV.

% David W. Case, The Law and Economics of Environmental Information as Regulation, 31 EnvTL. L. Rep. 10773, 10775
(2001).
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advertising and environmental labels’.*> The application of informational regulation can be
broadly categorised as ‘descriptive’ or ‘persuasive’, depending on whether information is
simply disclosed or framed in such a way as to encourage individuals to change the
behaviour.%® It can take negative or positive forms, be aimed at consumers or businesses, and
be simple or complex. Examples include warnings on cigarette packets, environmental impact
statements, or eco-labels.”’

At the consumer level, these include product labelling, which involves placing
environmental information labels on goods which are available for sale. Unlike design and
product standards, these do not impose any obligation that standards are being met; instead,
the hope is that consumers will use the product labels to guide their purchasing decisions and
that market pressure will encourage producers to innovate and reduce environmental impact
of their products. However, it is not clear that individuals or (more significantly) investors
base very many of their decisions on the allocation of financial resources on environmental
factors, even when this information is readily available.*®

At the enterprise level, there may be reporting and disclosure requirements, which will be
discussed further below. Firms may be placed under an obligation to disclose information
about the environmental impact of their goods and services. The hope is that negative
publicity and consumer choice will push suppliers towards providing more benign offerings.
These schemes are relatively cheap to operate, but firms may resist reporting what they claim
to be sensitive information, data may be unreliable, and the impact on consumer preferences
is not always clear.

There also exist voluntary disclosure schemes, such as FAIRTRADE, which aim to
persuade more ethically- or environmentally-conscious consumers that a particular product is

superior to its competitors in those terms.*®

111.C Theory and Procedure over Substance

While it is undeniable that the use of these ‘new environmental policy instruments’ has
increased in recent years, it does not follow that ‘old’ instruments have disappeared, or that

that there is a wholesale move from command-and-control to a looser, governance-based

% Orts, supra note 86, 784.
% Michael Vandenbergh, From Smokestack to SUV: The Individual as Regulated Entity in the New Era of Environmental
Law, 57 VAND. L. Rev. 515, 608-9 (2004).

Stewart, supra note 3, 134.

% Id. at 97.
99
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100 In

approach. Both approaches co-exist to varying degrees in different jurisdictions.
addition, academic study of NEPIs has tended to be more theoretical than practical, often
omitting crucial ‘real-world’ issues, such as the influence of politics and institutions.'®*
Without careful attention to design issues, flaws in such schemes may lead to
underperformance and a need for retrospective command-and-control regulation.’®® They are
not a panacea and are not appropriate for price-inelastic commodities or where an immediate
abatement is required.'®

EMAS has been criticised for being procedural rather than substantive in nature, as it does
not define targets for firms. Eco-labels can lead consumers to think that they are making good
choices, rather than encouraging them not to consume in the first place. The label may be
missing essential information about the environmental record of the producer. Even if these
issues can be overcome, there is little evidence that consumers will actually base their

purchasing decisions on such labels. VVoluntary agreements are vulnerable to free riding.**

I11.D The Role of ICT in the Practices of Power

This increasing reliance on information as a source of power and a means of control must be
placed in the context of Foucauldian governmentality theory, discussed above.'® Information
has political significance as a resource which enables or prevents action, as a symbol which
helps to control interactions, and as an embodiment and expression of the biases within
institutions.’® Power is now more often tied to control of information than discourse.®” ICT
has a key role in this ongoing interplay between individuals and groups, by giving effect to
values and norms through processes of measurement and calculation that make visible or
legible particular social phenomena while ignoring others.*®

ICT makes Foucault’s ‘mechanised surveillance’ truly part of a machine. The role of ICT

»109

as an ‘inscription device’ " gives these new tools great power over individuals, routines, and
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public discourse.”®® A focus on the circulatory routes of power allows us to see that
technologies, including ICT, co-constitute the framework, context, and relationships of power
between individuals and groups in society through a process of mutual shaping.***

Therefore, taking into account the meta-nature of ICT, we should not see digital
technology as having a predetermined impact, possessing absolute power or being the only
important factor. Physical space, social space, and digital space are ‘partly embedded’ in each
other, and changes in one can affect power relationships in another.'*> Knowledge is not

always power; choices must still be made.**3

114

ICT may in fact reinforce existing arrangements

rather than change them,*** although this conclusion has been contested by other studies.**

IV Critiquing Disclosure as a Regulatory Tool

An important aspect of the perceived power of information in environmental regulation, and
the particular focus of this article, is the use of disclosure-based regulation as one of the
responses to the perceived inefficiency and ineffectiveness of traditional command and
control regulation.*’® Often called ‘informational regulation’, this can be defined as
‘government mandated public disclosure of information on the environmental performance of

regulated entities.”™"’

IV.A Development of Disclosure

Informational regulation is not new.''® It has been used in railway regulation since the

1860s,**° in financial regulation since the 1930s, and was a significant part of the

Health Service: Action At a Distance and the Fetish of Calculation, 21 Soc. Stup. Sci. 701, 705 (1991).
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development of environmental and health and safety law in the 1960s and 1970s.*?° In the US,
it developed as a ‘middle ground’ between the competing priorities of the Republican and
Democratic Parties, who favoured less government and more risk-based regulation

respectively.'?!

More recently, governments have used ‘league tables’ of, for example, school
performance or business environmental performance as a means of ‘exclamation and
excoriation’, or highlighting good and bad performers in health and safety (‘naming and

122 while efforts to deal with political corruption, poor diet

faming’/‘naming and shaming’),
and energy efficiency in cars and household appliances have made use of information
disclosure techniques.*® Disclosure requirements have also been used in an effort to deal with
the more recently developing problem of large-scale data breaches,** with some success.'*

The practical development of these styles of regulation have been driven by several
critiques of conventional command-and-control regulation: many major pollution problems
have been identified and dealt with to the extent that is economically feasible, and the
significant problems that remain are generally non-point sources, such as water pollution,
which are much less amenable to centralised solutions.?® They are also connected to the
increasing availability of ICT, which provide new capabilities to access, integrate, and select
information.*®’ From an academic perspective, the conceptual development of reflexive law
can be traced back to Teubner’s work from the 1980s on, in which he argued that law goes
through three phases of development, from ‘formal law’ (basic rules) to ‘substantive law’
(administrative procedures) to ‘reflexive law’ (indirect, abstract, ra‘[ional).128

Although disclosure-based instruments might seem on the surface to be examples of ‘soft
law’, the reality is that they are used as both ‘soft’ and ‘hard’ tools (for example, to help with
enforcement and prosecution) in a hybrid mix.*?® This flexibility is often achieved through
ICT, which allows for greater transparency (by making available information on interactions

between the regulator and the regulated), two-way interaction with the public, and
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dissemination of emissions data.*® The widespread availability of networked digital
telecommunication systems creates the possibility of new forms of informational regulation.
These will increasingly empower individual citizens and will involve interactive,
customisable, and more quickly updated interfaces. The systems are likely to be increasingly
collaborative, with government still playing a key role but somewhat displaced to the position
of convener and facilitator. The capacities of ordinary users, information disclosers, and
regulators will be expanded by these new systems.** However, as with any human system,

they will be vulnerable to distortion, panic, and manipulation.*3

IV.B Rationales for Regulation by Disclosure

A reflexive model of behaviour control is ‘a social theoretical perspective rather than a strictly
legal one’ and operates in quite a different way to traditional black letter, command-and-
control mechanisms, simultaneously acknowledging and seeking to control individual
autonomy.*®® The mechanisms of change are public pressure and communication, which seek
to expand the usual scope of government activity.*** Reflective law acknowledges its own
limits, the limits of the system in which it operates, and the limits of individual humans. It
seeks to continually learn and improve, while accepting that it can never provide a
comprehensive solution to social problems.*®® It can also be applied in a way that takes
advantage of the insights of the ‘tri-partism’ theory of regulation,’* by using disclosure as a
way of introducing third parties into the regulatory process.™*’

Writing in the context of the regulation of toxic chemicals, but with an analysis that can
clearly be extended to other domains, Lyndon states that information on toxicity is a public
good and is therefore not readily produced by the market because of free rider issues® and
concerns about tort liability create a disincentive for firms to build a full picture of the

consequences of their products are placed on the market.*® There is therefore a need for
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regulatory intervention to create more transparency.**

(313

Regulation by disclosure has been labelled “ “populist maxi-min regulation,” which can be
thought of simply as a kind of environmental blacklisting.”'*" The requirement that
information on environmental performance be disclosed may drive behaviour change in a
number of ways. It can focus the minds of senior management on a problem that has hitherto
been hidden,*** or unnoticed.**® For commercial firms, the incentive may be the impact on
financial performance: the stock market seems to read new information on pollution
emissions as indicative of future performance and future costs, something which can directly
impact on share prices.*** Requiring firms to provide information to the public reduces the
transaction costs incurred by individuals in gathering information on pollution, thus
mitigating or eliminating the information asymmetry that would otherwise exist between the
citizen and the corporation.* The social impact of being explicitly highlighted for bad
performance in a ‘name and shame’ campaign may serve as a form of punishmen‘t.146 It can
also serve to alert consumers to a problem, thus motivating them to put pressure elsewhere in
the regulatory structure in order to bring about change.'*’ Finally, firms come under
significant external pressure to act in line with an implicit ‘social contract” which constrains
their behaviour in ways that go beyond the strict legal requirement but may be a rational

18 the use of disclosure

response to an expectation of further regulation in the future;
requirements to highlight transgressions of these unspoken rules may incentivise higher levels
of compliance.

On a more positive note, the possibility of benchmarking a firm’s performance against its
peers gives managers a greater understanding of what is and is not possible and helps in

driving a process of continuous improvement.**® The use of more flexible regulatory tools
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allows regulators to avoid an ‘information bottleneck’ and respond quickly to a fast-moving
and complex marketplace and changes in technology,™ at a relatively low cost.™" It can
bring new information on environmental impacts to the attention of decision-makers and
provide a framework within which data is readily available for the purposes of ongoing
monitoring.'®? It can also enable those not involved in the day-to-day operations of an entity,
such as the Board of Directors or external investors, to assess and compare its performance.™
This type of pressure may also be effective in reducing greenhouse gas emissions,* leading
to NGOs calling for greater disclosure of emissions and the United States EPA requiring large
emitters to track these.™ Similarly, poor national performance on comparative measures of

environmental performance can be a significant spur for action.™®

IV.C Applications of Regulation by Disclosure

Perhaps the best-known example of the application of information disclosure in
environmental regulation, developed as a response to a catastrophic leak of toxic chemicals at

the Union Carbide plant in Bhopal India,*’

is the US Toxics Release Inventory (TRI),
required under section 313 of the Emergency Planning and Community Right-To-Know Act.
This requires regulated firms to submit annual data to the EPA on the volumes of certain toxic
chemicals released into the air, water, land or transferred off-site. This information is made
publicly accessible through an online database and otherwise. It is reported and commented
upon by the media and environmental NGOs. It seems to have reduced the release of

chemicals subject to reporting requirements by as much as 40%"*® 159

or perhaps even 61%
and as much as 82% in some locations.'®® There may be other reasons for this reduction, such
as other regulations, changes in production levels, and improvements in technology, but it
seems clear that TRI was a success and brought about significant voluntary reductions in

chemical releases.™®* Similar programmes have been applied successfully at the state level in
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the US.'%

The TRI seems to focus the attention of senior management to the issue in a way that
brings about change.’® It also helps to create (unfavourable) news stories and impacts on
stock prices.'®* These news stories are a significant incentive for firms to reduce pollution.*®®
The TRI may succeed because in addition to the reflexive impact, it allows for benchmarking

166

and demands continuous improvement.™" There seems to be a connection between the impact

of emissions disclosure on the stock price of a particular firm and subsequent emissions

reduction efforts by that firm.*®’

5’168

A similarly successful exercise is California’s Proposition 6 which requires

manufacturers to place labels on products warning consumers of associated health risks,*®°
and which has met with some success'’® but also some criticism.'™* In Massachusetts,
mandatory reporting to customers on the quality of their water seems to have reduced health
violations."® The provision of information on the existence of lead paint in a house can have
an impact on mitigation behaviour but this is not the same across all income levels.!”® In
England and Wales, the release of information through the Environment Agency’s Pollution
Inventory has reduced emissions from the chemical industry.'™ Disclosure can also be used
by international organizations and NGOs as a means of putting pressure on states that are not

complying with multi-lateral environmental agreements.'”
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IV.D Avoiding Technological Determinism

In light of the spread of disclosure-based schemes and the extent to which these rely on
networked computer systems, it is important to examine closely and critically the new and

subtle ways in which ICT allows the state to exercise power over its citizens and regulators to

|’176

exercise power over the entities which it seeks to manage and contro while creating the

potential for resistance, individual or collective. As far back as the 1970s, scholars were
discovering that the outcomes of computerization programs were politically rather than

technologically determined,*’” and Mowshowitz highlighted that

[t]he key issue is the distribution of political power. Information technology may
create opportunities for wider participation in decision-making, or it may serve as
an instrument of manipulation and coercion.*”®

On the positive aspects of ICT, Schmidt and Cohen of Google sketch a future with

considerable appeal to those currently disempowered:

The advent and power of connection technologies—tools that connect people to
vast amounts of information and to one another—will make the twenty-first
century all about surprises. Governments will be caught off-guard when large
numbers of their citizens, armed with virtually nothing but cell phones, take part
in mini-rebellions that challenge their authority. For the media, reporting will
increasingly become a collaborative enterprise between traditional news
organizations and the quickly growing number of citizen journalists.*”

However, Webster and Robins query whether this so-called ‘Information Revolution’ is as
radical as is claimed.'®® As Bloomfield and others remind us, ‘claims about IT tend to

emphasise either discontinuity—it will revolutionise everything ... —or continuity—things

will continue as before’,*®" and Winner queries what he calls

... mythinformation: the almost religious conviction that a widespread adoption of
computers and communications systems along with easy access to electronic
information will automatically produce a better world for human living.*®?

Nonetheless, ICT is and will continue to be an important element in social and political

183

change,'®® albeit not in a deterministic or uni-directional fashion.'® Therefore, the result of

176 Koops, supra note 111, at 992.

7 KENNETH C LAUDON, COMPUTERS & BUREAUCRATIC REFORM: THE POLITICAL FUNCTIONS OF URBAN INFORMATION
SYSTEMS (1974).

ABBE MOwSHOWITZ, THE CONQUEST OF WILL: INFORMATION PROCESSING IN HUMAN AFFAIRS, 188 (1976).

1% Eric Schmidt and Jared Cohen, The Digital Disruption: Connectivity and the Diffusion of Power, 89 For. AFF. 75 (2010).

180 Frank Webster and Kevin Robins, Plan and Control, 18 THEORY & Soc. 323 (1989).
181

178

Brian P Bloomfield et al, Introduction: The Problematic of Information Technology and Organization, in INFORMATION

TECHNOLOGY & ORGANIZATIONS: STRATEGIES, NETWORKS, & INTEGRATION, 1, 2 (Brian P Bloomfield et al. eds., 1997).

182 Winner, supra note 113.

183 Richard Heeks, Reinventing Government in the Information Age, in REINVENTING GOVERNMENT IN THE INFORMATION

AGE: INTERNATIONAL PRACTICE IN IT-ENABLED PUBLIC SECTOR REFORM, 9, 15 (Richard Heeks ed., 1999).

23



increasing application of ICT is not the same across all fields of endeavour. In human rights
activism, for example, ICT assists in creating capacity for distributed organizations,
information gathering, and holding governments accountable, but also creates more
opportunities for interception and surveillance.'®® Sassen points out how what she calls ‘the
three properties of digital networks—decentralized access/distributed outcomes, simultaneity,
and interconnectivity ... have produced strikingly different outcomes’ in electronic financial
networks and electronic activist networks: the first were centralised and the second more
locally and globally distributed. She highlights the need to consider what ‘social logics’ are
driving changes within a particular network.*® There is a need for similar research with
regard to ICT and environmental regulation.

The reality is likely to be less predictable, more complex, and much more situationally
specific than Schmidt and Cohen’s positive but deterministic prediction. We must remember
that ‘[p]olitics will shape the information revolution as much as vice versa.”*®" However, there
is a lack of useful research on these issues,® and the social sciences are still working to
understand ICT.**°

Despite these uncertainties, the application of ICT in ER can create opportunities for
changing power relationships, including new opportunities for resistance. Hamilton discusses
how TRI data was analysed using Geographic Information Systems to highlight how pollution
impacts more highly on communities of colour and poorer communities in the United States
of America, providing information which was used by those advocating for environmental
justice.*®® In a later work, he highlights how the Environmental Working Group (EWG), an
NGO, was able to take the raw data provided by the United States Department of Agriculture
(USDA), process it and place it online with detailed commentary that highlighted how a farm
subsidy scheme intended to enhance land conservation was benefiting large producers to a
disproportionate extent. These lessons were contained in the USDA data, but were not

sufficiently analysed by the government; its release to the public enabled EWG to have a
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significant impact on public discourse.'**

In this regard, it is important to bear in mind that disciplinary power (such as physical
punishment or imprisonment) has not been replaced by network power (such as surveillance),
but that the latter ‘is currently transforming social relations and allowing other forms of power
to be brought to bear’*® by controlling the flow of information within the network. ICT is
nonetheless significant. Michael, writing about urban planning in the early years of
computerization but with an analysis that can be extended to other forms of governmental and

regulatory activity, points out that

... control ... [and] power, will increasingly be based on access to and control of
information and the means for generating new knowledge out of it. ... [This] takes
on significant new aspects when the computer provides an improved basis for
choosing among options.**

IV.E Difficulties with Disclosure

In light of this discussion, it should come as no surprise that disclosure-based regulatory
schemes are not perfect:

Most information is not meaningful in itself, but requires interpretation and
analysis. Because not all information is relevant to making an informed decision,
more information is not always better. It is often claimed that people are smart
enough to sort through the information they are given, but this argument can be
taken too far, especially when the information is highly technical. Indeed,
information-gathering or labeling that is excessive or too detailed can easily
confuse, mislead, or be used to manipulate consumers; it may make people
misperceive risks, misallocate resources, and frustrate health, safety, and
environmental objectives.'®*

Overall, the impact of ‘regulation through disclosure’ is still not adequately studied or

properly understood. Its results may be limited,
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it does not always achieve the desired
results,® and the response from practitioners is not always positive.'*’
More information is not necessarily better but may instead cause overload and poorer

decision-making.*® Simply disclosing ‘raw’ data may not have a significant impact on
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emissions reduction; further processing to make the information useful and relevant to end
users increases the possibility that the overall policy goal of reducing health risks will be
achieved.'*® There are also social and environmental justice issues, as not all individual and
groups have the same capability to analyse and use the information. Seeming reductions in
emissions may actually be the result of underreporting rather than better environmental
management.””® Reclassification of activities can remove reporting requirements and there
may be little reduction in use of toxic chemicals at source.””* In addition, polluters may
respond strategically to the thresholds in a reporting program. A study of the Massachusetts
Toxics Use Reduction Act reveals that there was a ‘a significant behavioral response to
regulatory thresholds ...[and] up to 40 percent of the observed decrease in releases in
Massachusetts may be artificial declines created by strategic behavior around the reporting
thresholds.”?* Finally, implementation (and success) is very context-specific—if the political,

legal, and markets conditions are not suitable, it may achieve limited results.?®

IV.E.1 Replicating the Problems of Command-and-Control

The provision of information, by itself, is not a form of risk assessment.?®* We should not
205 properly
or complete. Analysis of the TRI data has revealed that it has contained

assume that simply because information is publicly available, it is accurate,
understood,?®
significant errors in recording the quantity and location of toxic releases.”®’ If it is not
carefully designed, a disclosure program will contain many of the weaknesses ascribed to
command and control environment regulation: an unwarranted focus on major sources, a lack

of discrimination between pollution types, or little incentive for further research.?%®
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IV.E.2 Gaming the System

Although the application of ICT as a tool for reflexive environmental governance has great
potential, practical implementations require careful design due to Goodhart’s Law: ‘any
observed statistical regularity will tend to collapse once pressure is placed on it for control
purposes’.?”® Seeming reductions in emissions may actually be the result of underreporting

rather than better environmental management.?’

In addition, polluters may respond
strategically to the thresholds in a reporting program.?** This type of behaviour is observed in
other contexts, such as health care management.?’* The data provided may also be
underestimated through a simple lack of awareness on the part of the reporting entities rather

than deliberate attempts at deception or reluctant compliance.?

IV.E.3 Unpredictable Results

Unlike more traditional methods of regulation, such as command and control, informational
regulation brings with it no guarantee of results. The data that is presented and used is about
the past and is not necessarily a reliable guide to future performance. In addition,
informational regulation cannot guarantee any particular level of reduction, or any reduction
at all.?** Indeed, it can be difficult to directly link emission reductions to a disclosure
scheme.?® The potential impact of negative information on corporate reputation may lead to
changes in management behaviour, and these can be significant, but they can drop off with

time.?*®

IV.E.4 Excessive Costs

It is difficult to quantify the benefits of the disclosure of data on environmental harms and
risk, and many may be more elusive than real, as the results may be public alarm, erosion of
company value and the diversion of funds from salaries to pay for health and safety

measures.?*” The costs of a disclosure regime can be high,*® but also very difficult to
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measure,?'® making it hard to assess whether or not it is yielding adequate results.

IV.E.5 Limited Understanding of Sustainability

Many attempts to use measurement and disclosure as tools for behaviour change are rooted in
a limited perspective of sustainability as energy efficiency, take a ‘modernist’ perspective on
human behaviour and regulation, and are conducted over short timeframes. This narrow focus
misses broader social issues about power differences, control, and values, assumes that
individuals have a great deal of control over their resource use choices, and that those

220

individuals are rational in their choices.””” Many such schemes focus on minor, easy changes

with limited impact, omitting major, difficult changes which could make a significant

difference to overall sustainability.?*

IV.E.6 Intractable Habits
Although it is difficult to build comprehensive and reliable data, individuals are responsible
for a great deal of pollution.?”? However, regulation is more complicated at this level, as
individuals find it difficult to change or even resist externally-imposed behaviours.??®
Information disclosure can help, by overcoming the limited cognitive capacity of individuals
and also creating a market incentive for polluters to change their behaviour.?** However,
changing individual habits is not as easy as we might wish,??® and many of the behaviours
which are important for environmental protection are ongoing and routine (such as managing
heating), rather than rare and significant (such as purchasing a motor vehicle), and thus
difficult to change.?®®

While informational regulation has been somewhat successful in regulating corporate
behaviour, its applications to individuals may be more difficult. There is an underlying

assumption that consumers are rational and will properly assimilate, understand, and act on
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information provided. However, studies indicate that this is not necessarily true.??’ Individuals
may not easily understand the information that is released, and therefore not put it to the best

possible use.??®

The most successful uses of information regulation are ‘user-centred’,
focusing ‘first on the needs and interests of information users, as well as their abilities to
comprehend the information provided by the system.’229 Therefore, ‘information programs
must convey information in a form that can be easily processed, and in an accurate and
meaningful way that will enable individuals to make informed decisions.”**°

Any regulatory scheme aimed at changing individual behaviour will need to include public

231 narticularly if it relies on informational regulation.?*

education as a significant component,
In addition, even if the necessary willingness and ability to change exists, an individual

consumer may be unable to follow through on that motivation because of practical barriers.?

IV.E.7 Privacy and Confidentiality
The success of the TRI has led one academic to call for an ‘individual toxic release inventory’
or ‘individual carbon release inventory’ (ICRI), arguing that this would activate personal
norms in favour of environmental protection.?* However, individualised environmental
information carries with it privacy issues which must be carefully balanced with the
environmental goals.?** In opposing mandatory disclosure regimes, individuals may appeal to
a right to privacy and companies to a need for confidentiality. Nonetheless, these may not be
properly-founded and rely on these widely-values as an excuse to avoid scrutiny.?*®
Commercial entities have argued that disclosure-based schemes require them to reveal
commercially sensitive information about their operations,?*’ and national security concerns
can make government reluctant to make too much available information on catastrophic risks

in easy-to-access form.?*® This can have a distorting effect on the institutional design of these
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schemes.?®

IV.E.8 Muddying the Rule of Law

It is a fundamental principle of the rule of law that there should be clear boundaries between
acceptable and unacceptable behaviour.?*® Reflexive regulation may breach this as, unlike
formal law, is rarely explicit: much of it lies invisible or unexplained to the ordinary citizen or
regulated firm. This makes it difficult to challenge, as it will often rely on informal
mechanisms of control. This presents difficulties in respecting individual autonomy and
human rights, as there is often no clear administrative decision or redistribution of resources

to challenge before a court.

V Improving Disclosure-Based Schemes

V.A Information in Environmental Regulation

Information may be a key aspect of the environmental regulation process, particularly
schemes of regulation by disclosure, but it is often flawed or incomplete.?** Although
regulators rely on a wide and changing range of information in order to quantify and reduce
pollution, information-gathering requirements are usually an afterthought in regulatory
schemes and lead to large volumes of data but little information.?** In addition, technological
constraints often limit the capacity, scope, and effectiveness of environmental regulation.?*:
However, information-forcing regulation can provide more flexible regulatory systems that
preserve accountability.?*

The environment is often understood through information; indeed, it can be conceptualised
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as a web of information.”™ The availability of a wide range and depth of ‘information’,

particularly numerical data, regarding the environment, together with ready access to digital

computer technology to process this, opens up the appealing vista identified by Professor
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Esty,” of computers extending the span of human decision-making and control beyond what
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was already achieved during the Industrial Revolution.?*’

However, although measurement is fundamental to many environmental regimes, it is
often imprecise.?*® The process of standardising measurement on a national or global basis is
anything but straightforward.?*® It is very difficult to estimate the resulting costs with a great
degree of precision, and difficulties of method make it difficult to produce useful numerical
figures.*°

Environmental regulatory regimes must therefore be designed around limitations in
information. This can take three different forms: uncertain information (‘scientific and

technical questions that are unlikely to have immediate or even short-term answers’>")

imperfect information (‘available, or nearly so, only it lies with certain parties who are

5252

disinclined to share it’*>") and emergent information (where ‘scientific research or information

*25%) Failing to take these

...has not been fully vetted or accepted by the scientific community
information gaps into account can lead to regulatory failure.?*
Regulators can attempt to strengthen their response to inadequate information in a number
of different ways: acknowledging the uncertainty (through, for example, the precautionary
principle); shifting the burden of proving that an activity is unsafe to a particular party
(usually the applicant for permission); establishing legal standards that require ‘sound
science’ (such as the Data Quality Act); a focus on the consequences of a worst-case scenario;
working towards a consensus between regulators and the regulated; developing simple
standards-based approaches to estimate and avoid harm; and adaptive eco-system
management.*®
It is clear, therefore, that we need to gather more information on the operation of
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informational regulation.”” We also need to bear in mind that ‘reflexive legal rationality

requires institutional legal structures, cognitive models of reality, and normative
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characteristics quite different from its substantive counterpart’.”>’ This Article therefore
concludes with some recommendations for constructing schemes of environmental regulation

that depend on disclosure in the context of ICT.

V.B Use as Part of Overall Strategy

It has been suggested that informational regulation is best used as a complement to market-
based and command-and-control approaches to regulation.”®® There is therefore significant
promise in ‘hybrid policies” which use a variety of strategies rather than focusing solely on

regulation,® particularly when combined with the power of ICT.

V.C Institutional Design

It is necessary to gather large quantities of information, but without forgetting that it is
possible to drown in data and for decision-makers to be overwhelmed by the range of facts
and figures that they must assimilate in order to come to a conclusion.?® Institutional factors
which frame the context for decision-making, such as the range of possible actions, the
standards of proof and exclusionary rules that apply, and the oversight arrangements can
influence the creation, collection, and consideration of information in regulatory processes. A
well-designed institutional scheme can do much to overcome the reluctance of individual
regulatory staff or agencies to expend too much resources (as seen from their perspective) in
information-gathering efforts.”®* Graham suggests four principles: match disclosure to risk,
design for accurate metrics and reporting, recognize disclosure as a continuum, (with tiers),
and construct dynamic systems that can incorporate feedback and changes to the external
policy environment.?®® In order to be effective, informational regulation must be sustainable,
gaining in use, accuracy, and scope over time.?®® An important determinant of the success of a
disclosure base regulation scheme is that the ‘information that is mandated in a disclosure
system is integrated into the decision-making processes of a policy’s intended users.*?**

A significant aspect of the effectiveness of informational regulation, particularly at the

individual level, depends on a perception that ‘everyone else is doing it’.?® It is therefore
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important that in the design and implementation of information regulation, explicit
recognition is given to the need to spread the word about the general acceptance and
internalization of behaviour change, as well as particular successes, as ‘increases in

perceptions of social-norm enforcement can then lead to norm cascades, causing norms to

affect large portions of the population.’266

V.D Standardization of Results

In order for information to be useful and usable for regulatory purposes, it must be

comparable. There is therefore a need for standardization in reporting methods and metrics, %’

268

which was one of the reasons for the success of the TRI," as it allowed for comparison

269

across time and location.” Adding additional information to corporate disclosures, such as

the number of employees or operating hours, may permit more accurate cross-firm

comparisons and enable stakeholders to engage more effectively in oversight.?”
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