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Abstract—In a rapidly evolving digital landscape, embedded
vision systems are becoming increasingly prominent in home
security, surveillance, and autonomous monitoring applications.
However, existing solutions often lack computational efficiency for
embedded hardware or fail to meet key ethical and regulatory re-
quirements. This paper presents a lightweight, privacy-compliant
motion detection deployed on the Qualcomm RBS platform.
The system detects movement, identifies faces to determine if
an alarm should be triggered, and records videos for post-
event verification. The system records video only when motion is
detected, reducing unnecessary data collection. To further protect
privacy, facial anonymisation is applied using Gaussian blurring,
and Role-Based Access Control (RBAC) restricts access to sensi-
tive data. Experimental evaluations demonstrate an approximate
80% reduction in storage requirements compared to continuous
recording while maintaining acceptable CPU and memory us-
age. The system also achieves reliable detection accuracy while
aligning with data protection principles, making it suitable for
privacy-sensitive, resource-constrained devices.

Index Terms—Embedded Systems, Real-time Motion Detec-
tion, Facial Recognition, Privacy, Edge AIl, Qualcomm RBS5, Data
minimisation, GDPR

I. INTRODUCTION

With high-speed internet, wireless connectivity, and cloud
infrastructure, video surveillance (VS) and home security
systems have become more accessible and cost-effective [1]],
[2]. More recently, artificial intelligence (AI) integration has
further enhanced these systems by allowing them to detect and
interpret complex behaviors and patterns in real time, distin-
guishing between benign events (e.g, falling leaves) and actual
security threats (e.g., an unauthorised intruder) [3|]. Facial
recognition capabilities have also been integrated, allowing for
automated access control and public safety enhancements in
densely populated areas [4]], [5].

Embedded surveillance systems [|6], in particular, are in-
creasingly vital in home security, smart infrastructure, and
autonomous monitoring [[7]], [8]], [9]]. These systems commonly
utilise cost-effective, high-performance platforms such as the
Raspberry Pi, NVIDIA Jetson, Qualcomm RBS5, and ODROID.
Integrating cameras with onboard vision processing capabili-
ties enables decision-making at the edge, reducing reliance on
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cloud and improving responsiveness. Despite their advantages
in identity verification and threat detection, such systems also
present significant security [10] and compliance challenges
[11]. They carry risks related to misuse, algorithmic bias,
and mass surveillance, particularly involving facial recognition
technologies (FRT) [12]].

As highlighted by [13]], privacy and security are critical in
embedded applications, particularly where devices are required
to interact and exchange sensitive data. Furthermore, the
regulatory frameworks, such as the General Data Protection
Regulation (GDPR) [[14]] and the EU Artificial Intelligence
Act (Al Act) [15], underscore the importance of designing
smart systems that are not only intelligent, but also legally
compliant and ethically responsible [16]. Under the AI Act,
facial recognition and biometric technologies are classified
as high-risk and are subject to strict requirements regarding
transparency, robustness, and non-discrimination [[15]]. Simi-
larly, GDPR mandates foundational principles such as data
minimisation, storage limitation, and privacy by design in all
personal data processing activities [14]. Among these, data
minimisation plays a particularly crucial role in aligning mon-
itoring technologies with legal and ethical standards. Limiting
data collection offers several benefits:

o It reduces the likelihood of capturing irrelevant or sen-
sitive information, lowering the risk of privacy breaches,
which is especially important when dealing with biomet-
ric data.

« It ensures compliance with regulations such as GDPR and
California Consumer Privacy Act (CCPA), which man-
date that only necessary data be collected and processed,
minimising the risk of legal penalties and reputational
harm.

o It enhances system responsiveness and processing effi-
ciency by lowering computational and storage demands,
critical for embedded systems.

Building on this context, this work presents an intelli-
gent motion detection system that operates on a resource-
constrained embedded device while integrating privacy and
access control. By limiting data collection to motion-triggered
events, the system complies with privacy regulations while
maintaining accuracy and responsiveness. The Qualcomm RB5



[17] was selected as the core embedded platform due to
its low power consumption and high-performance processing
capabilities. Initially developed for robotics and edge com-
puting applications, the RB5 features an onboard camera,
extensive peripheral support, 8 GB of RAM, and 128 GB
of flash memory, making it well-suited for deploying real-
time, privacy-conscious monitoring systems. It also features a
neural processing unit (NPU) and a digital signal processor
(DSP) for enhanced processing capabilities. The implemented
pipeline utilises these modules to achieve fast and efficient
facial recognition, primarily based on OpenCV and related
libraries. This work advances the field through the following
key contributions:

1) Design and develop a motion detection and event record-
ing system optimised for embedded devices.

2) Integrate facial recognition with motion detection to
enable individual tracking. If an unrecognised face is
detected, trigger an alarm.

3) Implement a privacy-preserving mechanism to
anonymise faces in recorded video footage.

4) Develop a user-friendly desktop application for secure
footage review and management, incorporating role-
based access control to enforce differentiated user per-
missions.

II. RELATED WORK

The authors in [2] developed an IoT-based security alert
system to detect intrusions and unusual activities in smart
homes. The system utilises a Raspberry Pi and a pyroelectric
infrared (PIR) sensor to send security alerts via email, phone,
or text, demonstrating that the proposed system effectively
reduces alert delays while maintaining a low-cost implemen-
tation. Their study highlights the flexibility of the Raspberry
Pi and its potential for smart home applications. In another
work, Sharara et al. [4]] developed a safety and comfort system
that integrates a Driver Monitoring System (DMS) with a Seat
Electronic Control Unit (SECU) to enhance road safety. The
DMS uses infrared sensors and an Al-driven facial recognition
algorithm to monitor driver distraction and drowsiness by
analysing head position and eye status. Upon detecting signs
of fatigue or inattention, the system triggers an alert via the
SECU, which activates seat vibrations and an audible warning.

Fang and Zhang [5]] proposed an IoT-based smart home
security system that integrates face recognition with real-
time notifications to enhance residential safety. The system
utilises the You Only Look Once (YOLOVS) algorithm for face
detection and compares captured images against a database
of 500 images containing 50 individuals. When a visitor
approaches, the system captures an image in real time and
matches it against the database to determine whether the
individual is authorised; otherwise, a notification is sent to the
homeowner. Dhobale et al. [7]] designed a low-cost, IoT-based
smart home security system that integrates face recognition
with a Raspberry Pi platform to automate door access control.
The system employs a Pi camera for capturing visitor images
and applies the Local Binary Pattern Histogram (LBPH)

algorithm to identify faces in real time. If the face matches
a known individual from a preloaded database, the system
unlocks the door using a stepper motor.

Despite recent advancements, many existing systems still
lack robust security and privacy safeguards. As highlighted
by the authors in [[13]], embedded systems must enforce strict
access control to ensure that only authorised users can process
or retrieve sensitive data. Addressing this need, the embedded
application developed in this work integrates an authenti-
cation mechanism that verifies user identity before granting
access to video footage. To further protect privacy, the system
incorporates a Gaussian blur to anonymise facial features
in recorded videos. Prior research has shown that applying
privacy-preserving techniques, such as facial blurring, can
effectively mitigate privacy risks while maintaining overall
system performance [18].

III. PROPOSED METHODOLOGY

The proposed system comprises four components, each of
which is explained in detail below.

A. Motion Detection

The motion detection component was implemented on the
Qualcomm RBS5 using the OpenCV library [19]]. To efficiently
detect and record instances of motion, a lightweight processing
pipeline was developed and optimised for the constraints of
embedded hardware. Initially, video frames were captured
from the onboard camera and converted to grayscale using
cv::cvtColor, reducing computational overhead by elim-
inating unnecessary color information. Further, to detect mo-
tion, the absolute difference between the two grayscale frames
was computed using cv::absdiff, highlighting regions
with pixel-level changes. The resulting difference image was
then thresholded using cv: :threshold, setting pixels with
an intensity difference above 20 to white (255) and all others
to black (0). This eliminates minor variations due to lighting
or sensor noise. To further reduce false positives, morpho-
logical operations were applied using cv: :morphologyEx
with a 5x5 rectangular structuring element. This morpho-
logical opening operation smoothed out noise and removed
small, isolated regions. Contours were then extracted using
cv::findContours, identifying the boundaries of detected
motion regions. Each contour’s area was measured using
cv::contourArea, and if it exceeded a predefined thresh-
old of 500 pixels, as illustrated in Fig. [T} it was classified
as significant motion. A variable, motionCount, tracked
the number of such motion events per frame. This pipeline
effectively identifies meaningful motion while filtering out
background noise and minor disturbances. Although the 500-
pixel threshold may be adjusted depending on environmental
factors and desired sensitivity, it was empirically found to pro-
vide reliable performance in close-range indoor environments
such as entryways or small rooms. The algorithm balances
detection accuracy and computational efficiency, making it
well-suited for real-time execution on constrained embedded
platforms.



Alongside the video recording, the system generates the
metadata files capturing the date, time, and duration of each
detected motion event. This metadata provides a structured
context for each motion-triggered segment and enables an
efficient playback. A timestamp was overlaid onto each frame
using cv::putText, displayed in the top-right corner to
record the capture time.
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Fig. 1: Processing workflow for motion detection on the RBS,
illustrating key stages from input from video input capture to
motion event detection and recording.

B. Facial Recognition Combined with Motion Detection

To extend the system’s functionality, a facial recognition
component was integrated into the motion detection pipeline
using the face-recognition Python library [20]]. This
library was selected for its optimal balance between speed
and accuracy. To integrate facial detection, encoding, and
comparison without requiring low-level integration or multi-
language dependencies, a script headshots.cpp was ini-
tially developed to capture facial images from various angles.
These images were stored in a structured data directory. The
train_model.py script then processed all images within
the directory and its subdirectories to generate facial encod-
ings, which were saved in a CSV file encodings.csv.
This file serves as the reference database for identity recog-
nition. Subsequently, in the main motion detection script,
record_detect_faces.cpp, a function was added to in-
terface with the recognise_face.py script. This function

passes individual video frames to recognise_face.py,
which analyses each frame to detect and identify faces by com-
paring them with the stored encodings in encodings.csv.
If a match is found, the system recognises the individual and
continues normal operation. If the individual is unknown or no
face is detected, an alarm is triggered on the embedded device
for a fixed duration. Regardless of the recognition outcome,
the system proceeds with its core functionality: recording
video and generating metadata files. This approach signifi-
cantly accelerated development while maintaining the preci-
sion required for real-time identification tasks on resource-
constrained embedded systems.

C. User Interface Design and Role-Based Access Control

A custom desktop application was developed using the C#
programming language and the cross-platform .NET MAUI
framework to provide secure access to recorded video footage,
as illustrated in Fig. The application serves as the user
interface for reviewing, playing back, and managing motion-
triggered video clips captured by the embedded device. To en-
force secure access, an authentication system was implemented
using Firebase Authentication inside the desktop application.
The Firebase console was configured to support email and
password-based login, enabling persistent and centralised user
identity management. A guest access feature is also provided,
allowing non-registered users to access a limited set of func-
tionalities.

DesktopApp.

Home

Motion Detector Application

Click the button to
login and connect to the device.

Go'to Login Page.

Fig. 2: Desktop Application’s Default Home Page

Upon successful account creation, users are redirected to
the login page. After signing in, either as a registered user or
a guest, they are taken to the main display interface. At this
stage, the users have to connect with the device by entering the
IPv4 (Internet Protocol version 4) address of the device into
the desktop application, followed by a password, as illustrated
in Fig. B] Once the connection is established, the desktop
application initiates the motion retrieval process, transferring
video files from the RBS5 to the desktop. The recorded videos
are then made available for playback through an integrated
media player within the application.

The application also integrates Role-Based Access Control
(RBAC) based on a whitelist on the display page to manage
user privileges and enforce authorisation policies, as illustrated
in Fig. 3| A local configuration file stores the email addresses



of authorised administrative users. When a user logs in, the
system compares the logged-in email against this whitelist to
determine their access level. Administrators can view raw,
unfiltered video content, while standard users are provided
with a privacy-protected version in which facial regions have
been blurred (discussed in the next section). This ensures
compliance with privacy standards and safeguards the clips.
Once the review session is complete, users can sign out of the
application.

understanding while significantly reducing the identifiability
of individuals. By anonymising facial features in this way,
the system aligns with the GDPR, ensuring that personally
identifiable information (PII) is not exposed to unauthorised
users while maintaining system functionality.

User enters
device IP and
password

Motion videos
are retrieved
from device

User enters
details in Sign
In page

System checks User enters
with whitelist || display page as
file “User” or "Admin"

|

Prompted to
enter device IP
address

Incorrect IP
address/password
entered

v

Prompted to
enter device
password

V

Motion-retrieval
and blurring
process carried out

User is Admin Standard User

Unblurred

g Blurred Video
video

Log out and
return to Sign
In page

Fig. 3: Display Page Workflow with Whitelist-based Access
Control

D. Privacy-Preserving Facial Blurring

To preserve user privacy, a facial detection and blurring
component was integrated in the desktop application as il-
lustrated in Fig. [Z_f} Haar Cascade classifiers [21]] were used to
detect faces for both frontal and profile views. These classifiers
were originally developed by Viola and Jones [22] by scanning
the image for Haar-like features and matching them to trained
patterns. Once faces are detected, the corresponding regions
are processed using OpenCV’s Gaussian blur function, which
applies a smoothing operation to obscure identifiable facial
features. This is achieved by convolving the image with a
Gaussian kernel, which replaces each pixel’s intensity with
a weighted average of its neighbor’s weights, defined by a
normal distribution. This process reduces sharp edges and
details, creating a blurred effect that looks natural and smooth.
The blur effect is stronger near the edges of the image
and weaker in the centre, mimicking the way light naturally
spreads. The key advantage of Gaussian blur over methods like
pixelation is its naturalistic appearance and ability to degrade
detail without introducing visual artifacts. This ensures that
the footage remains usable for activity recognition or scene

|
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Input and
output
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called, that reads video,
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Face Detected

Gaussian blur
applied to
frame

Processed video
added to
output folder

Fig. 4: Flow Diagram of Facial Detection and Blurring Process

IV. RESULTS AND DISCUSSION

To evaluate the system’s performance, live functional testing
was conducted in a controlled environment. The primary
objective was to assess the end-to-end operation of the sys-
tem, from motion detection on the Qualcomm RBS5 to facial
detection and privacy-preserving blurring on the desktop appli-
cation. During testing, a subject introduced motion by placing
a hand within the camera’s field of view and moving it for ap-
proximately two seconds, followed by a static position held for
an additional 5-6 seconds as illustrated in Fig.[5a] This activity
was designed to simulate a typical indoor motion event, such
as a person entering a room. The motion detection algorithm
successfully identified the motion and triggered the recording
process (Fig. 5b). A corresponding video clip and metadata
file were generated. The metadata accurately documented the
event’s start time, total duration, and classification, indicating
that motion persisted for approximately six seconds as shown
in Fig.

These results confirm that the system reliably detects mo-
tion, captures relevant footage, and annotates it with accurate
metadata under indoor conditions. A similar test was car-
ried out for the combination of motion detection with facial
recognition. Once the motion videos were retrieved from the
embedded device, the facial detection and blurring algorithm
was also evaluated to ensure that it worked as intended,
namely, standard users, would see only blurred faces present
throughout video as demonsterated in Fig. [f] The code can be
found at the url: https://github.com/Alexists7/
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Fig. 6: Facial Detection and Blurring present within video clip

A. Performance Analysis of Embedded Application

1) Computational and Storage Efficiency Analysis: To eval-
vate the effectiveness of the embedded application, a com-
parative analysis was conducted against a baseline system
that continuously records the video feed. While both systems
incorporate motion detection and facial recognition capabil-
ities, the key difference is that the baseline system records
continuously, regardless of activity, whereas the proposed
system records only when motion is detected. Both scripts
were executed over a 10-minute period, during which a Bash
script collected performance metrics at one-minute intervals
and stored the results in a CSV file for analysis. As shown
in Table [, the motion-based recording system outperforms
the baseline system across multiple metrics, with the most
significant improvement observed in storage efficiency. The
10-minute video file size was reduced from 28.5MB in the

baseline system to just 5.25MB using the motion-triggered
approach. This efficiency scales substantially over longer
durations. For example, continuous recording would require
approximately 4.1GB per day and around 123GB per month,
compared to only 0.75GB per day and 23GB per month
for the motion-based system, an 80% reduction in storage
requirements. These findings demonstrate the practical benefits
of implementing data minimisation. Notably, depending on the
type of storage medium used for video recording, a lower write
rate can help extend its lifespan, as certain types of storage
have limited write endurance [23]].

Memory was measured using a bash script that we ran
alongside the motion detection and saved to a CSV file, since
the RB5 device didn’t have a built-in monitoring tool like
htop. The findings indicate slightly higher memory usage for
the motion-based system, likely due to additional overhead
from repeatedly opening, updating, and closing video files,
which are unnecessary operations in continuous recording. The
CPU usage and CPU-per-frame metrics exhibited improve-
ments with the motion-based system, which does not require
continuous data writing. However, the overall CPU values
remain relatively high. Ideally, average CPU usage should fall
between 20% and 60%; in this case, values exceeded that
range. This suggests opportunities for further optimisation.
Nevertheless, the elevated CPU demands are understandable
given the computational requirements of real-time motion
detection and facial recognition. The CPU-per-frame metric,
in particular, reflects the intensive processing required, with
a value greater than one indicating that each frame requires
more than one unit of CPU time to process, highlighting the
resource demands of real-time video analytics on embedded
hardware.

2) Response Time Analysis: To evaluate the system’s re-
sponsiveness, the motion-based detection script was modified
to include a high-resolution clock with millisecond precision.
The enhanced system was tested across 10 trials to measure the
time elapsed between the initial detection of motion and the
subsequent classification of the subject as a potential intruder,
which then triggered the alarm sound. As shown in Fig.
the response time ranged from 3.8 to 4.5 seconds across the
trials, with an average of approximately 4.17 seconds. These
results demonstrate that the system is capable of delivering
near-real-time responsiveness, even on a low-power, resource-
constrained embedded platform. This performance highlights
the suitability of the proposed approach for practical home
security applications.

V. CONCLUSION

This work presents a lightweight, privacy-conscious mo-
tion detection system designed for deployment on resource-
constrained embedded devices. The system places strong
emphasis on compliance with data protection regulations,
particularly the principles of data minimisation, storage lim-
itation, and confidentiality. By leveraging real-time motion
detection to selectively trigger recording and facial recognition
processes, it significantly reduces unnecessary data collection,



TABLE I: Computational and Storage Efficiency of Embedded Application

Application 10-Min Video Size (MB)

1-Hour Video Size (MB)

Avg. CPU Usage (%) | Avg. Memory Usage (%) | CPU per Frame

Continuous Recording 28.5 171

89.65 34.5 1.49

Motion-Based Recording 5.25 31.5

84.76 40.87 1.41

Processing Time
4500
4400
4300
4200
4100

4000

Time in milliseconds

3900

3800
0 2 4 6 8 10 12

Test Number

Fig. 7: Processing Time between Initial Motion Detection and
Alarm Sounding

storage usage, and computational overhead. To further enhance
privacy, the system incorporates Gaussian blurring and role-
based access control, ensuring that sensitive data is protected
not only during acquisition but also during review and access.
One of the primary areas identified for future development
is support for multi-camera setups, enabling the system to
automatically select the best available view for facial recogni-
tion based on motion context. Additionally, the facial detection
module in the desktop application, currently powered by Haar
Cascades, could be upgraded to a convolutional neural network
(CNN)-based model to improve face localisation and ensure
more accurate blurring for standard users. Another poten-
tial enhancement is implementing a notification system. This
would involve transmitting signals from the embedded device
to the desktop application, providing immediate feedback, and
increasing system responsiveness. This project established a
solid foundation for a privacy-aware, resource-efficient system;
however, the proposed enhancements will improve scalability
and usability in smart homes and smart applications.
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